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1. Introduction
This contribution proposes to add an open issue about use of a proxy in the UE-originated API invocation.
2. Reason for Change
In the UE-originated API invocation scenario, the UE may want to access the northbound API via a proxy rather than to access by the UE itself. For example, if the UE is communicating with an application server and wants to access the northbound API, the application server can access the northbound API on behalf of the UE. This scenario can be further divided in the following two cases:

1.
The application server can be trusted by CAPIF core function, and is already onboarded.

2.
The application server cannot be trusted by CAPIF core function, and cannot proceed onboarding.

Case 1 is covered in the AF-originated API invocation scenario, captured in clause 4.2. Case 2, on the other hand, is not covered in the AF-originated API invocation, as the AF (the application server in this example) is not allowed to invoke the northbound APIs. Even in this case, API invocation can be enabled if the UE communicating with the application server is allowed to invoke the APIs in the UE-originated API invocation scenario and can be authenticated, assuming that the application server acts as a proxy of the UE. 
3. Conclusions

The following open issue is added:


-
Whether and how the UE can use a proxy to access the northbound API.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v0.1.0.
* * * First Change * * * *

4.1
Key Issue #1: UE-originated API invocation

4.1.1
Description

The UE-originated API invocation scenario corresponds to the following requirement specified in TS 22.261 [2]:

-
The 5G system shall be able to provide a UE with secure access to APIs (e.g. triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE.
In this scenario, the application on the UE invokes the northbound APIs. The scenario is illustrated in figure 4.1.1-1.

From CAPIF point of view, the application on the UE in this scenario plays the role of the API invoker, as defined in TS 23.222 [3].
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Figure 4.1.1-1: UE-originated API invocation
Open issues:

1)
Whether the existing CAPIF functional model is sufficient for the UE-originated API invocation.

a)
If the existing CAPIF functional model is insufficient, how it must be modified to accommodate for the API invoker in the UE.
2)
Whether and how the UE can use a proxy to access the northbound API.
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