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1. Introduction
This contribution provides solution for KI#2 - Application server monitoring and control of traffic.
2. Reason for Change
Following key issue has been agreed to study:
	4.2
Key issue #2: Application server monitoring and control of traffic

Clause 31 of 3GPP TS 22.101 [4] has provided requirements for control of traffic from UE-based applications toward associated server. When an application on a third-party server or the third-party server itself becomes congested or fails, the traffic towards that server needs to be controlled to avoid/mitigate potential issues caused by resulting unproductive use of 3GPP network resources. Following are some of the requirements:

The 3GPP network shall be able to control (i.e., block and/or prioritize) traffic from UEs to an application on a third-party server or the third-party server itself without affecting traffic to other applications on the third-party server or to other third-party servers.

The 3GPP network shall be able to receive a status indication from the third-party server when an application on it is experiencing congestion or failure, and when normal operation resumes. Such a status indication may be sent periodically, and/or when the status of the application changes.

The 3GPP network shall be able to detect and monitor a third-party server's operational status e.g., congestion levels, failure, and unavailability of the third-party server.
Consider a scenario where an IoT application server serves millions of devices. In an event where the application server's response time is increased due to high traffic congestion at the application server, it is required to able to control (i.e., block and/or prioritize) the traffic from the UEs or IoT devices towards the application server. 

Hence, it is required to study:

1)
How to enhance the enabler layer (e.g., SEAL, CAPIF) to support service monitoring of third-party application servers? 

2)
How to monitor a third-party server's operational status e.g., congestion levels, failure, and unavailability of the third-party server? How to control/influence the traffic when the third-party application server is experiencing congestion or failure, and when normal operation resumes?


It is requried to provide solution for above KI.

3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-97 V0.2.0.
* * * First Change * * * *

5.x
Solution #: Application Service Management Service
5.x.1
Functional model for application service management
5.x.1.1
General
The Application Service Management (ASM) service provides application service monitoring and traffic control service. The functional model for the application service management is based on the generic functional model specified in clause 6 of 3GPP TS 23.434 [r23434]. It is organized into functional entities to describe a functional architecture which addresses the support for application service management aspects for vertical applications. The on-network functional model is specified in this clause.

5.x.1.2
On-network functional model description
Figure 5.x.1.2-1 illustrates the generic on-network functional model for application service management.
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Figure 5.x.1.2-1: On-network functional model for application service management

The interface between ASM client and ASM server is ASM-UU interface. The ASM client interacts with VAL client using ASM-C interface and ASM server interacts with VAL server using ASM-S interface. The ASM server interacts with VAL user database using ASM-VAL-UDB interface.

The ASM server communicates with the SCEF via T8 reference point or communicates with the NEF via N33 reference point to control application specific traffic from the underlying 3GPP network system.
5.x.2
Functional entities description
5.x.1.1
General

The functional entities for application service management SEAL service are described in the following subclauses.
5.x.1.2
Application service management client

The application service management client acts as a SEAL client for application service monitoring and traffic control function. It receives client configuration and related information, which are required for application service monitoring. The ASM client is also responsible for communication with other UE ASM clients. The ASM client can optionally be part of VAL server too. When being part of VAL server, the ASM client receives configuration from ASM server about parameters to monitor on VAL server. 
5.x.1.3
Application service management server

The ASM server is a functional entity used to configure one or more application servers, clients related to 3GPP system information as well as the network. It also acts as a co-ordination layer in subscribing to the VAL sever and 3GPP network for any changes in the configuration and inform the other in order to perform necessary actions (like blocking or controlling traffic).
Editor's note:
Reference points description is FFS.
* * * Next Change * * * *

5.x.3
Configuring ASM client
To monitor status of the application service, the ASM server can configure the ASM client on the UE and VAL server to monitor status information.
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Figure 5.x.3-1: Configuring ASM client

1)
In order to configure the ASM client, the ASM server sends ASM Configuration request towards ASM client including all parameters to be monitored for UE and VAL server, the parameters include average request queue length, average time to process request, CPU usage, memory usage, etc. 
2)
Upon received the request, the ASM client sends response and starts monitoring all activities.
Editor's note:
Information table for all messages is FFS.
* * * Next Change * * * *

5.x.3
Request-response model
5.x.3.1
ASM server requesting for on-demand status
The ASM server can request the ASM client/VAL server to provide its status information. The ASM server may choose to request status information periodically, which can give the ASM server the possible trend of the VAL server status. Figure 5.x.3.1-1 shows the procedure for the ASM server to request on-demand status request from the ASM client/VAL server.
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Figure 5.x.3.1-1: ASM server requesting for on-demand status
1)
Based on configurations such monitoring status information request from other entities (e.g., 3GPP network), ASM server initiates the on-demand status request towards the ASM client / VAL server. 
2)
The ASM server sends a on-demand status request to the VAL server. The request includes the configuration parameters whose status needs to be included in the response.
3)
The ASM client /VAL server immediately responds to the ASM server with a report containing status information identified by the ASM server and available to the ASM client / VAL server.
4)
Upon receiving the report, the ASM server updates the monitoring status of the VAL Server to the other UE(s), VAL Client(s) or 3GPP network as required.
* * * Next Change * * * *

5.x.4
Subscribe-notify model
5.x.4.1
ASM server subscribes to the monitoring status information
Figure 5.x.4.1-1 shows the procedure for the ASM server to subscribe to the monitoring status information of the VAL server.
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Figure 5.x.3.1-1: ASM server requesting for on-demand status
1)
Based on configurations request from other entities to provide monitoring status information periodically or based on event, ASM server decides to initiate the monitoring information subscribe request to the ASM client / VAL server.
2)
The ASM server sends a monitoring information subscribe request to the VAL server. The request includes all parameters to be monitored for UE and VAL server. The parameters include average request queue length, average time to process request, CPU usage, memory usage, etc. The request also includes events when the ASM client / VAL server needs to send the notification.
3)
The ASM client / VAL server sends a monitoring information subscribe response to the ASM server containing success or failure of the request.
* * * Next Change * * * *

5.x.4.2
ASM client notifies the monitoring status information
Figure 5.x.4.2-1 shows the notification from the ASM client / VAL server towards the ASM server on occurrence of the event.
Pre-condition:

1)
The ASM server is subscribed to the monitoring status information.
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Figure 5.x.3.2-1: ASM server requesting for on-demand status
1)
When the event occurs as specified by the ASM server in the subscription request, the ASM client / VAL server sends monitoring information notification to the ASM server with a report containing status information identified by the ASM server and available to the ASM client / VAL server. 
2)
Upon receiving the report, the ASM server updates the monitoring status of the VAL to the UE or 3GPP network as required.
* * * Next Change * * * *
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