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1. Introduction
This contribution proposes a key issue on authentication and authorisation of the resource owner and the triggering UE.
2. Reason for Change
For enabling SNA, the authentication and authorisation of the UEs (resource owner, triggering UE) are required as well as those of the API invoker, as specified in the current version of TS 23.222. A new key issue is added to capture this aspect.
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v0.0.0.
* * * First Change * * * *

2
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3
Definitions of terms, symbols and abbreviations
3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].


resource owner: An entity capable of granting access to a protected resource.
triggering UE: UE which originates the northbound API invocation request.
* * * Next Change * * * *

4.X
Key Issue #X: Authentication of the triggering UE
4.X.1
Description
In SNA scenarios, the triggering UE and the resource owner are involved in the procedure, thus the CAPIF core function needs to authenticate these entities, especially in the AF-originated API invocation scenario.
For example, when a UE#1 communicates with a 3rd party AF and the UE#1 (triggering UE) requests the AF to retrieve the location of UE#2 (resource owner), the AF invokes an API to retrieve the location of UE#2. In this case, the API invocation is allowed only if the UE#1 is verified to trigger this API, thus it is required for CAPIF functions to authenticate UE#1.
Open issues:

1)
How to authenticate the triggering UE for API invocation supported in CAPIF.
NOTE:
This document studies the high-level architecture to solve this issue. The detailed procedure for the UE authentication and authorisation will be specified in SA3.
