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1. Introduction
This contribution proposes a key issue on API access control for UEs.
2. Reason for Change
The CAPIF needs to control the API access by the triggering UE, which requires enhancements in CAPIF architecture and procedures. A new key issue is added to capture this aspect.
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v0.0.0.
* * * First Change * * * *

4.X
Key Issue #X: API access control for UEs
4.X.1
Description
API access control is required to prevent undesirable API invocation by unauthorized subscribers. In TS 23.222 [3], the access control of service API by CAPIF is specified. In this procedure, however, whether the API invocation is allowed or not is judged based on the API invoker identity information. This means that, in the AF-originated API invocation scenario, the API access control is performed without taking into account the triggering UE communicating with the API invoker (AF), thus the CAPIF core function and the AEF cannot control the API access for individual triggering UEs.
Open issues:

1)
How the triggering UE's identity is verified and authorized during the AF-originated API invocation.
2)
How to align the access control policy to the triggering UE.
