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1. Introduction
This contribution proposes a key issue on providing and revoking user consent upon invoking APIs.
2. Reason for Change
The following requirement is specified in TS 22.261:

The 5G system shall be able to:

-
[…]

-
allow the UE to provide/revoke consent for information (e.g., location, presence) to be shared with the third-party.
When the API invocation impacts on a certain subscriber's service experience, the system needs to obtain the consent of the subscriber whose service experience will be influenced. In addition, the system needs to support revocation of the user consent as well. A new key issue is added to capture this aspect.
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v0.0.0.
* * * First Change * * * *

4.X
Key Issue #X: Providing and revoking user consent upon invoking APIs
4.X.1
Description
Invocation of some northbound APIs may impact an individual subscriber's service experience (e.g. AF session with QoS API). In such cases, the system needs to obtain the consent of the subscriber whose service experience will be influenced.

Note that the UE triggering the API invocation (the triggering UE) may be different from the UE whose service experience gets affected by the API invocation (the resource owner). If the triggering UE is invoking an API which impacts on its own service experience, the UE itself (as a resource owner) provides the user consent. If the triggering UE is invoking an API which impacts on other resource owners' service experience, the resource owners provide the user consent.
In addition, the system should ensure that the resource owner may revoke the user consent.
Open issues:

1)
How to determine the resource owner.
2)
How the resource owner provide the user consent.
3)
How the resource owner revoke the user consent.
NOTE:
This document studies the high-level architecture to solve this issue. The detailed procedure for providing the user consent will be specified in SA3.
