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Classification of the Work Item and linked work items

2.1
Primary classification

This work item is a 

	
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	910035
	Service requirements for the 5G system
	Stage 1 Release 18 Data Integrity Service Requirement in 5G System
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Justification
Verticals, such as supply chain finance and insurance, have strict requirements for IoT data integrity. This is especially true for many services that collect data from IoT edge devices. Examples include environment data such as temperature and windspeed data which can be important to fulfill insurance policy stipulations, for agriculture and other industries. Warehouse data (e.g. number and weight of goods) is essential for inventory financing. Those services require data integrity from UE to a third-party service provider.

In such contexts, data integrity protection service for IoT UE traffic for certain vertical services is indispensible. SA1 work in 3GPP TS 22.261 have specified the requirements of Data Integrity service in 5GS for IoT UEs：
Subject to regulatory requirements and based on operator policy, the 5G system shall provide a mechanism to support data integrity verification service to assure the integrity of the data exchanged between the 5G network and a third-party service provider.

NOTE: 
This requirement could apply to mechanisms supported over the interface between 5G core network and an external application, with no impact on RAN and UE.
In practice, all kinds of IoT UEs serving enterprises connect to MNOs’ networks. Enterprises would benefit from data exchange that is integrity protected. This includes the communication of any of the many kinds of IoT UEs that enterprises deploy, including devices are diverse and hard to configure in a uniform manner, and some of these devices do not support end to end data integrity capabilities themselves. 

Therefore, an additional ability to provide data integrity protection service between a UE and an Application Server offered by a third-party service provider for IoT services (especially for the services that collect data from IoT edge devices) would be very valuable to support for 3GPP system. MNOs should be able to offer a standard approach to service exchange with data integrity to their customers. 
4
Objective

The objectives of the study include:
Analyze existing requirements of data integrity service based on TS 22.261 Subclause 8.9.
Evaluate application architectural requirements and application layer architectures for data integrity service.
Analyze the re-use of functionalities from SA6 specifications for the solutions, where applicable.
Identify key issues and develop solutions based on 1) - 3) .
5
Expected Output and Time scale

	New specifications 

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR


	23.XXX
	Study on Data Integrity Service support Verticals
	SA#XX (XX)
	SA#XX (XX)
	Lin Lin, China Unicom, linl12@chinaunicom.cn
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Work item Rapporteur(s)

Lin Lin, China Unicom, linl12@chinaunicom.cn 
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Work item leadership

SA6 
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Aspects that involve other WGs

Not identified yet.
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Supporting Individual Members

	Supporting IM name

	China Unicom
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	Samsung?

	

	

	

	

	

	


