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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: Study on SA6 aspects of subscriber-aware northbound API access
Acronym: FS_SNA-SA6 
Unique identifier: 
Potential target Release: Rel-18 

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
1
Impacts 
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	
	X
	

	No
	X
	
	X
	
	

	Don't know
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	SNA
	SA1
	890024
	Subscriber-aware Northbound API access


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	

	890037
	Study on User Consent for 3GPP services
	SA3 study item. Studying solutions related to user consent, which may also meet the requirements for SNA


3
Justification

A Rel-18 normative work, Subscriber-aware Northbound API access (SNA, UID: 890024) was initiated and has been completed in SA1. As a consequence of this work, the requirements for SNA have been specified in TS 22.261, clause 6.10.2. These requirements are to ensure that API access can be checked with the granularity of the individual 5GS subscriber invoking the API, particularly in the case that the API invocation impacts or is related to an individual 5GS subscriber's service experience. 
The control of northbound API access, including authentication and authorisation of the 5GS subscriber invoking the API, should be dealt with CAPIF. The procedures for the authentication and authorisation of the API invoker are specified in TS 23.222, clauses 8.10, 8.11, 8.14, and 8.15, but neither CAPIF core function nor AEF is aware of individual subscribers behind the API invoker (e.g. when an application on UE requests AF to invoke a certain API and the AF, acting as an API invoker, invokes the API on behalf of the application on UE) in the existing specification. In addition, those procedures don't assume a scenario that an application on UE invokes the API directly. When identifying individual subscribers, it is required in TS 22.261 to preserve the confidentiality of the UE's external identity (e.g. MSISDN) against the third-party, which is not supported in current specification.
This feature in a way is to intend to open up APIs to individual 5GS subscribers and to increase opportunity of UE applications to be able to access 5GS features not via crossing OS inside the UE. Potential solutions are expected to pay attention to this aspect as well.

Based on SA1 requirements, there is a need to develop solutions to support SNA with CAPIF. The stage 2 aspects of SNA can be specified by SA6, SA3, and potentially by SA2. Here, SA6 will play a role in making a high-level architecture for other WGs to specify further detail. The scopes of SA6's work include following aspects (but are not limited to):
1.
For the use case in which the API invoker is a third-party's AF triggered by an application on UE:
a.
Specify architecture requirements for the API invoker to invoke the northbound API with an application on UE;

b.
Clarify that the triggering application on UE needs to be authenticated;
c.
Clarify that the triggering application on UE may preserve the confidentiality of the subscribers' identity (e.g. MSISDN) against the third-party API invoker;
2.
For the use case in which the API invoker is an application on UE:
a.
Clarify that the application on UE may be an API invoker;
3.
For both use cases above:

a.
Develop a scheme to check the granularity of the individual 5GS subscribers invoking the API and to authorise the API invocation;
b.
Develop a scheme for UE to provide and revoke consent for information;
c.
Develop a scheme that an AF serving multiple PLMNs can find location of the target API.
NOTE:
Detailed study regarding security issues including authentication and authorisation needs coordination with SA3.





In addition to enhancements in CAPIF, there is also a need for SA6 to specify how the users of vertical services may use SNA. To this end, the enhancements in enabler layers (e.g. SEAL, EDGEAPP) to support SNA will also be SA6's scope of this work, which include the following aspects (but not limited to):
4.
How vertical services handle SNA, assuming that vertical applications may have differentiated subscriptions over enabler layer services;

5.
How the application enabler layer can be enhanced to support SNA, e.g. for scenarios when the API invoker is the application client at the UE side.
4
Objective

The SA6 objectives of this work item, to address the aspects listed in the clause 3 (Justification bullets 1 to 5, but not limited to them), are the following: 

-
Specify the stage 2 aspects of CAPIF to support the subscriber-aware northbound API access based on SA1 requirements. The scope includes:

a.
Additional architecture requirements;

b.
Enhancements to functional model;

c.
Enhancements to procedures and information flows; and
d.
Enhancements to APIs.

-    Study possible enhancements to application enablement frameworks (e.g. SEAL, EDGEAPP, vertical enabler layers) to support the subscriber-aware northbound API access based on SA1 requirements. 
NOTE:
Coordination with SA3 (e.g. considering the ongoing Study on User Consent for 3GPP services as a potential solutions for some of the SA1 requirements) will be required for the security aspects.

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	23.XXX
	Study on SA6 aspects of subscriber-aware 
northbound API access
	TSG#93 (Sep 2021)
	TSG#94 (Dec 2021)
	Suzuki, Yuji, NTT DOCOMO, yuuji.suzuki.rm@nttdocomo.com


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	


6
Work item Rapporteur(s)
Suzuki, Yuji, NTT DOCOMO, yuuji.suzuki.rm@nttdocomo.com

7
Work item leadership

SA6
8
Aspects that involve other WGs

SA3 for security aspects, SA2 for potential system aspects and CT3 for API specifications. 
9
Supporting Individual Members
	Supporting IM name

	NTT DOCOMO

	Samsung

	Lenovo

	Motorola Mobility

	Deutsche Telekom

	Convida

	AT&T
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