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1. Introduction
This pCR proposes to resolve the EN from KI #11 related to SA1’s clarification on the requirement. The pCR updates the solution (Solution #17) related to the KI #11 and EN in the solution on event notification. 
2. Reason for Change
As per the LS response from SA1 (S1-210184), problematic UAV requirement is to cover a UAV which is flying without UTM authorization and 3GPP system may be able to monitor and expose UAV related information towards the UTM, which may help the UTM identify problematic UAV. The KI#11 and the Solution #17 are aligned to this response. 

The EN (“It is FFS, whether multiple events can be included in the single event notification”) from solution #17 is resolved by dding clarification that multiple events can aggregated in single event notification and sent to UTM. These multitple events are monitored based on the request from UTM and the respective notifications are sent aggregated to USS/UTM.
3. Proposal

It is proposed to agree the following changes to 3GPP  TR 23.755 v1.1.0.
* * * First Change * * * *

5.11
Key issue#11: Support to reporting of NEF abnormal behaviour analytics for detection of problematic UAV and UAV-controller

As per 3GPP TS 22.125 [3], "The 3GPP system shall support detection, identification and reporting of problematic UAV(s) and the UAV controller to a UTM". 

Many events related to the UAV need to be taken into consideration to conclude that the UAV is problematic. According to 3GPP TS 23.288 [10] (network data analytics services) there are abnormal behaviour related network data analytics for UE or groups of UEs, which could be mobility related, communication related or both. The abnormal behaviour analytics are exposed via NEF (as specified in 3GPP TS 29.522 [18]). USS/UTM may be able to fetch multiple events related to the UAV (UE) from the 3GPP core network, using the current services of NEF/SCEF, or provide expected UE behaviour parameters to NWDAF.

Taking the above into consideration, this key issue is needed to study:

-
Whether the existing abnormal behavior analytics (NWDAF), event monitoring and reporting capabilities available to the UTM from the 3GPP exposure points (e.g. NEF APIs, UAE APIs, SEAL APIs) are sufficient for detecting a problematic UAV by the UTM. 


* * * Next Change * * * *

8.17.1.1
General

This solution addresses the Key Issue #11. The solution illustrates a mechanism for reporting of UAV events by the UAE server with assistance of core network.

There are multiple aspects related to UE (UAV) that can be monitored using the "MonitoringEvent" and "AnalyticsExposure" services as specified in 3GPP TS 29.522 [18] and 3GPP TS 23.502 [13], to identify various abnormalities related to UAV like, misbehaving UAVs. The UAE server shall subscribe to core network to fetch all the required events related to multiple UAVs served by the USS/UTM, and report the same to USS/UTM with event details.
* * * Next Change * * * *

8.17.1.2
Reporting of UAV events

The procedure illustrated below shows how the UAE server assists in reporting the UAV events upon request from USS/UTM. As shown in figure 8.17.1.2-1, USS/UTM requests UAE server to report the UAV events. The UAE server monitors multiple aspects of the UAVs with assistance of core network and based on event notifications received for a UAV, the UAE server can report the same to USS/UTM.
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Figure 8.17.1.2-1: Reporting of UAV Events

1.
USS/UTM requests UAE server to report UAV events by including the list of UAV Identifiers (UAV IDs) and the List of events to be monitored in "UAV Event Request" message.

2.
UAE server sends "Response to UAV Event Request" message indicating to accept to report UAV events.

3.
For the list of UAV IDs and the List of events, the UAE server subscribes for multiple events (like LOSS_OF_CONNECTIVITY, COMMUNICATION_FAILURE etc.) using "MonitoringEvent" service as specified in clause 4.4.2 of 3GPP TS 29.522 [18].

4.
UAE server subscribes to Nnef_AnalyticsExposure API ("ABNORMAL_BEHAVIOUR" report) as specified in 3GPP TS 29.522 [18] for the list of UAV IDs.

5 and 6.
The 3GPP system sends Monitoring event notification (as specified in clause 4.4.2 of 3GPP TS 29.522 [18]) and Analytics event notification (as specified in clause 4.4.14 of 3GPP TS 29.522 [18]).

7.
The UAE server notifies the UAS server about the event related to UAV (UAV ID) in Notify UAV Event message. If multiple events are to be notified, then the UAE server may aggregate notifications and send.


UAE server maintains the mapping between subscriptions from USS/UTM and to the corresponding one or multiple subscriptions on NEF.

The UAV ID either maps to or is an external identifier (3GPP UAV ID as specified in 3GPP TR 23.754 [16] or external Identifier as specified in 3GPP TS 23.682 [15] or MSISDN) and used for NEF API invocations. UAE server may maintain a mapping between UAV ID to the UE external identifier.

In another alternative, the SEAL server (for e.g. Network Resource Manager or any other SEAL server) may be enhanced to support reporting of the UAV events to UAE server. In such case, the USS/UTM may directly consume the service from SEAL. SEAL being an enabler layer for multiple verticals, such enhancement at SEAL will enable multiple verticals to leverage SEAL to report the vertical specific events. The events at SEAL layer related to the UAV can be used additionally to report UAV event.
* * * Next Change * * * *
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