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1. Introduction
This contribution provides corrections to the service based representation of the architecture.
2. Reason for Change
a. 5GS SBA usage and mixing Core Network SBA with the SBA at the Edge/Cloud and UE.

The SBA (service-based architecture) is defined in 5GS for the interactions between the Core Network-defined entities, and is specified in TS 23.501 under the control of SA2. The current SBA representation in TS 23.558 includes untrusted domain within the Core Network SBA. This is a major deviation from the current design in TS 23.501, and would be much more prone to security flaws. Such an architecture would require a thorough security analysis.
The architecture depicted in Figure 6.2-1 mixes different domains, where the CP-based SBA interaction (using NRF, SCP, etc.) is mixed with the interactions taking place over the User Plane (UP). This is technically not possible and has serious SA2 and SA3 impacts.
b. Technical challenges have to be resolved to enable UE interactions on the SBA

Many members in SA6 have argued that UE interactions on the SBA can be easily supported. After several discussions and study on this matter, the following technical challenges are identified to be considered for enabling UE interactions on the SBA:

-
The typical network architecture in Data Centre separate the connectivity between the functions deployed in the Data Centre with the connectivity of the UE accessing the functions in the Data Centre. So, UE may not reside on the same SBA that is used for communications between the functions deployed in the Data Centre. This is also due to security considerations. SA3 has to be consulted before putting UE or any function of the UE on the SBA of the Data Centre.
-
The UE is connected over Uu to the Data Network and is an untrusted entity. The authorization for UE to consume services over SBA is not the same as a network deployed application function consuming services over SBA. So, the security aspects related to EEC (deployed in the UE) to consume services over an SBA is to be resolved.

-
Typically, UEs are behind the NATs. So, an SBA needs further consideration on how to route communications to the EEC originating from ECS or EES when UE is behind a NAT. How to commonly resolve NAT traversals in the SBA?
c. Support for deployment models that can support NAS based UE interactions for EDGE-4
The 3GPP system provides communication capabilities with the UE at the control plane (e.g. BDT, NAS) and the user plane (e.g. packet communication). The application functions can utilize these capabilities provided by the 3GPP system. Some PLMN operators may prefer to deploy ECS in the PLMN network as trusted AF and utilize NAS capabilities of the 3GPP system control plane to communicate with the EEC in the UE. For this scenario to be supported several questions were raised in SA6 regarding the lack of support in 3GPP system and .the need to coordinate with SA2. 
3GPP CT1 has defined an NAS protocol between the UE (DS-TT) and TSN AF to exchange the configuration or management information (see TS 24.519). The required NAS procedures and IEs between UE and TSN AF are transparent to the 5G core network without impact the existing 5GS architecture. From 3GPP core network perspective, the ECS can take the role of AF as shown in 3GPP 5GS architecture. Hence, the existing NAS protocol between the UE and TSN AF can be leveraged as far as possible for Edge configuration information exchange between the UE and the ECS (EDGE-4).

The service provisioning is a very important step in connecting to the EDN and consuming edge services deployed in the EDN. Hence, for edge operations of the UE it is required that this operation be very reliable considering security aspects, power consumption aspect and overcoming issues related to IP connectivity. The 3GPP control plane NAS capabilities have proven reliability results and hence the architecture for enabling edge applications should support the ECS and EEC (UE) communication over NAS. (Following this approach may also solve the issues related to implementing a reliable notification server for communicating event notifications to the EEC).

d. Study is on-going in CT1 about using NAS and/or APIs for EDGE-4

SA6 had sent an LS to CT1 (S6-202009) to receive feedback on the protocol choice for EDGE-1 and EDGE-4 interfaces. CT1 has replied to SA6 in the LS S6-210375/C1-210441 as follows:

“CT1 has started its work on functionality and interfaces (EDGE-1, EDGE-4) defined by 3GPP TS 23.558. CT1 has not reached any conclusion, and CT1 will update SA6 about our progress.”
3. Summary

It is evident that the SBA representation in Figure 6.2-1 is not technically viable and should be corrected considering the technical aspects discussed above.

Further coordination with other WGs (SA2, SA3, CT1) is also required to alleviate issues related to the service-based architecture.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.558 v2.0.0.
1st Change 
6.2
Architecture

This clause illustrates the architecture for enabling edge applications in the following different representations:

-
A service-based representation, where the Edge Enabler Layer functions (e.g. ECS) enable other authorized Edge Enabler Layer functions (e.g. EES) to access their services; 
-
A service-based representation as specified in 3GPP TS 23.501 [2], where the Network Functions (e.g. NEF) enable authorized Edge Enabler Layer functions (e.g. ECS) to access their services; and 

-
A reference point representation, where existing interactions between any two functions (e.g. EES, ECS) is shown by an appropriate point-to-point reference point (e.g. EDGE-6, EDGE-7). 

The service-based representations consider the deployment of the functional entities and the interactions amongst them in the user domain and the ECSP domain. The user domain consists of functional entities deployed in the UE and operated by the end user. The ECSP domain consists of the functional entities deployed and operated by the ECSP. 

The EEC is deployed in the UE which is the user domain and considered an untrusted entity from an ECSP perspective. The ECS, EES and EAS are deployed in the ECSP domain. The ECSP may be a PLMN operator or may have a business relationship with the PLMN operator for trusted functional entity deployments, in which case the deployment of the functional entities may be either in the control plane and/or in the user plane of the PLMN network.
Figure 6.2-1 illustrates the service based representation of architecture for enabling edge applications in a non-roaming scenario.





Figure 6.2-1: Architecture for enabling edge applications (non-roaming) - service-based representation
Editor's note:
The security aspects related to EEC (UE) consuming services over a SBA are to be addressed by SA3.

Editor's note:
The security aspects related to whether the SBA used amongst the EES, ECS and EAS is the same as the SBA which connects EECs (UEs) are to be addressed by SA3.
Editor's note:
The EEC consumption the services of ECS for EDGE-4 via NAS and/or via APIs (which is also under study in CT1) is FFS.
The authorized EEC and authorized EAS consumes services provided by the EES. The authorized EEC consumes services provided by ECS via NAS and/or APIs. The EEC and EAS do not exhibit services.
The mechanisms for service discovery in the SBA represented by figure 6.2-1 are as follows:

-
The EES discovers the ECS via pre-configuration or by using CAPIF as specified in 3GPP TS 23.222 [6].
-
The EAS discovers the EES via pre-configuration or by using CAPIF as specified in 3GPP TS 23.222 [6].
-
The EAS discovers the other EAS(s) as specified in clause 8.8.3.2.
-
The EEC discovers the ECS as specified in clause 8.3.2.

-
The EEC discovers the EES via service provisioning as specified in clause 8.3.3.
Figure 6.2-2 illustrates the service-based representation of utilization of the 5GS network services based on 5GS SBA specified in 3GPP TS 23.501 [2].
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Figure 6.2-2: Utilization of 5GS network services based on 5GS SBA – service based representation
The ECS, EES and EAS acts as trusted AF for consuming network services directly from the 3GPP 5G Core Network entities over the service based architecture specified in 3GPP TS 23.501 [7]. The ECS may publish its information to the NRF to enable the ECS discovery as specified in clause 8.3.2.
The mechanisms for network service discovery in the SBA represented by figure 6.2-2 is specified in 3GPP TS 23.501 [2].
The ECS, EES and EAS can simultaneously consume network services from the 5GS SBA as represented in the figure 6.2-2 while interacting in the SBA represented in figure 6.2-1.
Figure 6.2-3 illustrates the service-based representation for utilization of the Core Network (5GC, EPC) northbound APIs via CAPIF.
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Figure 6.2-3: Utilization of Core Network Northbound APIs via CAPIF – service based representation
The ECS, EES and EAS act as authorized API invoker to consume services from the Core Network (5GC, EPC) northbound API entities like SCEF, NEF, SCEF+NEF which act as API Exposing Function as specified in 3GPP TS 23.222 [6]. 
The mechanism for northbound APIs discovery in the SBA represented by figure 6.2-3 is as specified in 3GPP TS 23.222 [6].

The ECS, EES and EAS can simultaneously consume Core Network northbound APIs via CAPIF as represented in the figure 6.2-3 while interacting in the SBA represented in figure 6.2-1.

Figure 6.2-4 illustrates the service-based representation for ECSP interconnection architecture in a non-roaming scenario.
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Figure 6.2-4: ECSP interconnection architecture (non-roaming) - service-based representation
Editor's note:
The security aspects for service-based interactions related to interconnection between ECSP-1 and ECSP-2 are to be addressed by SA3.

Editor's note:
The security aspects related to whether the SBA used between the ECSPs is same as the SBA which connects EECs (UEs) are to be addressed by SA3. 
The interconnection between ECSP-1 and ECSP-2 is based on the business relationship between them.

The authorized EEC of ECSP-1 consumes services provided by EES of ECSP-2. The authorized EEC of ECSP-1 consumes services provided by ECS of ECSP-2 via APIs or NAS. The authorized EES of ECSP-1 consumes services provided by ECS and EES of ECSP-2.

The mechanisms for service discovery in the SBA represented by figure 6.2-4 are as follows:

-
The EES of ECSP-1 discovers the ECS of ECSP-2 via pre-configuration or by using CAPIF as specified in 3GPP TS 23.222 [6].

-
The EES of ECSP-1 discovers the EES of ECSP-2 as specified in clause 8.8.3.3.

-
The EAS of ECSP-1 discovers EAS of ECSP-2 as specified in clause 8.8.3.2.

-
The EEC of ECSP-1 discovers the ECS of ECSP-2 as specified in clause 8.3.2.

-
The EEC of ECSP-1 discovers the EES of ECSP-2 via service provisioning as specified in clause 8.3.3.
Figure 6.2-5 illustrates the reference point representation of the architecture for edge enabling applications in a non-roaming scenario.
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Figure 6.2-5: Architecture for enabling edge applications (non-roaming) - reference points representation

The EDN is a local Data Network. EAS(s) and the EES are contained within the EDN. The ECS provides configurations related to the EES, including details of the EDN hosting the EES. The UE contains AC(s) and the EEC. The EAS(s), the EES and the ECS may interact with the 3GPP Core Network.

2nd Change
A.3
ECS deployments in relation to the UE

A.3.1
General

This clause shows some examples for how the ECS can be deployed in relation to the UE
A.3.2
UE (EEC) served by a single ECS

In this scenario the UE can contain a single AC or multiple ACs, however the UE contains a single EEC which is configured with the address of a single ECS. This could for example be an IoT device that only supports a single AC or a smartphone device which contains many ACs which are served by a single ECS.
A.3.3
UE (EECs) served by multiple ECSs

In this scenario the user is allowed to install multiple ACs in the UE where each AC can be served by an EAS which in turn served by a different ECSP's EES/ECS. 
One example is that multiple ACs are installed on a smartphone and the associated EASs are on-boarded onto different ECSP's EESs which are registered with different ECSs.

Another example is a UE that supports Dual SIM. In this scenario the UE can support concurrent connection to two PLMNs. 

A.3.4
UE (EEC) served by ECS via NAS
In this scenario, the EDGE-4 interactions are supported via NAS as specified in 3GPP TS 23.501 [7]. This scenario is typically used when the ECSP deploys the ECS as a trusted AF in the PLMN network (e.g. either in control plane or in user plane).
End of Changes
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