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1. Introduction
This contribution provides a proposal for the procedures for C2 communication mode switching.
2. Reason for Change
In TR 23.755, it was concluded that:

Solution#6, solution#7 and solution#9 are selected as the basis for normative work, based on the following combined UAE Client assisted/UAE Server controlled principles:

1)
The UAE Client executes the policy for handling of C2 communication link selection and usage of multiple C2 communication links and notifies the UAE Server about the applicable and active C2 communication links.

2)
The UAE Server uses information about applicable C2 communication links from UAE Client and location, QoS information from the 3GPP network when making a decision about C2 switching.

3)
The UAE Client notifies the UAE Server when detecting a C2 switching condition based on policy. The UAE Server confirms the C2 switching based on the reported C2 switching condition and informs the UAE Client to apply the C2 switch. The UAE Client may also trigger an immediate/autonomous C2 switch in case of emergency situations.

4)
The UAE Server sends command for C2 switching based on relative location of UAV and UAV Controller and QoS information if available and/or in response to a command from USS/UTM (for switch to USS/UTM navigated).

5)
For cases where UAE Server cannot fully determine C2 switching conditions (e.g. unknown location for UAV Controller not connected via a PLMN, or direct link QoS) the UAE Server relies on UAE Client assistance as above.

it is proposed to provide the normative specification combining solution#6, solution#7 and solution#9.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.255 v0.3.0. The pCR for the corresponding requirements are in S6-210769.


* * * First Change * * * *

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

UAS
Unmanned Aerial System

UAV
Unmanned Aerial Vehicle

UAV-C
Unmanned Aerial Vehicle Controller

UTM
UAS Traffic Management

USS
UAS Service Supplier

* * * Next Change * * * *
6.x
C2 Communication mode selection and switching

6.x.1
General
This feature introduces the UAS application enablement services for supporting the selection and re-selection of C2 communication modes. In particular, the UAE layer provides support for the following operations:

· Support the switch between the Network-Assisted C2 communication and Direct C2 communication (e.g. when the direct link becomes feasible/available, or when a UAV is moving towards BLOS or has poor direct link conditions, etc.).

· Support the switch between the Network-Assisted/Direct C2 communication and UTM-navigated C2 communication (e.g. for air traffic control, the UAV is approaching a No Drone Zone, and detected potential security threats, etc.).

-
Support the selection of the communication mode between: utilizing more than one C2 communication links, or, switch among applicable C2 communication links, or selecting a mode as the primary one.
6.x.2
Procedures
6.x.2.1
General

Below, the different procedures for C2 communication mode selection and switching are described using the following UAE Client assisted and UAE Server controlled based mechanisms:

1)
The UAE Client executes the policy for handling of C2 communication link selection and usage of multiple C2 communication links and notifies the UAE Server about the applicable and active C2 communication links.

2)
The UAE Server uses information about applicable C2 communication links from UAE Client as well as location and QoS information from the 3GPP network when making a decision about C2 switching.

3)
The UAE Client notifies the UAE Server when detecting a C2 switching condition based on policy. The UAE Server confirms the C2 switching based on the reported C2 switching condition and informs the UAE Client to apply the C2 switch. The UAE Client may also trigger an immediate/autonomous C2 switch in case of emergency situations.

4)
The UAE Server sends command for C2 switching based on relative location of UAV and UAV Controller and QoS information if available and/or in response to a command from UAS AS (for switch to USS/UTM navigated).

5)
For cases where UAE Server cannot fully determine C2 switching conditions (e.g., unknown location for UAV Controller not connected via a PLMN, or unknown direct link QoS) the UAE Server relies on UAE Client assistance as above.
6.x.2.2
C2 communication modes configuration 

This procedure initiates the capability at the UAE server and UAE Client, based on an  application request from UAS application specific server (which can be the USS/UTM) to manage the C2 operation modes (direct, network-assisted) of C2 communication for a UAS.
Figure 6.x.2.2-1 illustrates the C2 communication modes configuration procedure.

Pre-conditions:

1.
The UAV is connected to 5GS and authenticated and authorized by UAS AS.

2.
UAE Server has established a UAE session with the respective UAE Clients.
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Figure 6.x.2.2-1: C2 communication modes configuration 

1.
The UAS AS sends a C2 communicaton modes configuration request including the UAV identification (CAA Level UAV ID, IP address), allowed C2 communication modes (e.g., direct, network assisted, USS/UTM navigated), primary C2 communication mode and policy for C2 link selection and switching.

Editor's Note:
Details of the C2 link selection and switching policy (e.g., QoS thresholds) are FFS.

Editor's Note:
Additional configuration parameters for UAE Server (e.g., C2 switching mode assistance geographical area scope) are FFS.
2.
The UAE Server forwards the configuration request to the UAE Client including allowed C2 communication modes (e.g., direct, network assisted, USS/UTM navigated), primary C2 communication mode and policy for C2 link selection and switching.

3.
The UAE Client stores the C2 communication mode configuration parameters.

4.
The UAE Client sends an acknowledgement to the UAE Server.

5.
The UAE Server sends an acknowledgement to the UAS AS.

6.x.2.3
C2 communication mode selection by UAE Client
This procedure provides a mechanism for the UAE client to select a primary C2 communication mode and optional secondary C2 communication mode based on C2 communication mode configuration enabled as described in clause 6.x.2.2.
Figure 6.x.2.3-1 illustrates the C2 communication mode selection and redundant C2 link negotiation.

Pre-conditions:

1.
The UAE clients are configured with a C2 communication modes configuration as described in clause 6.x.2.2.
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Figure 6.x.2.3-1: C2 communication mode selection
1.
UAE Clients (UAV and UAV-C) select a primary and secondary C2 communication mode based on C2 communication mode configuration.
Editor's Note:
Details of the negotiation procedure for redundant C2 connection handling between UAV and UAV-C are FFS.
2.
The UAE Client sends a notification message to the UAE Server indicating the selected primary and secondary C2 communication modes and associated C2 link information which may include UAE Client and peer address information (e.g., IP/MAC address).

3.
The UAE Server stores the C2 communication modes and links information.

4a-4b.
The UAE Server forwards the C2 communication modes and links information to the UAS AS and receives an acknowledgement from the UAS AS.

5.
The UAE Server may send an acknowledgement to the UAE Client.

6.
The UAV and UAV-C start C2 communication using the selected primary C2 communication mode.

6.x.2.4
UAE Server triggered C2 communication mode switching
This procedure provides a mechanism for supporting dynamic switching between direct and network assisted C2 communications, initiated by the UAE server after detecting a C2 switching condition which may be required while the UAV flight is ongoing, due to expected location/mobility of the UAV.

Figure 6.x.2.4-1 illustrates a UAE Server triggered C2 communication mode switching.

Pre-conditions:

1.
UAE server and UAE client have activated the dynamic C2 mode switching capability, as described in clause 6.x.2.2.
2.  UAE client has selected a primary C2 communication mode as described in clause 6.x.2.3.
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Figure 6.x.2.4-1: UAE Server triggered C2 communication mode switching
0.
UAV and UAV-C are engaged in (e.g., network assisted) C2 communication.

1.
The UAE Server receives a QoS monitoring event from the for the 5GC for the Uu link used by UAV or UAV-C (as specified in 3GPP TS 23.501 [6] clause 5.7.2.4).
2.
The UAE Server receives location reports from SEAL/LMS for the UAV and the UAV-C (UAE-S acts as VAL server as specified in 3GPP TS 23.434 [5]). The report can be either periodical or event-based (e.g., UAV moving towards a particular area).
3a.
The UAE Server checks the C2 communication mode switching conditions (from direct to network assisted or vice versa) based on obtained UAE Clients information (e.g., relative UAV-to-UAV-C location, QoS, as obtained in step 1 and 2), and supported C2 links information obtained during procedure described in clause  6.x.2.3.

3b-3c [Optional] The UAE server sends a C2 switching condition notification message to the UAS application specific server, indicating the UAS identifier as well as the cause for switching and the switching option (direct to network-assisted or network-assisted to direct).

4.
The UAE Server sends a C2 communication mode switch command to the UAE Client.

5.
The UAV and UAV-C start C2 communication using the alternative (e.g., direct) C2 communication mode.

6.
The UAE Client sends a notification message to the UAE Server confirming the current C2 communication mode. 

7a-7b.
The UAE Server forwards the C2 communication mode and links information to the UAS AS and receives an acknowledgement from the UAS AS.
6.x.2.5
UAE Client triggered C2 communication mode switching

This procedure provides a mechanism for supporting dynamic switching between direct and network assisted C2 communications, initiated by the UAE client after detecting a C2 switching condition which may be required while the UAV flight is ongoing, due to possible change of C2 link conditions, unpredictable events (e.g., sudden loss of communication). 

Figure 6.x.2.5-1 illustrates a UAE Client triggered C2 communication mode switching.

Pre-conditions:

1.
UAE server and UAE client have activated the dynamic C2 mode switching capability, as described in clause 6.x.2.2.

2.
UAE client has selected a primary C2 communication mode as described in clause 6.x.2.3.
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Figure 6.x.2.5-1: UAE Client triggered C2 communication mode switching
0.
UAV and UAV-C are engaged in (e.g., direct) C2 communication.

1.
The UAE Client detects a condition for switching C2 communication mode based on the C2 communication mode switching policy. If an emergency switch of the C2 communication is deemed necessary by the UAE Client, the the UAE Client change the link prior to the steps 2-5.

Editor's Note:
Details of how the C2 link switching policy is used detecting a C2 mode switching condition are FFS.
2.
The UAE Client sends a C2 communication mode switch request to the UAE Server indicating the C2 link switching condition information.

3.
The UAE Server checks the C2 communication mode switching conditions based on UAE Clients QoS and location information obtained as described in clause 6.x.2.4.

4a-4b [Optional] The UAE server sends a C2 switching condition notification message to the UAS application specific server, indicating the UAS identifier, the cause for switching and the switching option (direct to network-assisted or network-assisted to direct). UAE-S receives from the UAS application specific server a response confirming the C2 mode switching.

5.
The UAE Server sends a C2 communication mode switch response to the UAE Client confirming the C2 mode switching.

6.
The UAV and UAV-C start C2 communication using the alternative (e.g., network assisted) C2 communication mode.

7.
The UAE Client sends a notification message to the UAE Server indicating the current C2 communication mode. The UAE Server may update C2 communication mode and links information.

8a-8b.
The UAE Server forwards the C2 communication mode and links information to the UAS AS and receives an acknowledgement from the UAS AS.
6.x.2.6
UAS AS triggered C2 communication mode switching

This procedure provides a mechanism for supporting dynamic switching between direct or network assisted C2 communications to USS/UTM navigated, initiated by the UAS AS after detecting a C2 switching condition which may be required while the UAV enters a no-fly zone. For example, the UAS AS needs to take over the control of UAV and fly it to safety (see 3GPP TS 22.125 [2] clause 4.2).
Figure 6.x.2.6-1 illustrates a UAS AS triggered C2 communication mode switching.

Pre-conditions:

1.
UAE server and UAE client have activated the dynamic C2 mode switching capability, as described in clause 6.x.2.2.

2.
UAE client has selected a primary C2 communication mode as described in clause 6.x.2.3.
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Figure 6.x.2.6-1: UAS AS triggered C2 communication mode switching
0.
UAV and UAV-C are engaged in (e.g., direct or network assisted) C2 communication.

1.
The UAE Server receives a C2 communication mode switching request from the UAS AS indicating UAV information (e.g., GPSI, IP/MAC address) and UAS AS IP address for C2 communication. 
2.
The UAE Server checks the C2 communication mode switching conditions based on UAE Clients link information obtained during procedure described in 6.x.2.2.

3.
The UAE Server acknowledges UAS AS request with a C2 communication mode switching response.

4.
The UAE Server forwards the C2 communication mode switch command to the UAE Client.

5.
The UAV starts C2 communication with UAS AS.

6.
The UAE Client sends a notification message to the UAE Server confirming the current C2 communication mode. 

Editor's Note:
release of connection used for C2 communication with UAV-C is FFS.
6.x.3
Information flows

Editor's Note:
This clause will describe the information flow tables.
* * * End of Change * * * *
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