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1. Introduction

This solution addresses key issue #7 with regards to remote provisioning for non-IMSI UEs in an SNPN.

SA2 FS_eNPN study in TR 23.700-70 contains a KI#4 on UE onboarding and remote provisioning. That study addresses 2 main aspects, i.e., how to provide a UE with secure connectivity for onboarding to a provisioning server, and how to support remote provisioning of credentials for access to an NPN.

The provisioning of NPN credentials may include IMSI-based AKA credentials, typically stored in a UICC, and non-IMSI based credentials, such as certificates. The SA2 study notes that in the case of UE onboarding for SNPN “for the provisioning of IMSI accompanied by AKA credentials, GSMA RSP is used”.  The study also concluded that “for the provisioning of Non-AKA credentials, the credentials can be provided to UE over UP connectivity”.

As factories of the future will require SNPN deployments as well as support for non-IMSI SUPIs, a solution is proposed whereby SEAL Configuration Management service enabler is enhanced to provision the UE with subscription data, including the NPN credentials for network access authentication and authorization in the target SNPN.

2. Reason for Change

This contribution proposes a solution for KI#7 with regards to remote provisioning for non-IMSI UEs in an SNPN.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.745.

* * * First Change * * * *

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

NPN: Non-Public Network as defined in TS 23.501 [7].

NPN credentials: Information that the UE uses for authentication to access an NPN. NPN credentials may be 3GPP credentials or non-3GPP credentials.
* * * Next Change * * * *
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7.X
Solution #X: SEAL support for remote provisioning of non-IMSI UEs in an SNPN
7.X.1
General
This solution addresses key issue #7 with regards to remote provisioning for non-IMSI UEs in an SNPN.

SA2 FS_eNPN study in TR 23.700-70 contains a KI#4 on UE onboarding and remote provisioning. That study addresses 2 main aspects, i.e., how to provide a UE with secure connectivity for onboarding to a provisioning server, and how to support remote provisioning of credentials for access to an NPN.

The provisioning of NPN credentials may include IMSI-based AKA credentials, typically stored in a UICC, and non-IMSI based credentials, such as certificates. The SA2 study notes that in the case of UE onboarding for SNPN “for the provisioning of IMSI accompanied by AKA credentials, GSMA RSP is used”. The study also concluded that “for the provisioning of Non-AKA credentials, the credentials can be provided to UE over UP connectivity”.
As factories of the future will require SNPN deployments as well as support for non-IMSI SUPIs, a solution is proposed whereby SEAL Configuration Management service enabler is enhanced to provision the UE with subscription data, including the NPN credentials for network access authentication and authorization in the target SNPN.

7.X.2
Solution description
The SEAL Configuration Management service, described in clause 6 in 3GPP TS 23.434 [8], is enhanced with the capability to provision the VAL UE with non-IMSI credentials for network access to the SNPN. The enhancement is defined only for the on-network functional model, shown in figure 7.x.2-1, i.e., the off-network functional model is not applicable for this use case.
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Figure 7.X.2-1: On-network functional model for SEAL configuration management

The Configuration Management server shall provision the NPN credentials and subscription data in the UE for authentication in the SNPN by interacting with the Configuration Management client via the CM-UU reference point. The Configuration Management server may also be involved in provisioning and/or allocating subscription data for the UE in the SNPN, which involves interaction with the SNPN. The Configuration Management server shall interact with the SEAL Key Management to provide the UE with the NPN credentials in such a way that the NPN key material is handled securely by the SEAL Key Management. The Configuration Management server shall trigger the Key Management server to deliver the NPN key material to the Key Management client using the mechanisms specified in 3GPP TS 33.434 [ref.y]. The Configuration Management server may interact with the VAL server via the CM-S reference point in order to notify the VAL server of the provisioning procedure and to obtain authorization for the provisioning of the UE.
Editor's Note: The solution for user authentication and the provisioning of the NPN credentials is in the scope of SA3.

Editor’s note: CM-C reference point is shown for completeness. The services provided via CM-C for remote provisioning of UE are FFS.
7.X.5
Solution evaluation

This solution provides enhancements to the SEAL Configuration Management by adding support for remote provisioning of non-IMSI UEs in an SNPN. This solution addresses the gaps described in key issue #7 with regards to remote provisioning for non-IMSI UEs in an SNPN.
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