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1. Introduction
This contribution proposes a new solution for Key Issue #6 "Switching and selecting C2 communication modes".
2. Reason for Change
This solution aims to address the following gaps identified in the Key Issue #6 " Switching and selecting C2 communication modes ":

-
Switch between the Network-Assisted C2 communication and Direct C2 communication
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.755 v0.9.0.
* * * First Change * * * *

8.X
Solution #X: Selection and switching between Network-Assisted and Direct C2 communication
8.X.1
Solution description

8.X.1.1
General

This solution aims to address the gaps identified in Key Issue #6 "Switching and selecting C2 communication modes". The solution proposes to enable support for Switching and selecting C2 communication modes as well as redundant link operations using assistance from the UAS application layer This solution addresses the switch between the Network-Assisted C2 communication and Direct C2 communication. 

An example scenario is a UAV controller operating a UAV in close range using primarily direct C2 communication (e.g., fly VLOS, benefit from lower latency communications) and as the UAV gets further from the UAV-C or behind an obstacle the C2 communication is switched automatically to network-assisted mode in response to the direct link degraded quality. When the UAV flies back closer to the UAV-C the C2 communication can be switched back to direct C2 communication.

a) The UAV/UAV-C obtains C2 communication policy from the USS/UTM. The C2 communication policy may be transported over user plane communications directly with USS/UTM or via an intermediate AF (e.g., a UCF as described in TR 23.755 solution #1), or else via NAS signalling using new IE or transparent containers. Some of the C2 communication policy parameters described below may be received and used by the network (e.g., AMF/SMF) to enforce the policy from the network (e.g., whether network-assisted or UTM-navigated C2 modes are authorized).

NOTE 1:
Such C2 communication policy can be obtained during or following a UAV/UAV-C authentication and authorization by USS/UTM procedure (see 3GPP TR 23.754 [10]).

b)
The C2 communication policy indicates:

1)
The modes or types of C2 communication that the UAV is authorized to use (e.g., direct, network assisted, UTM-navigated);

2)
whether redundant C2 connections are: "not needed", "preferred", or "required";

3)
C2 communication QoS switching threshold values (e.g., range/distance limit, delay, signal strength); and

4)
optionally, a primary C2 communication mode (e.g., default/preferred: network-assisted or direct).

NOTE 2:
The UAV/UAV-C receives other parameters from the USS/UTM such as peer UAV/UAV-C USS-assigned identity, IP address to enable C2 communication establishment, according to solutions outside the scope of this TR (see [3GPP TR 23.754 [10]).

c) The UAV/UAV-C may be pre-configured by UAS operator with peer information for direct communication (e.g., WiFi SSID, Bluetooth device name).

NOTE 3:
Usage of ProSe/PC5 for direct C2 communication is not considered in this solution.
d) UAV and UAV-C establish C2 communication based on the preferred primary C2 communication mode.  The UAV and UAV-C negotiate during or after the connection setup for C2 communication:

1) whether they wish to establish a backup C2 connection based on their respective C2 connectivity policy; or

2) to establish C2 communication QoS thresholds according to C2 communication policy.

e) During communications, UAV/UAV-C determines whether to switch from one C2 communication connection to another C2 communication connection based on the availability of second link and quality on the first link measured against the C2 communication QoS policy. Following a switch in one direction, the UAV/UAV-C may decide to switch back to the original C2 communication connection if its quality meets negotiated C2 communication QoS thresholds above.
8.X.1.2
UAS application assisted Selection and switching between Network-Assisted and Direct C2 communication 
Procedure below shows how a primary mode of C2 communication is selected and C2 communication is established between a UAV and UAV-C, and how the C2 communication is switched to a secondary mode of C2 communication based on policies provisioned by the USS/UTM. The solution is illustrated with direct C2 communication as the primary and network assisted as the secondary mode, but the principle is the same for the reverse scenario.
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Figure 8.X.1.2-1: UAS application layer assisted switch Direct/Indirect C2 communication
1a.
The UAV is registered in the network, authenticated/authorized by the USS/UTM and authorized for C2 communication with UAV-C.

1b.
The UAV-C is registered in the network, authenticated/authorized by the USS/UTM and authorized for C2 communication with UAV.

2a.
UAV receives a C2 communication policy from the USS/UTM indicating: the allowed communication modes, the primary C2 communication mode, policy for redundant C2 connection handling, and QoS threshold values used to determine whether to trigger the switch of C2 communication. UAV also receives from USS/UTM peer UAV-C addressing information to setup C2 communication (e.g., IP address). 

2b.
UAV-C receives C2 communication policy and peer UAV addressing info from the USS/UTM.

3a.
UAV selects a primary mode of communication based on C2 communication policy.

3b.
UAV-C selects a primary mode of communication based on C2 communication policy.

4.
UAV and UAV-C establish a primary C2 connection (e.g., direct) using peer addressing information as pre-configured or as provided by USS/TM in step 2a/b. Over the primary C2 connection, the UAV and UAV-C negotiate the setup of a backup C2 connection based on allowed communication modes and redundant C2 communication policy (e.g., "network-assisted" allowed, backup required),  and QoS thresholds for C2 switching based on values in the C2 communication policy.

5a.
UAV establishes a PDU Session to be used as a backup connection for C2 communication and informs the UAV-C over the primary C2 link that the secondary link is ready.

5a.
UAV establishes a PDU Session to be used as a backup connection for C2 communication and informs the UAV over the primary C2 link that the secondary link is ready.

6.
UAV (UAV-C) notifies USS/UTM via application layer messaging about the current active C2 communication mode 

7.
UAV and UAV-C engage in C2 communication while monitoring the current C2 link against the negotiated QoS thresholds for C2 switching.

8.
UAV and/or UAV-C detects that C2 switching conditions are met on current C2 link (e.g., low signal strength) and notifies peer and receive an ack of switch over of C2 communication to the secondary connection. The switch over may be triggered implicitly by the exchange of C2 messages over the secondary C2 connection (e.g., if the switch notification is lost over the primary connection).

6.
UAV (UAV-C) notifies USS/UTM via application layer messaging about the new active C2 communication mode.

8a.
UAV switches to C2 communication with UAV-C over the secondary C2 connection.

8b.
UAV-C switches to C2 communication with UAV over the secondary C2 connection.

8.X.2
Solution evaluation

Editor's Note:
This subclause will evaluate the solution.
* * * Next Change * * * *
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