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1. Introduction
This contribution addresses Key issue #16 on constrained devices.

As discussed in the companion paper S6-201788, this contribution introduces a solution proposing to extend the SEAL signalling control plane architecture in order to introduce CoAP as an additional protocol for the SEAL signalling control plane. 
2. Reason for Change
This contribution proposes to introduce CoAP as an additional SEAL signalling plane protocol in order to address key issue #16 – Constrained devices.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.745 v1.0.0.
* * * First Change * * * *

7.X
Solution #X: SEAL support for CoAP to address constrained devices
7.X.1
Solution description

7.X.1.1
Introduction

This solution addresses key issue 16 – Constrained devices - with regards to the architectural SEAL enhancements needed to address such devices.
The purpose of SEAL is to provide generic service enablers to address requirements common to various vertical applications. SEAL defines a generic architecture, service enablers, protocols, and APIs in 3GPP TS 23.434 [8] in stage 2 and a set of stage 3 specifications. 

As described in 3GPP TS 23.434 [8], SEAL-UU is a generic reference point for interactions between a SEAL client and a corresponding SEAL server. Each SEAL service specifies its SEAL-UU reference point and the protocol(s) used in that reference point. The present SEAL services make a choice of using HTTP and/or SIP in the SEAL-UU reference point. Clause 6.2 of 3GPP TS 23.434 [8] specifies the functional model of the SEAL signalling control plane, which is based on SIP and HTTP. While these protocols are well established and performant for non-constrained devices, they are problematic for battery-driven, CPU and memory constrained devices.
The Constrained Application Protocol (CoAP) is a protocol defined by IETF in RFC 7252 [x1] and designed specifically for application layer communication for constrained devices. CoAP provides a request/response interaction model between application endpoints, supports built-in discovery of services and resources, and includes key concepts of the Web such as URIs and Internet media types. CoAP is designed to easily interface with HTTP for integration with the Web while meeting specialized requirements such as multicast support, very low overhead, and simplicity for constrained environments. RFC 7252 [x1] specifies bindings to UDP and DTLS. IETF RFC 8323 [x2] specifies bindings to TCP, WebSocket and TLS.
CoAP has the following main features:

· Web protocol fulfilling requirements in constrained environments, realizing the REST architecture
· Unreliable transport with UDP binding with optional reliability supporting unicast and multicast requests, and security binding to DTLS
· Reliable transport with TCP and WebSocket binding, and security binding to TLS
· Asynchronous message exchanges
· Low header overhead and parsing complexity
· URI and Content-type support
· Simple proxy and caching capabilities
· A stateless HTTP mapping, allowing proxies to be built providing access to CoAP resources via HTTP in a uniform way or for HTTP simple interfaces to be realized alternatively over CoAP
This solution proposes to introduce CoAP as an additional protocol for the SEAL signalling control plane. The following IETF documents are considered relevant for this purpose, and are listed here for reference:
a) The Constrained Application Protocol (CoAP) – RFC 7252 [x1]. It defines the CoAP protocol, messaging model, format, request/response semantics as well as options and other header parameters.
b) CoAP over TCP, TLS, and WebSockets – RFC 8323 [x2]. It outlines the changes required to use CoAP over TCP, TLS, and WebSockets transports. The primary reason for introducing CoAP over TCP and TLS is that some networks do not forward UDP packets. Additionally, Where NATs are present along the communication path, CoAP over TCP leads to different NAT traversal behavior than CoAP over UDP.
c) Block-Wise Transfers in CoAP – RFC 7959 [x3]. It defines blockwise transfers over CoAP, for large payloads.
d) Observing Resources in CoAP – RFC 7641 [x4]. It specifies a simple protocol extension for CoAP that enables CoAP clients to "observe" resources, i.e., to retrieve a representation of a resource and keep this representation updated by the server over a period of time.
e) Constrained RESTful Environments (CoRE) Link Format – RFC 6690 [x5]. It defines Web Linking using a link format for use by constrained servers to describe hosted resources, their attributes, and other relationships between links.

f) Object Security for Constrained RESTful Environments (OSCORE) – RFC 8613 [x6]. It provides end-to-end protection between endpoints communicating using CoAP or CoAP-mappable HTTP.
g) Authentication and Authorization for Constrained Environments (ACE) using the OAuth 2.0 Framework (ACE-OAuth - draft-ietf-ace-oauth-authz-35 [x7]. It describes a framework for authentication and authorization in constrained environments built on re-use of OAuth 2.0, thereby extending authorization to IoT devices.
7.X.2
SEAL functional model for signalling control plane including CoAP

Clause 6.2 in TS 23.434 [8] shows SEAL functional model for the signalling control plane. CoAP-based entities and reference points are introduced to the functional model, as shown in the figure 7.X.1.2-1.
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Figure 7.X.1.2-1: SEAL functional model for signalling control plane including CoAP entities
The proposed CoAP signalling entities and reference points are described further in clauses 7.X.3 and 7.X.4, respectively.

7.X.3
CoAP entities

7.X.3.1
CoAP client

This functional entity acts as the client for all transactions of the SEAL client executing in a constrained UE. An unconstrained UE may choose to use the CoAP client if it is available.

7.X.3.2
CoAP proxy

This functional entity acts as a proxy for transactions between the CoAP client and one or more CoAP servers. The CoAP proxy terminates a DTLS, TLS or secure WebSocket session on CoAP-1 reference point with the CoAP client of the VAL UE allowing the CoAP client to establish a single secure session for transactions with multiple CoAP servers that are reachable by the CoAP proxy.

CoAP proxy can act as a cross-protocol CoAP-HTTP proxy to enable CoAP clients to access resources on HTTP servers on HTTP-2 reference point.

The CoAP proxy terminates CoAP-3 reference point that lies between different CoAP proxies. It may provide a topology hiding function from CoAP entities outside the trust domain of the VAL system.

The CoAP proxy can also terminate HTTP-3 reference point for interworking with another HTTP proxy. In this role it provides cross-protocol mapping and may provide a topology hiding function from HTTP entities outside the trust domain of the VAL system.
The CoAP proxy shall be in the same trust domain as the CoAP clients and CoAP servers that are located within a VAL service provider's network. There can be multiple instances of a CoAP proxy e.g. one per trust domain.

NOTE:
The number of instances of the CoAP proxy is deployment specific.

7.X.3.3
CoAP server

This functional entity acts as the CoAP server for all CoAP transactions of the SEAL server.

7.X.4
Signalling control plane reference points for CoAP

7.X.4.1
Reference point CoAP-1 (between the CoAP client and the CoAP proxy)

The CoAP-1 reference point exists between the CoAP client and the CoAP proxy. The CoAP-1 reference point is based on CoAP (which may be secured using DTLS when run on UDP or TLS when run on TCP or WebSocket).

7.X.4.2
Reference point CoAP-2 (between the CoAP proxy and the CoAP server)

The CoAP-2 reference point, which exists between the CoAP proxy and the CoAP server, is based on CoAP (which may be secured using DTLS when run on UDP or TLS when run on TLS). 

7.X.4.3
Reference point CoAP-3 (between the CoAP proxy and CoAP proxy)

The CoAP-3 reference point, which exists between the CoAP proxy and another CoAP proxy in a different network, is based on CoAP (which may be secured using DTLS when run on UDP or TLS when run on TLS).

7.x.5
CoAP usage
CoAP is introduced as an optional protocol to be used by the SEAL service enablers on their respective SEAL-UU reference points, e.g. key management, location management, group management, configuration management and identity management. A SEAL client serving a constrained device should use the CoAP-1 reference point with the CoAP proxy and may use either the CoAP-2 or the HTTP-2 reference point for transport and routing of the related signalling with the SEAL server.
CoAP may be used for interactions between SEAL servers on their respective SEAL-X reference points. For this usage a SEAL-X reference point shall use the CoAP-1 and either the CoAP-2 or the CoAP-3 reference point depending on the trust relationship between the interacting SEAL servers.
7.X.6
Solution evaluation

Editor's Note:
This subclause will evaluate the solution.

* * * Next Change * * * *
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