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1. Introduction
This contribution provides a proposal for supporting OPC UA.
2. Reason for Change
OPC UA is a framework for IIoT communications and has several commercial deployments which caters to different scenarios as below:
-
Device to Device;

-
Device to Controller and Controller to Device;

-
Controller to Controller;

-
Line Controller to Controller;

-
Device to Cloud;

The overview of OPC UA is captured in Annex C of TR 23.745.
Further, OPC UA PubSub supports two largely different Message Oriented Middleware variants. These are:

-
A broker-less form, where the Message Oriented Middleware is the network infrastructure that is able to route datagram-based messages. Subscribers and Publishers use datagram protocols like UDP multicast.

- 
A broker-based form, where the Message Oriented Middleware is a Broker. Subscribers and Publishers use standard messaging protocols like AMQP or MQTT to communicate with the Broker. All messages are published to specific queues (e.g. topics, nodes) that the Broker exposes and Subscribers can listen to these queues. The Broker may translate messages from the formal messaging protocol of the Publisher to the formal messaging protocol of the Subscriber.
OPC UA framework can be supported in the following ways:

1.
As FAE layer supports the upper Application layer which is based on OPC UA model/framework, it proposed that FAE layer can support OPC UA communication models.

2.
The OPC UA model lacks the ability to communicate application QoS requirements to underlying network and hence SEAL's NRM server can be used to support the communication of QoS requirements with 3GPP systems for the OPC UA applications.

To support (1), the FFAPP architecture (solution#1) is proposed to be enhanced to support OPC UA communication model.

To support (2), SEAL's NRM server is proposed to be enhanced to support OPC UA application QoS requirements communication.

3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.745 v1.0.0.
* * * First Change * * * *

7.1
Solution #1: FF application layer functional model 
7.1.1
Solution description

7.1.1.1
General

This solution provides the architecture and functional model required for addressing the application layer support aspects.

7.1.1.2
FF application layer functional model

Figure 7.1.1.2-1 illustrates the FF application layer functional model.
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Figure 7.1.1.2-1: FF application layer functional model

The FF application layer functional entities for the FF UE and the FF application server are grouped into the FF application specific layer and the FF Application Enabler (FAE) layer. The FAE layer offers the FAE capabilities to the FF application specific layer. The FF application specific layer consists of the FF application specific functionalities.

The FF application server (AS) consists of the FAE server and the FF application specific server(s). The FAE server provides the FF application layer support functions to the FF application specific server(s) via FAE-S reference point.
The FF UE consists of the FAE client and the FF application specific client(s). The FAE client provides the FF application layer support functions to the FF application specific client(s) via FAE-C reference point.

NOTE 1:
The definition of FAE-C reference point is out of scope of the present document.

In the FAE layer, the FAE client communicates with the FAE server over FAE-1 reference point. In the FF application specific layer, the FF application specific client(s) communicates with FF application specific server(s) over FFA-1 reference point.

NOTE 2:
The definition of FFA-1 reference point is out of scope of the present document.
The FAE server interacts with another FAE server over FAE-E reference point.

FAE server (acting as AF) interacts with the 3GPP system (5GS) over N5 reference point as specified in 3GPP TS 23.501 [7]. FAE server interacts with the 3GPP system (5GS) over N33 reference point as specified in 3GPP TS 23.501 [7]. When CAPIF is supported, the FAE server acts as the API Invoker and interacts with NEF acting as API provider domain functions and interacts with CAPIF Core Function, as specified in 3GPP TS 23.222 [16]. When CAPIF is supported, the FF application specific server acts as the API invoker and interacts with FAE server and SEAL server(s) where both are acting as API provider domain functions and interacts with CAPIF Core Function, as specified in 3GPP TS 23.222 [16].

The FF application specific server(s) and FF application enabler server consume SEAL services over SEAL-S reference point. The FF application specific client(s) and FF application enabler client consume SEAL services over SEAL-C reference point.

The following SEAL services for FF applications are supported:

-
Location management as specified in 3GPP TS 23.434 [8];

-
Group management as specified in 3GPP TS 23.434 [8];

-
Configuration management as specified in 3GPP TS 23.434 [8];

-
Identity management as specified in 3GPP TS 23.434 [8];

-
Key management as specified in 3GPP TS 23.434 [8]; and

-
Network resource management as specified in 3GPP TS 23.434 [8].

SEAL can further be enhanced to use a new QoS monitoring capability in order to provide network resource monitoring functionality either as an enhancement of the Network Resource Management service or as a new Network Resource Monitoring service via N33. SEAL-S reference point will thus support QoS monitoring for URLLC services, e.g. TSC services.
SEAL Network Resource Management can further be enhanced to provide Time Synchronization Management capabilities in its service via N33. SEAL-S reference point will thus support Time Synchronization Management for URLLC services supported by 5GS, e.g. for TSC services.
Editor's Note: How the SEAL NRM server can provide the time synchronization management APIs to FF Application Specific Server(s) is FFS.
The FAE client interacts with SEAL clients over the SEAL-C reference point specified for each SEAL service. The FAE server interacts with SEAL servers over the SEAL-S reference point specified for each SEAL service. The interaction between a SEAL client and the corresponding SEAL server is supported by SEAL-UU reference point specified for each SEAL service.

NOTE 3:
The SEAL-C, SEAL-S, SEAL-UU reference points for each SEAL service is specified in 3GPP TS 23.434 [8].
7.1.1.3
Functional entities description

7.1.1.3.1
General

Each subclause is a description of a functional entity corresponding to FF application layer and does not imply a physical entity.

7.1.1.3.2
FF application specific client

The FF application specific client provides the client side functionalities corresponding to the FF applications (e.g. motion control, control-to-control communication, mobile robots, process automation – process monitoring, mobile control panels, remote access and maintenance). The FF application specific client(s) utilizes the FAE client for the FF application layer support functions.

NOTE 4:
The details of the FF application specific client is out of scope of the present document.

7.1.1.3.3
FF application specific server

The FF application specific server provides the server side functionalities corresponding to the FF application(s) (e.g. motion control, control-to-control communication, mobile robots, process automation – process monitoring, mobile control panels, remote access and maintenance). The FF application specific server(s) utilizes the FAE server for the FF application layer support functions.

NOTE 5:
The details of the FF application specific server is out of scope of the present document.

7.1.1.3.4
FAE client

The FAE client provides the UE side FF application layer support functions and supports interactions with the FF application specific client(s). The FAE client supports OPC UA communication models to support communications with OPC UA specific clients and OPC UA compliant FAE server.
7.1.1.3.5
FAE server

The FAE server provides the server side FF application layer support functions and supports interactions with FF applications specific server(s). The FAE server supports OPC UA communication models to support support communications with OPC UA specific servers, OPC UA compliant FAE client and OPC UA compliant FAE servers.
The FAE server also support interactions with other FAE server(s).

7.1.1.3.6
SEAL client

The following SEAL client defined in 3GPP TS 23.434 [8] can be utilized by FF applications:

-
Location management client;

-
Group management client;

-
Configuration management client;
-
Identity management client;
-
Key management client;
-
Network resource management client.
7.1.1.3.7
SEAL server
The following SEAL server defined in 3GPP TS 23.434 [8] can be utilized by FF applications:

-
Location management server;

-
Group management server;

-
Configuration management server;
-
Identity management server;
-
Key management server and;

-
Network resource management server.

7.1.1.4
Reference points

7.1.1.4.1
General

The reference points for the FF application layer are described in the following subclauses.

7.1.1.4.2
FAE-1

The interactions related to FF application layer support functions between FAE client and FAE server are supported by FAE-1 reference point. FAE-1 supports OPC UA communication models like request-response and publish-subscribe.
7.1.1.4.3
FFA-1
The interactions related to FF application layer support functions between FF application specific client and FF application specific server are supported by FFA-1 reference point. The details of FFA-1 reference point is out of scope of the present document.
7.1.1.4.4
FAE-E
The interactions related to FF application supports functions between the FAE servers are supported by FAE-E reference point.
7.1.1.4.5
FAE-S

The interactions related to FF application layer support functions between FF application specific server and FAE server are supported by FAE-S reference point. 

7.1.1.4.6
FAE-C

The interactions related to FF application layer support functions between FF application specific client and FAE client are supported by FAE-C. The details of FAE-C reference point is out of scope of the present document. 

7.1.1.4.7
SEAL-C
The following SEAL-C reference points for V2X applications can be re-used by FF application(s):

-
LM-C reference point for location management as specified in 3GPP TS 23.434 [8];

-
GM-C reference point for group management as specified in 3GPP TS 23.434 [8];

-
CM-C reference point for configuration management as specified in 3GPP TS 23.434 [8];

-
IM-C reference point for identity management as specified in 3GPP TS 23.434 [8];

-
KM-C reference point for key management as specified in 3GPP TS 23.434 [8]; 

-
NRM-C reference point for network resource management as specified in 3GPP TS 23.434 [8].
7.1.1.4.8
SEAL-S
The following SEAL-S reference points for V2X applications can be re-used by FF application(s):

-
LM-S reference point for location management as specified in 3GPP TS 23.434 [8];

-
GM-S reference point for group management as specified in 3GPP TS 23.434 [8];

-
CM-S reference point for configuration management as specified in 3GPP TS 23.434 [8];

-
IM-S reference point for identity management as specified in 3GPP TS 23.434 [8];

-
KM-S reference point for key management as specified in 3GPP TS 23.434 [8]; 

-
NRM-S reference point for network resource management as specified in 3GPP TS 23.434 [8].
7.1.1.5
External reference points 

7.1.1.5.1
General

The reference points between the FF application layer and the 3GPP network system (5GS) are described in the following subclauses.

7.1.1.5.2
N5
The reference point N5 supports the interactions between the FF AS and the PCF is specified in 3GPP TS 23.501 [7]. The functions for N5 reference point are supported by FAE server.
7.1.1.5.3
N33
The reference point N33 supports the interactions between the NEF and FF AS is specified in 3GPP TS 23.501 [7]. The functions of N33 interface are supported by FAE server.

7.1.2
Solution evaluation

Editor's Note:
This subclause will evaluate the solution.

* * * Next Change * * * *

7.x
Solution #x: Communicating FF application service requirements with 3GPP system
7.x.1
Solution description

This solution corresponds to the key issue #8 on communication of FF application requirements with 5GS and key issue#11 on QoS coordination. The procedure for communicating FF application service requirements (e.g. OPC UA) from FF application specific server is as illustrated in figure 7.x.1‑1. The NRM server provides generic support to different verticals including FFAPP for connectivity QoS handling.
Pre-condition:
-
The FF application specific server is configured with the information of the NRM server.
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Figure 7.x.1-1: Communicating FF application service requirements with 3GPP system
1.
The FF application specific server sends the FFAPP connectivity QoS request (UE identities, Server address, service requirements) to the NRM server. The service requirement from the source includes packet size, packet size, packet transmission interval, packet processing latency, allowed packet loss rate/packet loss amount/packet error rate, etc. 
2.
Based on the service requirements received in step 1, the NRM server determines the transport requirements, i.e., QoS requirements for the 3GPP system (e.g. 5GS).

3.
The NRM server translates the application requirement and provides the 3GPP system with PCC QoS requirement as specified in 3GPP TS 23.501 [7].

4.
The NRM server sends the FFAPP connectivity QoS response to FF application specific server indicating successful operation of communication application requirements.

5.
When PDU session is established involving the UE(s) and/or the FF application specific server, the application communicated QoS requirements is enabled on the communications by the 3GPP system.
7.x.2
Solution evaluation

This is a viable technical solution for key issue#8. The NRM server acts a generic server which can be co-located with FF application specific server and is capable to translate the FF application specific requirements to 3GPP transport specific requirements.
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