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1. Introduction
This contribution addresses new key issue on selecting and switching the C2 communication modes.
2. Reason for Change
According to TS 22.125 (Stage 1 requirements for UAS), the configuration of the C2-mode is defined as “the user plane link to deliver messages with information of command and control for UAV operation from a UAV controller or a UTM to a UAV”. 

There are three types of C2 communication link defined in 3GPP TS 22.125:

	-
Direct C2 communication: the UAV controller and UAV establish a direct C2 link to communicate with each other and both are registered to the 5G network using the radio resource configured and scheduled provided by the 5G network for direct C2 communication. 

-
Network-Assisted C2 communication: the UAV controller and UAV register and establish respective unicast C2 communication links to the 5G network and communicate with each other via 5G network. Also, both the UAV controller and UAV may be registered to the 5G network via different NG-RAN nodes. The 5G network needs to support mechanism to handle the reliable routing of C2 communication.  

-
UTM-Navigated C2 communication: the UAV has been provided a pre-scheduled flight plan, e.g. array of 4D polygons, for autonomous flying, however  UTM still maintains a C2 communication link with the UAV in order to regularly monitor the flight status of the UAV, verify the flight status with up-to-date dynamic restrictions, provide route updates, and navigate the UAV whenever necessary.


SA1 (TS 22.125) provides requirements related to the switching of C2 mode while the flight is operating:

	4.2
C2 Communication
…

For reliability and service availability consideration, it is possible to activate more than one C2 communication with one as a backup link for C2 communication or switch among the applicable links for C2 communication.

-
For example, Direct C2 communication can be used at first and then switch to the Network-Assisted C2 communication when the UAV is flying BLOS. 

-
For example, UTM-navigated C2 communication can be utilized whenever needed, e.g. for air traffic control, the UAV is approaching a No Drone Zone, and detected potential security threats, etc. 

6.5
C2 communication
The 3GPP system shall support C2 communication with required QoS for pre-defined C2 communication models (e.g. using direct ProSe Communication between UAV and the UAV controller, UTM-navigated C2 communication based on flight plan between UTM and the UAV).

The 3GPP system shall support C2 communication with required QoS when switching between the C2 communication models.

7.4
Other requirements 
The 5G system shall support a mechanism to switch between C2 communication modes for UAS operation, e.g. from indirect C2 communication to direct C2 communication, and ensure the disconnect time is below the latency requirements.




At least the following C2 communication scenarios (as exemplified in TS 22.125) need to be supported by a UAS:
-
More than one C2 communication (e.g. Direct C2 communication and Network-Assisted C2 communication) are activated at the same time with one as a backup link to another;

-
Switch between the Direct C2 communication and the Network-Assisted C2 communication (e.g. when the UAV is flying BLOS);
-
Revoke of the Direct or Network-Assisted C2 communication by the UTM-navigated C2 communication (e.g. for air traffic control, the UAV is approaching a No Drone Zone, and detected potential security threats, etc.).

The configuration of the C2 mode may need to be adapted for a UAS while flight is ongoing, due to possible change of radio conditions, traffic situation, interference from other UAVs, unpredictable events etc. Also, the UTM may need to take the control of the UAV on-demand, if the UAV behaviour is problematic. 

Some examples to better capture the need for dynamic adaptation:

1) the UAV is controlled by a UAV-C using direct C2 when the flight starts, however as the UAV gets far (towards BLOS), the direct communication link is getting worse, and a change to network-assisted mode may be needed before the direct link drops in order to ensure that the UAV does not experience any service disruption (which may lead to loss of connectivity). 

2) The network-assisted mode (in-direct) is used to facilitate the C2 communication in BLOS; however when the PC5 is again feasible / available we may need to switch to direct fast and without any loss of data. The feasibility of PC5 may be e.g. when the UAV returns towards the UAV-C or when the expected QoS over PC5 is better than Uu (due to possible congestions/ QoS degradation in one or both of the Uu links) 

Currently, there is no mechanism in 3GPP for enabling the dynamic switching between direct and in-direct C2 modes, while an UAV flight session is ongoing. Furthermore, C2 is an application layer protocol; hence the mechanism for switching C2 communication models has no foreseen impact or dependency with SA2. The mapping of C2 application session to different communication models, can be performed over 3gpp interfaces (Uu, PC5) or interfaces out of 3gpp scope.
Based on discussion above, it is proposed to study the application layer solutions in supporting these C2 communication scenarios.

3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.755 v0.8.0.
* * * First Change * * * *

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Direct C2 communication: the UAV controller and UAV establish a direct C2 link to communicate with each other and both are registered to the 5G network using the radio resource configured and scheduled provided by the 5G network for direct C2 communication. 

Network-Assisted C2 communication: the UAV controller and UAV register and establish respective unicast C2 communication links to the 5G network and communicate with each other via 5G network. Also, both the UAV controller and UAV may be registered to the 5G network via different NG-RAN nodes. The 5G network needs to support mechanism to handle the reliable routing of C2 communication.  

Remote Identification (Remote ID) of UAS: The ability of a UAS in flight to provide identification and tracking information that can be received by other parties, to facilitate advanced operations for the UAS (such as Beyond Visual Line of Sight operations as well as operations over people), assist regulatory agencies, air traffic management agencies, law enforcement, and security agencies when a UAS appears to be flying in an unsafe manner or where the UAS is not allowed to fly [14].

Unmanned Aerial System (UAS): Composed of Unmanned Aerial Vehicle (UAV) and related functionality, including command and control (C2) links between the UAV and the UAV controller, the UAV and the network, and for remote identification. A UAS comprise of a UAV and at least one UAV controller.

UAS Service Supplier (USS): An entity that provides services to support the safe and efficient use of airspace by providing services to the operator / pilot of a UAS in meeting UTM operational requirements. A USS can provide any subset of functionality to meet the provider's business objectives (e.g., UTM, Remote Identification) [13].

UAS Traffic Management (UTM): A set of functions and services for managing a range of autonomous vehicle operations (e.g. authenticating UAV, authorizing UAS services, managing UAS policies, and controlling UAV traffics in the airspace) [13].

UAV:
The Unmanned Aerial Vehicle (also called remotely piloted aircraft or drone) of a UAS.
UAV controller: The UAV controller of a UAS enables a pilot to control a UAV.
UTM-Navigated C2 communication: the UAV has been provided a pre-scheduled flight plan, e.g. array of 4D polygons, for autonomous flying, however  UTM still maintains a C2 communication link with the UAV in order to regularly monitor the flight status of the UAV, verify the flight status with up-to-date dynamic restrictions, provide route updates, and navigate the UAV whenever necessary.
For the purposes of the present document, the following terms given in 3GPP TS 22.125 [3] apply

Command and Control (C2) Communication
* * * Second Change * * * *

5.x
Key issue#X: Switching and selecting C2 communication modes
The C2 communication mode specified in 3GPP TS 22.125 [3] include the Direct C2 communication, Network-Assisted C2 communication and UTM-Navigated C2 communication. For reliability and service availability considerations, the switching of C2 modes may be required to ensure undisrupted C2 operation between a UAV-C and a UAV while a UAV flight is ongoing. In particular, the configuration of the C2 mode may need to be adapted for a UAS while flight is ongoing, due to possible change of radio conditions, traffic situation, unpredictable events etc. 
The following scenarios need to be investigated further, with respect to the impact on the application layer functional model for UAS:

-
Switch between the Network-Assisted C2 communication and Direct C2 communication (e.g. when the direct link becomes feasible/available, or when a UAV is moving towards BLOS or has poor direct link conditions, etc.).
-
Switch between the Network-Assisted/Direct C2 communication and UTM-navigated C2 communication (e.g. for air traffic control, the UAV is approaching a No Drone Zone, and detected potential security threats, etc.).
It is for further study whether and how the UAS application layer need to assist the dynamic C2 mode switching based on the above scenarios.
The 3GPP TS 22.125 [3] also addressed it is possible to activate more than one C2 communication with one as a backup link for C2 communication or switch among the applicable links for C2 communication. It is for further study: 
-
Whether and how the UAS application layer need to assit in selecting the communication mode between: utilizing more than one C2 communication links, or, switch among applicable C2 communication links.
-
Whether and how the C2 communication modes may be selected as primary one.  
NOTE:
Usage of ProSe/PC5 is not considered for the present document.
