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1. Introduction
This contribution is new solution for device onboarding.
2. Reason for Change
This contribution is for solution #x Device Onboarding. 
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.745 v0.8.0.
* * * First Change * * * *

5.7
Key Issue 7 - Device Onboarding

Device onboarding is the process by which new devices are connected to the network for the first time and by which they gain at least the baseline connectivity and networking services so that they and the applications they run can bootstrap themselves with further network or application layer procedures.

When done on scale, for instance in a factory environment with a huge number of different types of devices present, device onboarding needs to be as automatic as possible. On the other hand, it needs to be secure, authorized and follow the policies of both the network provider and the organization deploying the devices.

The overall process of onboarding devices can include the use of tools such as device management, credentials and subscription management, and network connectivity management. For many of these solutions and technologies exist. 

Open issues:

a.
Investigate mechanisms that can improve the overall process of device onboarding for factories of the future in the scope of SA6 work. 

b.
Investigate the usage of existing device onboarding technologies, e.g. oneM2M, GSMA, etc.
c.
Investigate whether and how SEAL's Identity management service and Configuration management service can be utilized for device onboarding and authorization. Also investigate if any enhancements (e.g. considering the issue described in bullet a) are required in SEAL's Identity management service and Configuration management service to address this scenario.

NOTE: If an existing solution is identified to meet the requirements for this KI, the usage of that technology will be considered for inclusion in the TR

* * * Second Change * * * *

7.x
Solution #x: Device Onboarding 
7.x.1
Solution description

7.x.1.1
General
This solution corresponds to the key issue #7 on device onboarding. Device onboarding is the process of new device connecting to the network for a first time and subsecuently to its enabling services. This includes bootstraping with network or application layer procedures.
3GPP SA2 works on a Release 17 study on eNPN (TR 23.700-07 [y]) which includes key issue on UE onboarding and remote provisioning. UE Onboarding is provisioning of information, to a UE and within the network, required for the UE to get authorized access and connectivity to an NPN. Provisioning of PLMN credentials is not in scope. 3GPP SA3 works on a Release 17 study on enhanced security support for non-public networks (SP-200620). It includes UE Onboarding and remote provisioning with non-USIM credentials. A UE Baseline connectivity and networking services are in the domain of SA2. Security aspects are in scope of SA3. GSMA SGP.22 [x] defines GSMA’s 'Remote SIM Provisioning (RSP) Architecture for consumer Devices' which supports UE Onboarding and remote provisioning for USIM credentials.

The network layer connectivity functions and procedures of FFAPP device onboarding should follow 3GPP SA2/SA3’s work. The application layer bootstraping functions and procedures are already defined by IoT application SDO, e.g. oneM2M (see annex A), GSMA, OPC UA etc. 
The FAE capabilities (FAE client and FAE server) can utilize configuration management service procedure (e.g. VAL UE configuration data), key management service procedure (e.g. request key material applicable), identity management service procedure (e.g. user authentication and authorization) of SEAL.  The application layer bootstrapping functions and proceduresare implemented at the specific applications via FFA-1 interface once the device is already connected to the network.
7.x.1.2
Usage of SEAL configuration management Information flows

The following information flows of configuration management service of SEAL as specified in 3GPP TS 23.434 [8] are applicable for the FF device onboarding:

-
Get VAL UE configuration request specified in subclause 11.3.2.1; 
-
Get VAL UE configuration response specified in subclause 11.3.2.2;
7.x.1.3
Usage of SEAL configuration management Information procedures
The following procedures of configuration management service of SEAL as specified in 3GPP TS 23.434 [8] are applicable for the FF device onboarding:

-
VAL UE configuration data specified in subclause 11.3.3;

7.x.1.4            Usage of SEAL key management Information procedures
The following procedures of key management service of SEAL as specified in 3GPP TS 23.434 [8] & 3GPP TS 33.434 [z] are applicable for the FF device onboarding:

-     SEAL key management procedure specified in subclause 13.3 of 3GPP TS 23.434 [8] & 5.3 of 3GPP TS 33.434 [z];
7.x.1.5            Usage of SEAL identity management Information procedures
The following procedures of identity management service of SEAL as specified in 3GPP TS 23.434 [8] & 3GPP TS 33.434 [z] are applicable for the FF device onboarding:

-     User authentication and authorization procedures specified in subclause 12.3 of 3GPP TS 23.434 [8] & 5.2 of 3GPP TS 33.434 [z];
7.x.2
Solution evaluation

This solution depends on SA2/SA3 addressing requirements regarding to support UE onboarding and provisioning for non-public networks. 3GPP TR 23.700-07 [y] has already started to address solutions.
The specification of such a mechanism, therefore, will be required to be used as the baseline when the solution described in this clause is addressed during the normative work.
* * * Third Change * * * *
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* * * Fourth Change * * * *

3.3
Abbreviations

NPN
Non-Public Network

* * * End Change * * * *

