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1. Introduction
This contribution is device provisioning and onboarding.
2. Reason for Change
This contribution is for Key Issue 7 - Device Onboarding 
After registration and configuration, the FAE server should provision the FF device, then fulfil related device management function procedure, such as discovery and retrieval of device appliccation information, remote device application management.

Through provisioning, the FAE server also subscribes the state of the FF device application management related IE.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.745 v0.7.0.
* * * First Change * * * *

7.4
Solution #4: Device Onboarding support in FF 
7.4.1.x
Provisioning and onboarding notification of device(s)
After registration and configuration, the FAE server should provision the FF device, then fulfil related device management function procedure, such as discovery and retrieval of device application information, remote device application management. Through provisioning, the FAE server also subscribes the state of the FF device application management related IE.

Pre-conditions: 

1.
The FAE client has registered to the FAE Server.

2.
The device configuration is finished.

The procedure for provisioning and onboarding notification of device(s) is illustrated in figure 7.4.1.x-1.
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Figure 7.4.1.x-1: Provisioning and onboarding of device(s)
1.  The FF application specific server sends the device provisioning request to the FAE Server.
2.
The FAE server check whether the device is provisioned or not.
3a.
 If the device is not provisioned, the FAE server sends the initial provisioning request to the FAE client.
Table 7.4.1.x-1 describes the information flow for initial provisioning request.
Table 7.4.1.x-1: Initial provisioning request

	Information element
	Status
	Description

	FF UE ID
	M
	Identifier of the FF UE (i.e. GPSI or identity token)

	FAE Client ID
	O
	Identifier of the FAE client 

	Logical Network ID
	O
	The Identification of 5G logical network 

	UE Authorization Info
	O
	The UE Authorization Info (e.g. access token) 

	Subscription
	O
	Subscription the events of the devices.


3b.
 If the device is already provisioned, then move to step 5 to feedback the FF application specific server with the successful execution response.

4.
The FAE client responds to the FAE server about the successful or unsuccessful execution of the requested procedure.
5.
The FAE server responds to the FF application specific server about the successful or unsuccessful execution of the device provisioning request.
6.
When the device is turned on next time or when FAE client has successfully completed the provisioning step, and the device successfully connects to the default logical network, the FAE client notifies the FAE server of the following event: device has connected to the default logical network. 
Table 7.4.1.x-2 describes the information flow for onboarding notification.

Table 7.4.1.x-2: Onboarding notification
	Information element
	Status
	Description

	FF UE ID
	M
	Identifier of the FF UE (i.e. GPSI or identity token)

	FAE Client ID
	O
	Identifier of the FAE client 

	Logical Network ID
	O
	The Identification of 5G logical network 

	Event Log
	O
	The event log for a device (i.e. Onboarding)


7.
The FAE server notifies to the FF application specific server about device onboarding.

7.4.1.y
Deprovisioning and offboarding of device(s)
Pre-conditions:
1.
Device(s) are provisioned and onboarded in the 5G logical network. 

2.
The FF application specific server has already subscribed device related events from the FAE Server.
The procedure for provisioning and deprovisioning and offboarding of device(s) is illustrated in figure 7.4.1.y-1.
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Figure 7.4.1.y-1: Deprovisioning and offboarding of device(s)
1.  The FF application specific server requests to remove device to the FAE Server.
2.
The FAE server check whether the device is in usage or not.

3a.
 If the device is not in usage by other application, the FAE server sends the deprovisioning request to the FAE client.
Table 7.4.1.y-1 describes the information flow for deprovisioning request.

Table 7.4.1.y-1: Deprovisioning request

	Information element
	Status
	Description

	FF UE ID
	M
	Identifier of the FF UE (i.e. GPSI or identity token)

	FAE Client ID
	O
	Identifier of the FAE client 

	Logical Network ID
	O
	The Identification of 5G logical network 


3b.
 If the device is in usage by other application, then move to step 6.

4.   The FAE client responds to the FAE server about the successful or unsuccessful execution of the requested procedure.
5.   The FF UE is disconnected from the 5G logical network, the FAE client is offboarding.
6. 
The FAE Server notified to the FF application specific server of the following event: device is disconnected from the 5G logical network.
Table 7.4.1.y-2 describes the information flow for offboarding notification.

Table 7.4.1.y-2: Offboarding notification
	Information element
	Status
	Description

	FF UE ID
	M
	Identifier of the FF UE (i.e. GPSI or identity token)

	FAE Client ID
	O
	Identifier of the FAE client 

	Logical Network ID
	O
	The Identification of 5G logical network 

	Event Log
	O
	The event log for a device (i.e. Offboarding)


* * * End Change * * * *

