
3GPP TSG-SA WG6 Meeting #35
S6-200231
Hyderabad, India, 13th - 17th Jan 2020
(revision of S6-200116)
Source:
Samsung Electronics, Ericsson?
Title:
Pseudo-CR on Requirements for Security
Spec:
3GPP TS 23.558 v0.0.0
Agenda item:
10.4
Document for:
Approval
Contact:
Nishant Gupta <nishant.gup@samsung.com>
1. Introduction
This document provides requirements for the architecture related to security.
2. Reason for Change

The study on application architecture for enabling edge applications, documented in TR 23.758, captured the following requirements for the architecture related to security:

	5.7
Security

5.7.1
General

5.7.2
Requirements

[AR-5.7.2-a]
The edge enabling application architecture shall provide mechanisms for the mobile network operator to authorize the usage of Edge Computing services by the UE. 

[AR-5.7.2-b]
The edge enabling application architecture shall provide mechanisms for the mobile network operator to authorize the usage of Edge Computing services by the Edge Application Servers. 

[AR-5.7.2-c]
Communication within the edge enabling application architecture shall be protected.

[AR-5.7.2-d]
The authentication and authorization for the use of Edge Computing services shall support the deployment where the edge enabler functional entities providing the Edge Computing services are in the same or different trust domains with the 3GPP system. 

[AR-5.7.2-e]
The edge enabling application architecture shall support the use of either 3GPP credentials or application specific credentials for different deployment needs, for the communication between the UE and the edge enabler functional entities providing the Edge Computing services.

[AR-5.7.2-f]
The edge enabling application architecture shall support mutual authentication between servers (the Edge Data Network Configuration Server and the Edge Enabler Server, the Edge Enabler Server and the Edge Application Server).
[AR-5.7.2-g]
The edge enabling application architecture shall support authentication between clients and servers to support Edge enabling service authorization.


3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.558 v0.0.0.
Revision 1:

· Changed 'architecture' to 'application layer architecture'

· [AR-5.3.7.2-a] and [AR-5.3.7.2-b]: changed 'mobile network operator to 'Edge Computing Service Provider'
· [AR-5.3.7.2-c]: changed 'within' to 'between the functional entities of'

· [AR-5.3.7.2-d]: changed the requirement to mention that functional entities can be in both the domains.

· [AR-5.3.7.2-g] is split into [AR-5.3.7.2-g], [AR-5.3.7.2-h] and [AR-5.3.7.2-i] to make them more precise.
· Added definition of 'Edge Computing Service Provider'
· Added Editor's note for SA3.
* * * First Change * * * *

5.3.7
Security
5.3.7.1
General

5.3.7.2
Requirements

[AR-5.3.7.2-a]
The application layer architecture shall provide mechanisms for the Edge Computing Service Provider to authorize the usage of Edge Computing services by the Edge Enabler Client. 

[AR-5.3.7.2-b]
The application layer architecture shall provide mechanisms for the Edge Computing Service Provider to authorize the usage of Edge Computing services by the Edge Application Servers. 

[AR-5.3.7.2-c]
Communication between the functional entities of the application layer architecture shall be protected.

[AR-5.3.7.2-d]
The authentication and authorization for the use of Edge Computing services shall support the deployment where the functional entities providing the Edge Computing services are in the same trust domain as the 3GPP system, different trust domains or both. 

[AR-5.3.7.2-e]
The application layer architecture shall support the use of either 3GPP credentials or application specific credentials for different deployment needs, for the communication between the UE and the functional entities providing the Edge Computing service.

[AR-5.3.7.2-f]
The application layer architecture shall support mutual authentication between servers (the Edge Data Network Configuration Server and the Edge Enabler Server, the Edge Enabler Server and the Edge Application Server).
[AR-5.3.7.2-g]
The application layer architecture shall support authentication between the Edge Enabler Client and the Edge Enabler Server to support Edge Computing service authorization.
[AR-5.3.7.2-h]
The application layer architecture shall support authentication between the Edge Enabler Client and the Edge Configuration Server to support Edge Computing service authorization.
[AR-5.3.7.2-i]
The application layer architecture shall support authentication between the Edge Enabler Server and the Edge Configuration Server to support Edge Computing service authorization.
Editor's Note:
Security requirements are in the scope of SA3 to resolve.
* * * Second Change * * * *

3.1
Terms

For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

Edge Computing Service Provider: A mobile network operator or a trusted 3rd party service provider offering Edge Computing service.

