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1. Introduction
This document provides requirements for the architecture related to security.
2. Reason for Change

The study on application architecture for enabling edge applications, documented in TR 23.758, captured the following requirements for the architecture related to security:

	5.7
Security

5.7.1
General

5.7.2
Requirements

[AR-5.7.2-a]
The edge enabling application architecture shall provide mechanisms for the mobile network operator to authorize the usage of Edge Computing services by the UE. 

[AR-5.7.2-b]
The edge enabling application architecture shall provide mechanisms for the mobile network operator to authorize the usage of Edge Computing services by the Edge Application Servers. 

[AR-5.7.2-c]
Communication within the edge enabling application architecture shall be protected.

[AR-5.7.2-d]
The authentication and authorization for the use of Edge Computing services shall support the deployment where the edge enabler functional entities providing the Edge Computing services are in the same or different trust domains with the 3GPP system. 

[AR-5.7.2-e]
The edge enabling application architecture shall support the use of either 3GPP credentials or application specific credentials for different deployment needs, for the communication between the UE and the edge enabler functional entities providing the Edge Computing services.

[AR-5.7.2-f]
The edge enabling application architecture shall support mutual authentication between servers (the Edge Data Network Configuration Server and the Edge Enabler Server, the Edge Enabler Server and the Edge Application Server).
[AR-5.7.2-g]
The edge enabling application architecture shall support authentication between clients and servers to support Edge enabling service authorization.


3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.558 v0.0.0.

* * * First Change * * * *

5.3.7
Security
5.3.7.1
General

5.3.7.2
Requirements

[AR-5.3.7.2-a]
The architecture shall provide mechanisms for the mobile network operator to authorize the usage of Edge Computing services by the UE. 

[AR-5.3.7.2-b]
The architecture shall provide mechanisms for the mobile network operator to authorize the usage of Edge Computing services by the Edge Application Servers. 

[AR-5.3.7.2-c]
Communication within the architecture shall be protected.

[AR-5.3.7.2-d]
The authentication and authorization for the use of Edge Computing services shall support the deployment where the architectural entities providing the Edge Computing services are in the same or different trust domains with the 3GPP system. 

[AR-5.3.7.2-e]
The architecture shall support the use of either 3GPP credentials or application specific credentials for different deployment needs, for the communication between the UE and the architectural entities providing the Edge Computing service.

[AR-5.3.7.2-f]
The architecture shall support mutual authentication between servers (the Edge Data Network Configuration Server and the Edge Enabler Server, the Edge Enabler Server and the Edge Application Server).
[AR-5.3.7.2-g]
The architecture shall support authentication between clients and servers to support Edge Computing service authorization.
