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Abstract: While topology hiding on MC system to MC system level, defined in 3GPP TS 23.280, the MC system topology provides many details to MC service UEs. Providing less information about a MC system increases the security of the MC system. A single point of access is providing such desired security.
1
Introduction and problem description
Topology hiding between connected MC systems is described in 3GPP TS 23.280. Security reasons were mentioned on which basis this method is designed. While each required MC server at primary MC system is directly connected to the corresponding MC server at partner MC system, for the purpose of topology hiding only both MC Gateway servers are connected.

The same method, as described above, is not applied on the MC service UE level. All MC service UE clients (like MC service client, Identity management client, Location management client) are connected directly to the corresponding application server at the MC system. In order to use these connection the MC service UE requires information about the MC server, e.g. APN, URI, etc..

While within one trust domain
 the current design fulfils the purpose, but crossing the trust domain access information have to be provided prior to the MC service UE. These information are part of the initial MC service UE configuration data and may be secured on the MC service UE. Nonetheless, these information have to be provided to a different trust domain and such channel is not defined at this point, if interconnection is required. Also within one trust domain the information about the topology needs not to be known by every user.
This discussion is looking for a similar solution to hide the topology as already designed for connected MC systems.
2
On-network functional model with MC service UE topology hiding
With this functional model and the introduced two new entities (Gateway server and Gateway client) the MC service UE uses a single entry point for addressing all required entities, while the Gateway server is hiding the MC system topology from the MC service UEs. Especially in migration scenarios , where the MC system topology needs to be hidden from the visiting MC service UE and from the MC system of the migrated MC service UE.
Figure 2-1 shows the functional model for the application plane for an MC system with a MC service UE topology extension.
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Figure 2-1: Functional model for application plane for an MC system
It is assumed that the Gateway server is connected to all required MC system entities, e.g. MC service server, Group management server, etc., on the MC systems side as well as the Gateway client on the MC service UE side to all MC client entities, e.g. MC service client, Group management client, etc., even if no explicit reference points are shown.
A new reference point will be required to connect the Gateway server with the Gateway client.

3
Initial MC service UE configuration data for MC service UE topology hiding
With MC service UE topology hiding only the minimum required information to access the MC system is initially stored at the MC service UE. 
Table 3-1: Initial MC service UE configuration data (on-network) for MC service UE topology hiding
	Reference
	Parameter description

	Subclause 10.1.1
	PDN connectivity information

	
	> HPLMN ID and optionally VPLMN ID to which the data pertains

	
	> Gateway PDN

	
	>> APN

	
	>> PDN access credentials

	Subclause 10.1.1
	Application plane server identity information

	
	> Gateway server

	
	>> Server URI


4
Conclusions

The following aspects are covered:
a. Number of required information about the MC system at MC service UE level dramatically reduced;

b. MC system topology hidden from the MC service UE;

c. New entities introduced; and 

d. New reference point introduced.

5
Proposed next steps

The following steps are identified:
a. Identification of supporting information and parties;

b. Identification of method to introduce changes to 3GPP TS 23.280; and
c. Identification of timeline to introduce changes.

� Describes the MC system in which the MC service UE is homed and therefore information about the topology can be shared.
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