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1. Introduction

This contribution is to add a new open issue in key issue 7 device onboarding.

2. Reason for Change
User's consent is an important aspect while dealing with sensitive information about the user or the devices of the user. With the capabilities of the FF Application Servers to request invocation of 3GPP network capability exposure APIs, such as location APIs, to obtain information about the user and the devices of the user, it is of utmost importance to capture the consent of the user.

The user needs to be in full control of which applications are allowed to request and obtain what information pertaining to the user and the devices belonging to the user and how frequently. Such approvals by the end users ensure that only the legitimate applications, trusted by the user, are able to obtain and make use of the information and services involving the user or user's sensitive information.
In factory environment, there are large number of UEs, batch user consent for network capability exposure to FF Application Servers can save a lot of time.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.745 v0.6.0.

* * * First Change * * * *

5.7
Key Issue 7 – Device Onboarding

Device onboarding is the process by which new devices are connected to the network for the first time and by which they gain at least the baseline connectivity and networking services so that they and the applications they run can boostrap themselves with further network or application layer procedures.
User's consent is an important aspect while dealing with sensitive information about the user or the devices of the user. With the capabilities of the FF Application Servers to request invocation of 3GPP network capability exposure APIs, such as location APIs, to obtain information about the user and the devices of the user, it is of utmost importance to capture the consent of the user.
When done on scale, for instance in a factory environment with a huge number of different types of devices present, device onboarding needs to be as automatic as possible. On the other hand, it needs to be secure, authorized and follow the policies of both the network provider and the organization deploying the devices.

The overall process of onboarding devices can include the use of tools such as device management, credentials and subscription management, and network connectivity management. For many of these solutions and technologies exist. 

Open issues:

-
Investigate mechanisms that can improve the overall process of device onboarding for factories of the future in the scope of SA6 work. 

-
Investigate the usage of existing device onboarding technologies, e.g. oneM2M, GSMA, etc.

-
How to obtain batch user's consent to allow an FF Application specific server's service or information request?
NOTE: If an existing solution is identified to meet the requirements for this KI, the usage of that technology will be considered for inclusion in the TR

* * * End Change * * * *

