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1. Introduction
This contribution is to add solution- Device Onboarding support in FF which reference to oneM2M solution 
2. Reason for Change
This solution proposes:

1) Function mapping between 3GPP FF architecture and oneM2M architecture 

2) FF Device Onboarding automatic process which reference to oneM2M solution.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.745 v0.6.0.
* * * First Change * * * *

7.X
Solution #X: Device Onboarding support in FF which reference to oneM2M solution
7.X.1
Solution description

7.X.1.1
Overview

This solution corresponds to the key issue #7 Device onboarding. 
In oneM2M TS-0001[x], the oneM2M functional architecture comprises the following functions: Application Entity (AE), Common Services Entity (CSE), Underlying Network Services Entity (NSE).

oneM2M CSE provides services which are referred to as Common Services Functions (CSFs). The CSFs contained inside the CSE includes such as: Application and Service Layer Management, Communication Management and Delivery Handling, Data Management and Repository, Device Management, Security, Subscription and Notification etc. Those CSFs can support Device onboarding requirement in Factory.

There are 3 different field node (UE) types defined in oneM2M: Application Service Node (ASN), Middle Node (MN) and Application Dedicated Node (ADN). The ASN UE and MN UE consists of both AE (ASN/MN-AE) and CSE (ASN/MN-CSE) function entity. But ADN UE only consists of AE (ADN-AE) function entity.  
There are 1 infrastructure node (Server) type defined in oneM2M - Infrastructure Node (IN). The IN server consists AE (IN-AE) and CSE (IN-CSE) function entity.

The mapping between oneM2M architecture function model and FFAPP function model is decribed as below: 

7.X.1.2
Function mapping between oneM2M and FFAPP 

[image: image1.emf]FF Application 

Enabler Client

(ASN/MN-CSE)

FF Application Enabler Server

(IN-CSE)

FF Application Specific 

Server(s)

(IN-AE)

5GS

FF ASN/MN UE

FF Application 

Specific Client(s)

(ASN/MN-AE/Client)

FF Application Server

（

IN

）

FAE-1(Mcc)

FFA-1

N5/N33

(Mcn)

FAE-E

(Mcc’)

FF ADN UE

FF Application 

Specific Client(s)

(ADN-AE/client)

FAE-C

（

Mca)

FAE-2(Mcc)

FAE-C(Mca)

FAE-S(Mca)

NSE


Figure 7.x.1.2-1: FF Remote single device management
-
The oneM2M ASN/MN-CSE (e.g. a Motion Controller or factory automation gateway) function is implemented in the FAE client.

-
The oneM2M ASN/MN-AE (e.g. a Motion Controller application or factory gateway application) is acting as a type of the FF application specific client – FF ASN/MN client, which resides in the same UE with the FAE client.

-
The oneM2M ADN-AE (e.g. an Actuator/Sensor in machine) is acting as a special type of the FF application specific client – FF ADN client, which resides in different UE without FAE client functions.

-
oneM2M IN-CSE (e.g. a middleware server) function is implemented in the FAE server 

-
oneM2M IN-AE (e.g. a Motion Control application server) function is implemented in The FF application specific server.

-
oneM2M NSE function is implemented in The 5GS.

-
The oneM2M Mca reference point (which defined in oneM2M TS-0001[x]) between AE and CSE in AND/ASN/MN node is implemented in FAE-C reference point (between FF application specific client and FAE client) in FF UE side.

-
The oneM2M Mca reference point (which defined in oneM2M TS-0001[x]) between AE and CSE in IN node is implemented in FAE-S reference point (between FF application specific server and FAE server) in FF application server.

-
The oneM2M Mcc reference point (which defined in oneM2M TS-0001[x]) between ASN/MN-CSEs in different UE nodes is implemented in FAE-2 interface among different FAE clients in different FF UEs.
-
The oneM2M Mcc reference point between (which defined in oneM2M TS-0001 [x]) ASN/MN-CSE(s) and IN-CSE is implemented by FAE-1 reference point between FAE client and FAE server.

- 
The oneM2M Mcc’ reference point (which defined in oneM2M TS-0001[x]) between IN-CSEs in different IN nodes is implemented in FAE-E interface among different FAE servers in different FF application servers.
- 
The oneM2M Mcn reference point (which defined in oneM2M TS-0001[x]) between NSE and IN-CSE is implemented in N5/N33 interface between FAE server and 5G system.
7.X.1.3
FF Device Onboarding automatic process
The FF Device Onboarding automatic process related functional procedures (mapping to oneM2M device on boarding procedures which defined in oneM2M TS001[x]) include:

· FF Application registration
· The FAE client registers to the FAE server via FAE-1 reference point.

· The FF ASN/MN client registers to the FAE client via FAE-C reference point.

· The FF ADN client(s) registers to the FAE client via FAE-C reference point.

· The FF application specific server registers to the FAE server via FAE-S reference point.

· FF Initial resource creation
· The FF ASN/MN client creates a group resource on the FAE client via FAE-C reference point for updating and retrieving group of the FF ADN client(s) state.
· The FF device management related resources (nodes and management objects) are created in the FAE client to store the registered FF ADN client(s) states. 
· The FF ASN/MN client creates an accessControlPolicy resource granting all the entities playing roles including the FF ASN/MN client, the FF ADN client and the FF application specific server access to the created FF device management related resources(via FAE-C or FAE-1 interface).
· Discovery of group resources
· The FF ASN/MN client periodically discovers FF device management related resources stored in the the FAE client via FAE-C interface.
· The FAE client responds with the discovered FF device management related resources via FAE-C interface.

· The FF ASN/MN client updates the list of group members within the previously created group resource with the discovered FF device management related resources.
· FF Application discovery and retrieval of device information
· The FF application specific server periodically discovers FF device management related resources stored in the FAE client. It also discovers the group resources located in the FAE client. 

· The FAE client responds to the FF application specific server with the discovered FF devices management related resources or group resources. 
· Subscription and notification
· The subscription resources are created under the FF device management related resources in the FAE client so that subscribers, i.e. the FF application specific server can be notified.
· When the state of the FF device management related resource is changed, a notification is sent to the subscriber（ie. FF application specific server）.
· FF Remote single device management
· The FF application specific server operates the management object, it creates a new device management operation resource representing operation to the targeted specific client resource which specialization of the management object of the FF ADN client. 
· The FAE client executes the device management operation to the target specific client.
· The FAE client sends device management operation result to the FF application specific server. 

· FF Remote multiply device management
· The FF application specific server operates multiply management objects, it creates a new device management operation resource on which the target is the group of management objects of the FF ADN clients. 
· The FAE client executes each device management operation to the multiply targets.
· The FAE client sends each device management operation result to the FF application specific server.
7.X.1.4
FF Device Onboarding related resources

7.X.1.4.1 <accessControlPolicy>
<accessControlPolicy> resource (reference to oneM2M TS-0001[x] clause 9.6.2) designed to fit different access control models such as access control lists, role or attribute based access control.
Editor's Note:
The resource’s child resources and attributes related with FF need further study.

7.X.1.4.2 <CSEBase>
<CSEBase> resource (reference to oneM2M TS-0001[x] clause 9.6.3) represents a CSE implemented in FAE client.

Editor's Note:
The resource’s child resources and attributes related with FF need further study.

7.X.1.4.3 <AE>
<AE> resource (reference to oneM2M TS-0001[x] clause 9.6.5) represents an FF specific application client (FF ASN/MN/ADN client) registered to a CSE implemented in FAE client.

Editor's Note:
The resource’s child resources and attributes related with FF need further study.

7.X.1.4.4 <remoteCSE>
<remoteCSE> resource (refer to oneM2M TS-0001[x] clause 9.6.4) represents a Registree CSE that is registered to the Registrar FAE client.

Editor's Note:
The resource’s child resources and attributes related with FF need further study.

7.X.1.4.5 <subscription>
<subscription> resource (reference to oneM2M TS-0001[x] clause 9.6.8) contains subscription information for its subscribed-to resource.
Editor's Note:
The resource’s child resources and attributes related with FF need further study.

7.X.1.4.6 <group>
<group> resource (reference to oneM2M TS-0001[x] clause 9.6.13) represents a group of resources of the same or mixed FF specific application client types.
Editor's Note:
The resource’s child resources and attributes related with FF need further study.

7.X.1.4.7 <mgmtObj>
<mgmtObj> resource (reference to oneM2M TS-0001[x] clause 9.6.15) contains management data which represents individual FF specific application client management functions.
Editor's Note:
The resource’s child resources and attributes related with FF need further study.

7.X.1.4.8 <mgmtCmd>
<mgmtCmd> resource (reference to oneM2M TS-0001[x] clause 9.6.16) represents a method to execute management procedures or to model commands and remote procedure calls (RPC) required by existing management protocols, and enables FF specific application servers to request management procedures to be executed on a remote entity(specific application client) .
· The <mgmtCmd> may at least include <execInstance> child resource
· The <mgmtCmd> may at least include below attributes listed in Table 7.x.1.4.8-1

Table 7.x.1.4.8-1: FF device management operation attributes

	oneM2M resource <mgmtCmd> attributes
	FF value

	cmdType
	FF device management operation. It can be:  
RESET, 
REBOOT, 
UPLOAD,

DOWNLOAD,
SOFTWAREINSTALL,

SOFTWAREUPDATE,
SOFTWAREUNINSTALL

No default

	execReqArgs
	contain any command-specific arguments of the FF device management operation request

	execTarget
	ID of the <node> resource of the target FF device management object, on which this <mgmtCmd> will be executed. 

It may be the URI of a <group> resource in which case the <mgmtCmd> will be executed on all members in the memberIDs attribute of the addressed <group> resource.


7.X.1.4.9 <execInstance>
<execInstance> resource (reference to oneM2M TS-0001[x] clause 9.6.17) represents a successful instance of <mgmtCmd> execution request.

· The <execInstance> may at least include below attributes listed in Table 7.x.1.4.9-1

Table 7.x.1.4.9-1: FF device management execution attributes

	oneM2M resource <execInstance> attributes
	FF value

	execStatus
	The status of <execInstance>. It can be:

INITIATED,
PENDING,
FINISHED,
CANCELLING,
CANCELLED
STATUS_NON_CANCELLABLE
Default=INITIATED

	execResult
	The FF device management operation execution result of <execInstance>.

	execTarget
	ID of <node> resource of the target on which the <execInstance> will be executed.

	execReqArgs
	contain any command-specific arguments of the FF device management operation request used to trigger this <execInstance>.


7.X.1.4.10 <node>
<node> resource (reference to oneM2M TS-0001[x] clause 9.6.18) represents specific information that provides properties of an FF UE/Server Node that can be utilized by other FF application operations.
· The <node> may at least include the specialization <mgmtObj> child resource according to cmdType in <mgmtCmd>. The specialization of <mgmtObj> (oneM2M TS-0001[x] Annex D) may include [memory], [battery], [firmware], [software], [deviceInfo], [deviceCapability], [reboot], [eventLog].
· The <node> may at least include below attributes listed in Table 7.x.1.4.10-1

Table 7.x.1.4.10-1: FF node management attributes

	oneM2M resource <node> attributes
	FF value

	nodeID
	The FF entity of the node which is represented by this <node> resource.

	nodeType
	Indicates the type of FF entity node. It shall have one of the following values: IN, MN, ASN, ADN

	hostedCSELink
	find the <CSEBase> or <remoteCSE> resource representing the CSE that is residing on the node FAE. 

	hostedAELinks
	find the FF specific application client/server hosted by the node that is represented by this <node> resource.

	networkID
	3GPP network identity which FF used


7.X.1.3
FF Remote single device management procedure

The procedure for FF Remote single device management is as illustrated in figure 7.x.1.3‑1.
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 Figure 7.x.1.3-1: FF Remote single device management 
1) 
The FF application specific server operates the management object, it creates a new device management operation resource representing operation to the targeted node resource which specialization of the management object of the FF ADN client. 
1.1) The FF application specific server create a new resource <mgmtCmd> and sends to the FAE server. The <mgmtCmd> may include <execInstance> child resource for instance of <mgmtCmd> execution request, and cmdType, execReqArgs, execTarget attributes with FF device management operation value (Table 7.x.1.2.8-1). The <execInstance> may include target management object by <node> resource ID. The <node> may include nodeType, hostedCSELink, hostedAELinks, networkID attributes with FF value (Table 7.x.1.2.10-1).
1.2) The FAE server processes and sends the <mgmtCmd> resource to the FAE client.

2) 
The FAE client executes the device management operation to the target.

3) The FAE client sends device management operation result to the FF application specific server.
3.1) The FAE client processes and sends <execInstance> device management operation result to the FAE server. The <execInstance> may include execTarget, execStatus, execResult, execReqArgs attributes with FF value (Table 7.x.1.2.9-1).

3.2) The FAE server sends the <execInstance> device management operation result to the FF application specific server.

7.x.2
Solution evaluation

Editor's Note:
This subclause will evaluate the solution.
* * * Second Change * * * *
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