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Introduction

This solution proposes that the mission critical application servers (AS) receive notifications of certain events and/or conditions occurring in other subsystems (e.g. network entities within the RAN and the Core Network), process the received information and application specific information that they already have, and decide on an optimal response that is sensitive to the time constraints of the application.
Examples of external events impacting the functionality of mission critical applications include pre-emption of bearers, pre-emption of UEs, congestion, traffic shaping resulting in dropping of packets by the core network or RAN, changes in numbers of UEs in a cell, reports of bad RF from certain UEs, etc. Some of these events can be treated effectively at the place and time of occurrence (e.g. by the RAN), while others can be treated more effectively by the application servers, upon notification of occurrence. Some examples where it is better to allow the AS to handle events include:

· If a UE is pre-empted out of a group call due to congestion, then the congestion level goes down: RAN does not know if the group call is still on, or the UE is still affiliated, so it will not be able to re-connect the UE;
· If the congestion level goes up, the application servers may have the ability to take actions to lower the congestion level, other than just switching the UEs to MBMS: for example they can lower the amount of traffic by reducing the codec rates, they can disconnect the UE or move selected UEs to receive-only mode, or they can redirect some UEs to using ProSe via a relay.
· Not all unicast bearers can be switched automatically (by RAN) to multicast: e.g. if carrying TCP/IP traffic, or if the encryption key(s) on the multicast bearers cannot be given to some (e.g. “visiting”) UEs.

· There might be side effects on priority/pre-emption: pre-empting a unicast bearer eliminates only one UE/user, but, if the bearer is switched to MBMS and then pre-empted, then the entire group call may end up dropped. 

The table below shows example of actions that MC AS can take in response to events:

	Event type
	Potential actions by MC application servers

	Pre-emption of a UE’s unicast or multicast bearer(s) has just occurred 
	1) Transition to state waiting for end of congestion notification in order to re-establish the bearer; 

2) Attempt to promptly restore UE’s connection via UE-to-Network relay;

3) Notify other users on the group call of non-availability

	Pre-emption of a UE from a cell has just occurred
	1) - 3) Same as above, but applied to all UE’s bearers and associated calls

4)    Preventatively order certain UEs to receive-only  mode 

	Congestion build-up above a certain level
	1) Transition UEs from unicast to multicast

2) Request media source to lower codec rate to reduce overall traffic

3) Order certain UEs to receive-only mode (RRC IDLE/INACTIVE)

4) Order re-connection of certain UEs over UE-to-Network relay

5) Preventatively order certain UEs to receive-only mode

	Congestion relaxation below a certain level 
	1) Promptly restore pre-empted bearers

2) Order receive-only mode UEs to “normal” mode 

3) Restore codec rates of calls that had their rates reduced due to congestion

	RAN having to drop media packets before being transmitted (e.g. due to capacity constraints)
	1) Increase bandwidth of the bearer(s) (decision/timing depend on amount  and distribution of the data loss and if the traffic is loss tolerant or not)

2) Terminate the call

	Number of public safety UEs above / below a certain threshold in a cell
	Particularly useful in case of SC-PTM:

1) Switching between unicast and multicast bearers

2) Dispatcher action (e.g. deploying extra equipment: e.g. IOPS)


Some examples:

Example of use of configuration variables: a configuration variable may decide if "bad RF" condition is to be handled by the RAN or by the MC AS.
Also as an example, if the design uses “subscribe/notify” paradigm, the conceptual messages, exchanged between the MC AS and other subsystems (e.g. entities within the RAN), on the signalling path that traverses the RAN and the core network  may include:

· EVENT SUBSCRIPTION REQUEST is sent by the MC AS, identifying the event type (e.g. pre-emption, congestion) and associated parameters (e.g. congestion level: high, normal) which would trigger the actual notification being sent. The message may contain security credentials. Potential event/condition types include: pre-emption of bearer, pre-emption of UE, congestion level, UE in cell, UE out of cell, bad RF, number of dropped packets above a settable threshold.

· EVENT SUBSCRIPTION RESPONSE is the reply sent back to the requesting MC AS and contains status information about the request (e.g. accepted/denied, cause for denial).

· EVENT SUBSCRIPTION CANCEL is sent by the MC AS, cancelling a subscription request.

· EVENT SUBSCRIPTION CANCEL ACK is the reply sent back to the cancelling MC AS.

· EVENT NOTIFICATION is sent to the MC AS identifying the event that occurred and providing associated information.

· EVENT NOTIFICATION ACK is sent by the MC AS identifying the event that was notified.

As a further example, if the MC has previously received a notification that a specific bearer for a UE had been pre-empted, and subsequently a notification arrives that the congestion level in the cell has returned to normal levels, the participating MC AS may forward the notification to the controlling server to check if the user using the UE is still affiliated to the MC group and if the group call is still going on, and, if yes, then the MC AS will act to reconnect the UE and resume the user participation in the group call.
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Solutions

7.1
Solution #1: Monitoring-based solution for handling events and conditions

7.1.1
Solution description


This solution proposes that events and/or conditions occurring outside the MC AS (e.g. in RAN) can be handled either in the entity where they occurred or can be informed by the Core Network to the MC AS, for application-aware handling. Configuration variables can be used on an event type by event type basis to control behaviour.
The solution assumes that the MC AS can communicates directly with the Core Network and the Core Network can communicate directly with the RAN. Consequently, the communication between MC AS and RAN is indirect, through the Core Network. 
Examples of external events impacting the functionality of mission critical applications include:

· pre-emption of radio bearers 
· pre-emption of UEs

· congestion
· traffic shaping resulting in dropping of packets by the core network or RAN
· mobility events
· reports of bad RF from certain UEs, etc.
The MC AS identifies the events/conditions that is interested in and provides this information to the Core Network, which may forward it to the RAN. The MC AS may want to have remediation or mitigation of the reported condition. For example, the MC AS may effect some of the UEs in the cells reported to have high congestion to transition to receive-only mode in order to avoid the chance of the UEs being pre-empted.
These capabilities are offered as "tools in a toolbox" available to the MC AS, and their actual use is essentially optional.
This solution is predicated on the RAN/Core Network identifying and reporting the relevant conditions and events.
7.1.2
Solution evaluation


The solution uses a well-known and tried method for notification, which, in various forms, is already in wide use in several instances in 3GPP, both within the mission critical application space and outside. For example, for 5G, TS 23.501 [r23501] subclause 5.3.4.4 already defines capability of entities (e.g. SMF, PCF) to be notified of "UE mobility event" from the AMF. Therefore, this solution will essentially be built upon reuse and extension, rather than the introduction of a new mechanism.
The use of configuration variables to control which events are to be handled by which entities, adds flexibility and allows systems in the field to be adaptive to actually deployed capabilities in RAN and Core Network and to be gradually migrated and evolved as those capabilities change in time.
Impact:
· The impact on the MC servers consists of having to support the signalling, functionality, and procedures associated with registering/de-registering interest for specific events and of receiving and processing notifications.
· The impact on the RAN depends on exactly what and how they decide to support the functionality; in principle that would include detecting and reporting the specified events to the Core Network.

· The impact on the Core Network depends on what and how they decide to support the functionality; in principle that would include having to transport requests, results and responses via interfaces that comprise the signalling path between the RAN and the MC AS.
***** End Changes *****
