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* * * Next change * * * *

6.5.2.9.2
Reference point SEAL-X1 (between the key management server and the group management server)

The SEAL-X1 reference point, which exists between the key management server and the group management server, provides a means for the key management server to provide security related information (e.g. encryption keys) to the group management server.

The SEAL-X1 reference point shall use the HTTP-1 and HTTP-2 reference points and may use the HTTP-3 reference point for transport and routing of security related information to the group management server.

NOTE:
SEAL-X1 is specified in 3GPP TS 33.434 [r33.434].

Editor's note: Adding SA3 TS reference is FFS.

* * * Next change * * * *

7.1
User identity (User ID)
The VAL user presents the user identity to the identity management server during a user authentication transaction, to provide the identity management client a means for VAL service authentication. In general, since identity management is a common SEAL service, it uses a set of credentials (e.g. biometrics, secureID, username/password) that may not necessarily be tied to a single VAL service. The user credentials uniquely identifies the VAL user to the identity management server. 

NOTE:
The specific security and authentication mechanisms required in order to use the user ID is specified in 3GPP TS 33.434 [r33434].

Editor's note:
Reference to SA3 TS is FFS.

Editor's note: The naming and definition of the identities in subclause 7 may require further study (e.g. renaming user identity to VAL user identity, and renaming VAL user identity to VAL service user identity).

* * * Next change * * * *

12.3.2
Information flows

NOTE:
The procedure for identity management is specified in subclause x.y of 3GPP TS 33.434 [r33434].

Editor's note: Adding reference to SA3 TS is FFS.

* * * Next change * * * *

12.3.3.2
Primary VAL system
Figure 12.3.3.2-1 is a high level user authentication and authorization flow.
NOTE:
The specific user authentication and authorization architecture required by the VAL services in order to realize the VAL user authentication and authorization is specified in 3GPP TS 33.434 [r33434].

Editor's note: Adding reference to VAL user authentication and authorization procedure in SA3 TS is FFS.

The user authentication process shown in figure 12.3.3.2-1 may take place in some scenarios as a separate step independently from a SIP registration phase, for example if the SIP core is outside the domain of the VAL server.

Editor's note: The procedure described in this subclause as shown in Figure 12.3.3.2-1 may require further study. 
A procedure for user authentication is illustrated in figure 12.3.3.2-1. Other alternatives may be possible, such as authenticating the user within the SIP registration phase.
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Figure 12.3.3.2-1: VAL user authentication and registration with Primary VAL system, single domain

1.
In this step the identity management client begins the user authorization procedure. The VAL user supplies the user credentials (e.g. biometrics, secureID, username/password) for verification with the identity management server. This step may occur before or after step 3. In a VAL system with multiple VAL services, a single user authentication as in step 1 can be used for multiple VAL service authorizations for the user.
2.
The signalling user agent establishes a secure connection to the SIP core for the purpose of SIP level authentication and registration.

3.
The signalling user agent completes the SIP level registration with the SIP core (and an optional third-party registration with the VAL service server(s)).
NOTE 1:
The VAL client(s) perform the corresponding VAL service authorization for the user by utilizing the result of this procedure.
NOTE 2:
Steps 2 and 3 are not required to be performed if the VAL service does not use SIP.
12.3.3.3
Interconnection partner VAL system

Where communications with a partner VAL system using interconnection are required, user authorization takes place in the serving VAL system of the VAL service user, using the  VAL user service authorization procedure specified in 3GPP TS 33.434 [r33434].


Editor's note: Adding reference to VAL user authorization procedure in SA3 TS is FFS.
* * * Next change * * * *

13.2.4.2
Key management client

The key management functional entity acts as the application client for key management functions. It interacts with the key management server. The key management client also supports interactions with the corresponding key management client between the two UEs.
NOTE:
The functionality of the key management client is specified in 3GPP TS 33.434 [r33434].

Editor's note: Adding SA3 TS reference is FFS.

* * * Next change * * * *

13.2.4.3
Key management server

The key management server is a functional entity that stores and provides security related information (e.g. encryption keys) to the key management client, group management server and vertical application server to achieve the security goals of confidentiality and integrity of media and signalling. The key management server acts as CAPIF's API exposing function as specified in 3GPP TS 23.222 [8]. The key management server also supports interactions with the corresponding key management server in distributed SEAL deployments.
NOTE:
The functionality of the key management server is specified in 3GPP TS 33.434 [r33434].
Editor's note: Adding SA3 TS reference is FFS.

* * * Next change * * * *

13.2.5.2
KM-UU
The interactions related to key management functions between the key management client and the key management server are supported by KM-UU reference point. This reference point utilizes Uu reference point as described in 3GPP TS 23.401 [9] and 3GPP TS 23.501 [10].
KM-UU reference point provides a means for the key management server to provide security related information (e.g. encryption keys) to the key management client. The KM-UU reference point shall use the HTTP-1 and HTTP-2 signalling control plane reference points for transport and routing of security related information to the key management client.

NOTE:
KM-UU reference point is specified in 3GPP TS 33.434 [r33434].

Editor's note: Adding SA3 TS reference is FFS.

* * * Next change * * * *

13.2.5.5
KM-S
The interactions related to key management functions between the VAL server(s) and the key management server are supported by KM-S reference point. This reference point is an instance of CAPIF-2 reference point as specified in 3GPP TS 23.222 [8].
KM-S reference point provides a means for the key management server to provide security related information (e.g. encryption keys) to the VAL server. The KM-S reference point shall use the HTTP-1 and HTTP-2 signalling control plane reference points for transport and routing of security related information to the VAL server.

NOTE:
KM-S is specified in 3GPP TS 33.434 [r33434].

Editor's note: Adding SA3 TS reference is FFS.
* * * Next change * * * *

13.3
Procedures and information flows for key management

NOTE:
The procedure for key management is specified in subclause x.y of 3GPP TS 33.434 [r33434].

Editor's note: Adding reference to SA3 TS is FFS.
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