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1. Introduction
This contribution provides evaluation of solution #5 and documents dependency on other working groups as part of the solution evaluation.
2. Reason for Change
Pending solution evaluation and open Editor's Note.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.758 v0.3.0
* * * First Change * * * *

7.5
Solution #5: UE Identifier API

7.5.1
Solution description

The following solution corresponds to the key issue #5 on Capability Exposure to Edge Application as specified in subclause 4.5, especially how to uniquely identify the UE between the Edge Application and the Edge Enabler Server for utilizing capability exposure API(s).
The Edge Enabler Server exposes UE Identifier API to the Edge Application in order to provide valid UE identifier for the capability exposure API(s) over EDGE-3. This API enables Edge Application to point to a user anonymously over different service API(s) exposed by the Edge Enabler Server. The UE Identifier provided by the UE Identifier API is called as Edge UE ID in this solution. The Edge Application uses Edge UE ID to identify the UE for service API(s).
7.5.1.1
Procedure
Figure 7.5.1-1 illustrates the interactions between the Edge Enabler Server and the Edge Application for UE Identifier API. 

Pre-conditions:

1.
The Edge Application is authorized to discover and to use UE Identifier API provided by the Edge Enabler Server;
2.
The Edge Enabler Server is able to determine the Edge UE ID based on the user information received from the Edge Application; and
3.
User and the Edge Application has made consent to expose user information.
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Figure 7.5.1-1: Solution 5 – UE Identifier API
1.
The Edge Application requests UE Identifier API (User information, Identifier of Edge Application) from the Edge Enabler Server. The User information can be a form of ACR(Anonymous Customer Reference, see OMA-TS-REST_NetAPI_ACR), Edge Application user ID, or IP address of the Aplication Client, if available.

2.
The Edge Enabler Server determines the UE based on the received user information in the step 1. 

If the Edge Enabler Server has retrieved user information (e.g.,ACR or IP address) for the UE during the authorization procedure, the Edge Enabler Server can determine the UE for the request. The Edge Enabler Server may query 3GPP Network to retrieve GPSI corresponding to the user information. The GPSI is used when the Edge Enabler Server relies on the T8 APIs as specified in TS 29.122 [5] for capability exposure API(s) over EDGE-3.
NOTE:
It is assumed that UE subscription information in 3GPP system includes the GPSI (Generic Public Subscription Identifier, as specified in 3GPP TS 23.501 [2]) for Edge Computing Service.


After determining the UE, the Edge Enabler Server responds to the Edge Application including the GPSI as a Edge UE ID.

Editor's Note: It is FFS whether the Edge Enabler Server allocates different Edge UE ID per Edge Application due to privacy reason. (e.g., hiding UE identifier used for an Edge Application to other Edge Applications)


3.
The Edge Application uses the Edge UE ID received in the step 2 for further capability exposure API(s) provided by the Edge Enabler Server.
The Edge Enabler Server can update the Edge UE ID to the Edge Application if the Edge UE ID has been changed due to privacy reason (e.g., change of GPSI). The Edge Enabler Server can purge the Edge UE ID from the Edge Application if there is no need to support the Edge UE ID for capability exposure API(s).
* * * Next Change * * * *

7.5.2
Solution Evaluation

In order to invoke the capability exposure APIs, this solution provides an API for the Edge Application Servers to obtain the UE Identifier i.e. the GPSI of the UE from the Edge Enabler Servers, using the user information (e.g., IP address). The solution also allows the Edge Enabler Server to notify relevant Edge Application Servers in case of change in the UE Identifier.
The solution has dependency on SA2 to provide a method for Edge Enabler Server to obtain GPSI from the 3GPP network using the user information (e.g., IP address).
The solution has following dependencies on SA3:

-
to evaluate privacy concerns on providing the GPSI to Edge Application Servers, including providing same GPSI to multiple Edge Application Servers which may lead to privacy issues;

-
user authentication/authorization (e.g. OAuth 2.0) by the MNO network for generation of required anonymized UE Id.
This is the only solution providing UE Identifiers to the Edge Application Servers in order to invoke capability exposure APIs, hence will be considered for the normative work. 
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1. UE Identifier request


1. Configuration of keying material


1. Configuration of keying material


2. MCData clients initiate service in off-network


3. User requests transmission of a one-to-one SDS message to the terminating MCData user


4. Generate PCK, PCK ID for terminating MCData user and encrypt using UID of the terminating user


5. Generate MiKEY-SAKKE I_MESSAGE and sign


6. One-to-one SDS message (MCData specific elements, Encrypted user payload, MIKEY-SAKKE I_MESSAGE)



