
3GPP TSG-SA WG6 Meeting #33
S6-191715
Sophia Antipolis, France, 2nd – 6th September 2019
(revision of S6-19xxxx)
Source:
CATT
Title:
Pseudo-CR on issues regarding to authentication and authorization
Spec:
3GPP TR 23.758 v0.3.0
Agenda item:
11.5
Document for:
Approval
Contact:
Ming Ai, aiming@catt.cn
1. Introduction
This contribution addresses issues regarding to authentication and authorization.
2. Reason for Change
The solution #6 introduces the flow for UE authentication and authorization for granting the use of Edge Computing services. However the following issues are unclear:
-
Whether the Authentication/Authorization Function is within the 3GPP operator’s trust domain. This may directly affect the choice of security framework and mechanisms of authentication/authorization, and leads to different security challenges to further focus on.

-
Whether the interface between Authentication/Authorization Function and the relevant 3GPP network function is needed. Potential architectural impact to the existing 3GPP network needs to be addressed.

-
Which entity grants and enforces the application profile that allows the UE to use the Edge Computing services selectively. This is not clearly described.

And accordingly, the functional entity for authentication/authorization is not shown in the edge application enabling architecture. Further definition or clarification statements are needed.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.758 v0.3.0.
* * * First Change * * * *

6.2
Application architecture

The Figure 6.2-1 shows the application architecture for enabling Edge Applications.
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Figure 6.2-1: Application architecture for enabling edge applications

NOTE 1:
It is possible that an application server only resides in the Edge Data Network.
NOTE 2:
The Edge Application Server in the Edge Data Network may or may not be the same as the Application Server in the Cloud.
NOTE 3:
If the Edge Application Server and Application Server in the Cloud are different, the Application Data Traffic may also be different.

NOTE 4.
Example of some deployment scenarios for Edge Data Network are described in clause 8.

NOTE 5.
The Edge Application(s) is able to run in an Edge Hosting Environment that is resident in Edge Data Network. 

Editor's Note:
Interface between the Edge Enabler Client and Application Client is FFS.
Editor's Note:
Interface between Edge Application Server(s) and 3GPP network is FFS.
Editor's Note:
It is FFS whether a separate Edge Data Network Configuration Client in the UE is needed 
Editor’s Note: The functional entity for authentication/authorization is FFS.
* * * Next Change * * * *

7.6.1
Solution description

By using Edge Computing, the operator can provide 5G applications by hosting Edge Application Servers in the Edge Data Networks 

-
Service differentiation: The mobile network operator is able to provide service differentiation (e.g. by enabling/disabling the Edge Computing features).
This solution address the key issue on "how to allow the mobile network operator to authenticate and authorize a UE to allow use of Edge Computing service".
The solution for UE/User authentication and authorization is used to differentiate the UE's Edge Computing service based on the user profile or subscription. This solution uses the widely adopted OAUTH2 framework described in [IETF RFC6749 [8], IETF RFC6750 [9], IETF RFC8252 [10]] to authenticate/authorize the UE/User.
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Figure 7.6.1-1: Service differentiation using Application Authentication/Authorization

1.
UE/User Authentication/Authorization procedure 

If the UE/User authentication/authorization is required, the authentication/authorization procedure is performed between the UE/User and the Authentication/Authorization Function. The Authentication/Authorization Function determines the appropriate authentication method. If the AAF decides to perform AKA method, the AAF requests the 3GPP CN to authenticate the UE. Otherwise, the user authentication/authorization is performed. After successful authentication (authorization), the AAF may retrieve the application profile for the UE from the UDM or from user profile database.

Editor's Note: It is FFS how to retrieve an application profile from the UDM is the scope of SA2.

Editor's Note: The detailed contents of application profile information is FFS.
Editor’s Note: It’s FFS whether the Authentication/Authorization Function is within the 3GPP operator’s trust domain.
Editor’s Note: It’s FFS whether the interface between Authentication/Authorization Function and the relevant 3GPP network function is needed.
2.
Access Token Acquisition procedure is performed between the UE and AAF. 

Editor's Note: The step 1 and step 2 of this procedure is the scope of SA3.
3.
The UE sends an application request (e.g. a request for a list of Edge Application Servers) to the Application Function (e.g. Edge Enabler Server), the application request message includes an Access Token. 
Editor's Note: It is FFS how to use Access Token. Based on the use case, it is FFS whether the use of Access Token is mandatory or not.
4.
The Edge Enabler Server performs Access Token Verification procedure with AAF. If the AAF verifies the Access Token successfully, it responds to the Application Function with the verification result and authorized application profiles.

Editor's Note: It is FFS what is the authorized application profiles and the entity which grants and enforces the application profile.
5.
The Edge Enabler Server provides the granted application service or requested information selectively based on the application profile to the UE.
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