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1. Introduction

As concluded in 3GPP TR 23.778 on the MC services support on the IOPS mode of operation, an off-network like operation where the MC services are provided directly by the MC clients and transmitted over the IOPS system was considered as the preferred solution for the normative work. Based on this, an overall description and proposals are provided for the specification of the MC services support on the IOPS mode of operation. This defines the way forward for the WID MCIOPS work.

2. Discussion

2.1 MC services support on the IOPS mode of operation based on an off-network like operation
2.1.1 General
MC services can be supported on the IOPS mode of operation based on an off-network like operation, where the MC services are directly provided by the MC service clients and transmitted over the IOPS system. Hence, as conclude in 3GPP TR 23.778, configuration data synchronization with the primary MC system is not required and security issues are mitigated by avoiding the storage of on-network user and service data in all distributed IOPS systems to be available within a network.

By considering an off-network like operation to support MC services on the IOPS mode of operation, all the control of the MC services is done directly by the MC service clients, i.e. a server-less operation. Therefore, the required configuration data to provide an MC service is only needed at the MC service clients, like the off-network operation. However, unlike the off-network operation, all the related control and user application data are sent from the MC service clients within IP packets to the UE’s lower layers to be transmitted to the targeted MC users over the IOPS EPS and the IOPS MC system. The IOPS MC system receives the IP packets and distributes them to the corresponding targeted MC users via the IOPS EPS.
Proposal 1 The MC services support on the IOPS mode of operation is based on an off-network like operation, where the MC services are directly provided by the MC service clients and transmitted over the IOPS MC system
As described in 3GPP TR 23.778, before the IOPS MC system is able to receive and distribute IP packets related to an MC service on the IOPS mode of operation, the IOPS MC system requires discovering which MC users are within the coverage of the IOPS EPS. For that, once the MC UEs are registered on the IOPS EPS indicating that it intends to utilize the system for the MC services support, e.g. based on a specific APN, the MC users are required to initiate with the IOPS MC system a discovery procedure based on publication, subscription and notification mechanisms. The discovery procedure may include a pre-step to perform a simple user registration on the IOPS MC system.

In the following sections, the main aspects of the IOPS discovery procedure and the MC-service-related IP packets transmissions over the IOPS MC system are described.
2.1.2 IOPS discovery

The basis of the IOPS discovery is that an MC user provides specific connectivity information to the IOPS MC system. The connectivity information includes, but not limited, an IOPS identity, e.g. an IOPS MC user ID, and the UE’s IP address assigned by the IOPS EPS for the support of MC services. The IOPS MC user ID can be a preconfigured ID utilized by the MC user on the IOPS mode of operation. This IOPS MC user ID may be the same MC user ID.
Optionally, the MC user also provides the IOPS group IP multicast address (or the list of IP addresses) that the MC user has been preconfigured with. Like in the off-network operation, an IOPS group IP multicast address is associated to a group the MC user belongs to and can communicate with on the IOPS mode of operation. Additional information can also be considered to be included in the connectivity information.
The connectivity information provided by the MC users is temporary stored by the IOPS MC system during the IOPS mode of operation.

Proposal 2 For the support of MC services on the IOPS mode of operation the MC users provide connectivity information to the IOPS MC system. The connectivity information includes, but not limited, the IOPS MC user ID and assigned UE’s IP address. Optionally, an MC user also provides its IOPS group IP multicast address(es).
Subsequently, the discovered MC users can subscribe to get notified about which other MC users are within the IOPS system, i.e. an MC user gets notified about other IOPS MC user IDs (and its associated IP addresses) available within the IOPS system.
2.1.3 MC-service-related IP packets transmissions over the IOPS MC system

To achieve an off-network like operation, where the MC-service-related IP packets are transmitted over the IOPS MC system, the MC service clients are required to encapsulate within IP the related control and user application messages. So that, the MC UE transmits the IP packets to the IOPS MC system via the IOPS EPS. Subsequently, the IOPS MC system decapsulates the IP packets and distributes them to the targeted MC user(s). This is depicted in Figure 2.1-1.
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Figure 2.1-1 MC-service-related IP packets transmissions over the IOPS MC system
The MC service communication among the users is secured end to end like in off-network operation, i.e. the application data can be only decoded by the participating MC UEs.
Observation 1 The MC service communication among the users is secured end to end like in off-network operation, i.e. the application data can be only decoded by the participating MC UEs.
Proposal 3 To achieve an off-network like operation, the MC service clients encapsulate the MC-service-related IP packets within IP, where the inner IP address is the IP address of the targeted user(s) and the outer IP address is the corresponding IP address of the IOPS MC system.
2.1.4 IOPS MC system support for group communications

The IOPS MC system can provide support for group communications, e.g. a group call, based on MBMS, i.e. considering an IOPS EPS supporting MBMS.

Like in off-network operation, all group communication sessions on the IOPS mode of operation are transmitted to the provisioned IOPS group IP multicast address(es). If the IOPS MC system doesn’t receive any group information from the discovered MC users, when the IOPS MC system receives an IP packet it can determine that the IP packet is related to a group communication session based on the IP address type of the inner IP address. Therefore, when the IOPS MC system identifies that the inner IP address is an IP multicast address type, it distributes the IP packet via the IOPS EPS over an established MBMS bearer, e.g. a specific MBMS bearer for IOPS. Thus, the IP packets are broadcasted over the corresponding IOPS MBMS bearer to all MC UEs within the IOPS system. For that, it is assumed that all MC users have been requested to monitor the corresponding IOPS MBMS bearer. Upon the receipt of IP packets over the IOPS MBMS bearer, an MC service client only decodes IP packets addressed to its configured IOPS group IP multicast address(es). Otherwise, the MC service client discards the IP packets.
Observation 2 The IOPS MC system can determine if received IP packets are related to a group communication session based on the IP address type of the inner IP address. IP multicast addresses are associated to groups.
Proposal 4 If the IOPS MC system doesn’t have available group information, it can distribute IP packets related to group communication sessions based on MBMS. Thus, the IP packets are broadcasted to the MC UEs over a corresponding IOPS MBMS bearer. The MC service clients, which are requested to monitor the corresponding IOPS MBMS bearer, only decode IP packets addressed to its configured IOPS group IP multicast address(es).
Optionally, if the MC users also provide the IOPS group IP multicast address (or the list of IP addresses) that the MC user has been preconfigured with, the IOPS MC system can used this information to determine which users belong to the targeted group. Based on this, the IOPS MC system can distribute the related IP packets over an MBMS bearer associated to a specific IOPS group IP multicast address. Only MC users which published the corresponding IOPS group IP multicast address are requested to monitor the corresponding MBMS bearer. Furthermore, based on the group information, the IOPS MC system can determine to replicate and distribute the IP packet over unicast transmissions to the corresponding MC users.
Proposal 5 If the IOPS MC system does have available group information, it can efficiently distribute IP packets related to group communication sessions based on MBMS or unicast transmissions. 
Figure 2.1-2 describes an example of the support for an MC service group call on the IOPS mode of operation. It is assumed that the MC users 1, 2 and 3 belong to the same IOPS group X, i.e. the users have been configured with a group IP multicast address X associated to the IOPS group X.
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Figure 2.1-2 IOPS MC system support for group communications based on MBMS
1. Before the IOPS mode of operation is initiated, it is assumed that the users are registered to the macro PLMN network and the MC services are supported based on normal on-network operation.

2. The eNB detects that it lost connectivity to the macro EPC. Hence, all users within the eNB’s coverage become detached from the network.

3. The IOPS mode of operation is initiated, i.e. the eNB is an IOPS-capable eNB and begins broadcasting the IOPS PLMN. The IOPS PLMN network is based on an available local EPC supporting the IOPS mode of operation. Besides, the IOPS MC system also begins operating together with the local EPC to support MC services on the IOPS mode of operation. The local EPC supports MBMS and the eNB’s cells are configured to form an IOPS MBSFN area.

4. The IOPS MC system requests to the local EPC to establish an MBMS bearer, i.e. an IOPS MBMS bearer, within the IOPS MBSFN area.

5. Upon the detection of the IOPS PLMN, the UEs register to the IOPS network.

6. The MC users initiate the IOPS discovery procedure and become discovered by the IOPS MC system. As part of the discovery procedure the users publish their IOPS MC user ID and assigned network IP address. The users are not required to publish any group configuration.
7. Once a user is discovered by the IOPS MC system, the IOPS MC system announces the IOPS MBMS bearer. The IOPS MC system indicates to the users that group communication sessions are transmitted over the IOPS MBMS bearer.

8. The users start monitoring the IOPS MBMS bearer and start sending the MBMS listening status report to the IOPS MC system.

9. MC user 1 initiates a group call with the preconfigured IOPS group X. For that, the MC user 1 encapsulates the related IP packets within IP to be transmitted to the targeted group via the IOPS MC system. Therefore, the IP packets contain an inner IP header and an outer IP header. The inner IP header includes as destination IP address the associated preconfigured group IP multicast address of the IOPS group X. The outer IP header includes the configured IP address of the IOPS distribution function at the IOPS MC system.

10. The group call related IP packets are transmitted to the IOPS MC system.

11. The IOPS MC system, in this case the IOPS distribution function, receives the IP packets and determines if the inner IP address type is a multicast IP address or a unicast IP address. For this case, the IOPS MC system identifies that the inner destination IP address is an IP multicast address.

12. The IOPS MC system distributes the related IP packets over the IOPS MBMS bearer. For that, the IP packets are transmitted over the corresponding IOPS MBMS bearer.

13. MC users 2 and 3 receive and decode the IP packets addressed to the group IP multicast address X. MC user 4 discards those related IP packets.

14. The group call continues following the same described procedure.

2.1.5 IOPS MC system support for one to one communications

The IOPS MC system can provide support for one to one communications, e.g. a private call, based on unicast transmissions. For that, when the IOPS MC system identifies that the inner IP address of the received IP packet is an IP unicast address it distributes the IP packets over unicast transmissions via the IOPS EPS.

Observation 3 The IOPS MC system can determine if received IP packets are related to a one-to-one communication session if the IP address type of the inner IP address is an IP unicast address.
Proposal 6 The IOPS MC system can provide support for one to one communications, e.g. a private call, based on unicast transmissions. 
3. Conclusion

In this contribution, the MC services support on the IOPS mode of operation was discussed. The following observation was indicated:

Observation 4 The MC service communication among the users is secured end to end like in off-network operation, i.e. the application data can be only decoded by the participating MC UEs.
Observation 5 The IOPS MC system can determine if received IP packets are related to a group communication session based on the IP address type of the inner IP address. IP multicast addresses are associated to groups.
Observation 6 The IOPS MC system can determine if received IP packets are related to a one-to-one communication session if the IP address type of the inner IP address is an IP unicast address.
Based on the discussion in section 2, the following proposals are considered for the way forward for the specification of the MC services support on the IOPS mode of operation:
Proposal 7 The MC services support on the IOPS mode of operation is based on an off-network like operation, where the MC services are directly provided by the MC service clients and transmitted over the IOPS MC system
Proposal 8 For the support of MC services on the IOPS mode of operation the MC users provide connectivity information to the IOPS MC system. The connectivity information includes, but not limited, the IOPS MC user ID and assigned UE’s IP address. Optionally, an MC user also provides its IOPS group IP multicast address(es).

Proposal 9 To achieve an off-network like operation, the MC service clients encapsulate the MC-service-related IP packets within IP, where the inner IP address is the IP address of the targeted user(s) and the outer IP address is the corresponding IP address of the IOPS MC system.

Proposal 10 If the IOPS MC system doesn’t have available group information, it can distribute IP packets related to group communication sessions based on MBMS. Thus, the IP packets are broadcasted to the MC UEs over a corresponding IOPS MBMS bearer. The MC service clients, which are requested to monitor the corresponding IOPS MBMS bearer, only decode IP packets addressed to its configured IOPS group IP multicast address(es).

Proposal 11 If the IOPS MC system does have available group information, it can efficiently distribute IP packets related to group communication sessions based on MBMS or unicast transmissions. 

Proposal 12 The IOPS MC system can provide support for one to one communications, e.g. a private call, based on unicast transmissions. 
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