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1. Introduction
This contribution introduces a new key issue on taking User's consent for network capability exposure to Edge Application Servers.
2. Reason for Change
Information exposed by the network about the UE or the User to the Edge Application Server may pose privacy risks for the user. An application not consented for by the user should not be allowed to gain access to sensitive information such as location of the user's UE. Hence there is need for a Edge Enabler Server to acquire user consent before allowing any user or UE related API invocation by an Edge Application Server. Similar user consent can be obtained for APIs that involve charging.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.758 v0.2.0.
* * * First Change * * * *

4.x
Key Issue xx: User consent/authorization for network capability exposure to Edge Application Servers

User's consent is an important aspect while dealing with sensitive information about the user or the devices of the user. With the capabilities of the Edge Application Servers to request invocation of 3GPP network capability exposure APIs, such as location APIs, to obtain information about the user and the devices of the user, it is of utmost importance to capture the consent of the user.

The user needs to be in full control of which applications are allowed to request and obtain what information pertaining to the user and the devices belonging to the user and how frequently. Such approvals by the end users ensure that only the legitimate applications, trusted by the user, are able to obtain and make use of the information and services involving the user or user's sensitive information.
While capturing and using user consent is important, it is also important to ensure only authorized users are allowed to grant or modify consent. 

Open issues:

-
How to obtain the user's consent to allow an Edge Application Server's service or information request? 
-
How to ensure that only an authorized user is able to grant or modify the consent?
Editor's Note: The aspects of defining end-user consent/authorization over APIs is in the scope of SA3.
Editor's Note: The aspects of the usage of end-user consent/authorization over APIs is in the scope of SA6.
