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1. Introduction
This contribution introduces a new key issue on taking User's consent for network capability exposure to Edge Applications.
2. Reason for Change
Information exposed by the network about the UE or the User to the Edge Application may pose privacy risks for the user. An application not consented for by the user should not be allowed to gain access to sensitive information such as location of the user's UE. Hence there is need for a Edge Enabler Server to acquire user consent before allowing any user or UE related API invocation by an Edge Application. Similar user consent can be obtained for APIs that involve charging.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.758 v0.2.0.
* * * First Change * * * *

4.x
Key Issue xx: User consent for network capability exposure to Edge Applications

User's consent is an important aspect while dealing with sensitive information about the user or the devices of the user. With the capabilities of the Edge Applications to request invocation of 3GPP network capability exposure APIs, such as location APIs, to obtain information about the user and the devices of the user, it is of utmost importance to capture the consent of the user.

The user needs to be in full control of which applications are allowed to request and obtain what information pertaining to the user and the devices belonging to the user and how frequently. Such approvals by the end users ensure that only the legitimate applications, trusted by the user, are able to obtain and make use of the information and services involving the user or user's sensitive information.
While capturing and using user consent is important, it is also important to ensure only authorized users are allowed to grant or modify consent. 

Open issues:

-
How to obtain the user's consent to allow an Edge Application's service or information request? 
-
How to ensure that only an authorized user is able to grant or modify the consent?
* * * Next Change * * * *

5.x
Capability exposure to Edge Applications

5.x.1
General

5.x.2
Requirements

[AR-5.x.2-a]
The Edge Enabler Server shall check user’s consent before exposing user or UE related APIs to an Edge Application.
* * * Next Change * * * *

7.x
Solution #x: Obtaining user's consent for network capability exposure to Edge Applications

7.x.1
Solution description

The following solutions correspond to key issue #x on obtaining user's consent for network capability exposure to Edge Applications as specified in subclause 4.x.

7.x.1.1
Application client initiated

The Application Client can request the Edge Enabler Client to obtain user's consent for the Edge Application and provide it to the Edge Enabler Server. With the request, the Application Client also provides application specific user information to the Edge Enabler Client. The Edge Enabler Client passes this application specific user information to the Edge Enabler Server, which stores a mapping between the Edge Enabler Client and the application specific user information. Later, on receiving a request with the application specific user information, from an Edge Application, the Edge Enabler Server maps it to the Edge Enabler Client.

Figure 7.x.1.1-1 illustrates the interactions between the Application Client, Edge Application, Edge Enabler Client and the Edge Enabler Server for sharing application specific user information with user consent to the Edge Enabler Server.
Pre-conditions:

1.
The Edge Enabler Client is able to authorize the user (for e.g. by using biometrics, passwords, PIN, pattern lock methods etc.).
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Figure 7.x.1.1-1: Application Client initiated user consent request

1.
The Application Client and Edge Application gather the application specific user information, which can uniquely identify the user within the domain of the application. Along with the app-specific user info, the application also determines the network capabilities it may need which require user's consent.

2.
The Application Client provides this information to the Edge Enabler Client, along with request to share the application specific user information and user consent with the Edge Enabler Server.

3.
The Edge Enabler Client notifies the user and request for user's consent. The Edge Enabler Client should authorize the user before accepting any change in the user consent for e.g. by using features such as biometrics, password, PIN, pattern locks, etc. The user can provide consent to allow the Edge Application to avail the service or UE ID with a validity, for e.g., once, always, for limited number of time, time-bound, location bound etc.

4.
The Edge Enabler Client shares the application specific user information with the Edge Enabler Server along with any user's consent information.

5.
The Edge Enabler Server stores the application specific user information and the user's consent information along with a reference to the Edge Enabler Client for future use. 

6.
The Edge Application sends a request to the Edge Enabler Server with the user information for the UE ID or the service(s) it requires.

7.
The Edge Enabler Server shall verify user's consent for the services requested by the Edge Application using the information stored in step 5.

8.
The Edge Enabler Server responds to the Edge Application accordingly. 

7.x.1.2
Edge Application initiated

The Edge Enabler Server can request the Edge Enabler Client to acquire the user's consent for a particular request from an Edge Application.

Figure 7.x.1.2-1 illustrates the interactions between the Edge Application, Edge Enabler Server and the Edge Enabler Client for obtaining user's consent for network capability exposure to Edge Application upon request for service or UE ID.

Pre-conditions:

1.
The Edge Enabler Server is able to map the user information provided by the Edge Application to the appropriate Edge Enabler Client; and

2.
The Edge Enabler Client is able to authorize the user (for e.g. by using biometrics, passwords, PIN, pattern lock methods etc.).
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Figure 7.x.1.2-1: Edge Application initiated user consent request

1.
The Edge Application sends a request to the Edge Enabler Server with the user information for the UE ID or the service(s) it requires.

2.
Upon receiving the request, the Edge Enabler Server, check the stored user's consents. If the user's consent is not available, the Edge Enabler Server sends a User consent request to the Edge Enabler Client. The request includes the application identifier and the service(s) it requires. The request may also include user information.

3.
The Edge Enabler Client requests the user for consent. The Edge Enabler Client should authorize the user before accepting any change in the user consent, for e.g. by using features such as biometrics, password, PIN, pattern locks, etc. The user can provide consent to allow the Edge Application to avail the service or UE ID with a validity, for e.g., once, always, for limited number of time, time-bound, location bound etc.

4.
The Edge Enabler Client sends the User consent response message to the Edge Enabler Server with the user's consent.

5.
The Edge Enabler Server stores the user's consent for future reference. 

6.
The Edge Enabler Server responds to the Edge Application accordingly.

7.x.1.3
Edge Enabler Client initiated

The user, after granting (or denying) consent for a particular Edge Application, may require changing it. In such a scenario, the Edge Enabler Client can be requested to provide relevant updates to the Edge Enabler Server.

Figure 7.x.1.3-1 illustrates the interactions between the Edge Application, Edge Enabler Server and the Edge Enabler Client for updating user's consent for network capability exposure to Edge Application.

Pre-conditions:

1.
The Edge Enabler Client is able to authorize the user (for e.g. by using biometrics, passwords, PIN, pattern lock methods etc.).
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Figure 7.x.1.3-1: Edge Enabler Client initiated user consent request

1.
The user updates the consent information for an Edge Application using the Edge Enabler Client. The Edge Enabler Client should authorize the user before accepting any change in the user consent, for e.g. by using features such as biometrics, password, PIN, pattern locks, etc. 

2.
The Edge Enabler Client sends the User consent update request to the Edge Enabler Server. The request contains the updated consent information.

3.
The Edge Enabler Server sends a User consent update response to the Edge Enabler Client. 

4.
The Edge Enabler Server stores the updated user's consent information for future reference.

5.
The Edge Enabler Server may further share the updated user's consent information with the Edge Application.

7.x.2
Solution evaluation

Editor's Note:
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