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SEAL refers to user authorization in Section 12.3.3, “General user authentication and authorization for VAL services”. A procedure for user authorization is described. There are notes and editor’s notes that state that user authorization is responsibility of SA3 and the described procedure may require further study.

The procedures and information flows for group management in Section 10.3 consider an authorized UE which is aware of the other UEs and communicates with the V2X application server for group creation and management. How does the authorized UE know about other UEs and ensure they are authorized to be member of the group is, however, not described. There is a pre-condition in Section 10.3.3., that the authorized VAL user or UE is aware of the identities of the other UEs. Also, how authorization is performed is not explained.

	10.3.3
Group creation

Figure 10.3.3-1 below illustrates the group creation operations by authorized VAL user/UE/administrator to create a group. It applies to the scenario of normal group creation by a VAL administrator or by authorized user/UE.

Pre-conditions:

1.
The group management client, group management server, VAL server and the VAL group members belong to the same VAL system.

2.
The authorized VAL user/UE/administrator is aware of the users' identities which will be combined to form the VAL group.


In the group notification, described is Step 4 in Section 10.3.3, the other UEs that are members of the group are provided with a VAL group ID and the identities of other UEs. The notification includes the VAL group ID and identity list of other UEs.
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Figure 10.3.3-1: Group creation

1.
The group management client of the authorized VAL user/UE/administrator requests group create operation to the group management server. The identities of the users or UEs being combined and the information of the VAL services that are enabled on the group shall be included in this message.
2.
During the group creation, the group management server creates and stores the information of the group. The group management server performs the check on the policies e.g. maximum limit of the total number of VAL group members for the VAL group(s).
NOTE:
The exact policies are out of scope of the present document.
3.
The group management server may conditionally notify the VAL server regarding the group creation with the information of the group members.

4.
The VAL group members of the VAL group are notified about the newly created VAL group configuration data.
5.
The group management server provides a group creation response to the group management client of the administrator/authorized VAL user/UE.


In Uu-based group communication, there may not be platoon leader or authorized UE but all UEs are rather treated the same. The group announcement from the group management server to group management clients, defined in Section 10.3.2.28, is sent after a group is created at the VAE server and before UEs have joined the group. Including the identity list may result in an authorization and data protection issue as the VAE server is disclosing the identities of other UEs to UEs who may not join the group. As a result, an editor’s note is added: Whether the identity list is sent to all VAL UEs is FFS. 
	10.3.2.28
Group announcement

Table 10.3.2.28-1 describes the information flow for a group management server to announce a VAL group to the group management clients.

Table 10.3.2.28-1: Group announcement
Information element

Status

Description

VAL group ID
M

The group ID used for the VAL group.

VAL service ID list (see NOTE)

O

List of VAL services whose service communications are to be enabled on the group.
Geo ID list (see NOTE)

O

List of geographical areas to be addressed by the group.

Identity list (see NOTE)

O

List of VAL UE IDs who are member of the group.

NOTE:
At least one of these IEs shall be present.
Editor's note:
Whether the identity list is sent to all VAL UEs is FFS.


Conclusion:

In current SEAL group-management procedures, the group management server notifies the group management clients after group creation, updates, etc. Whether the UEs are authorized to be part of this group or to be aware of other UEs in the group is not disclosed. It is assumed that an authorized UE is aware of these UEs that will be part of the group and communicates with the configuration management server to form a group.

The user authorization for group management for Uu, i.e., if UEs are authorized to communicate with the V2X application server and be part of a V2X communication is out of scope of this document. The VAE server shall be aware of the user identities of authorized UEs and authorized to form a group which includes these identities. The VAE server decides to which UEs the group announcement shall be sent. The decision can be based on the list of authorized UEs and other criteria (e.g. user consent, service or vehicle driving profile).
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