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1. Introduction
During the SA6#30 meeting, the architecture principles was proposed and SA6 discussed whether and how to differentiate the edge computing service based on the mobile subscription. This contribution discusses the use cases how the operator differentiates the edge computing services.
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<Service differentiation based on mobile subscription>

By using edge computing, the operator can provide 5G applications by hosting edge applications in the edge networks 
-
Service differentiation: The mobile operator is able to provide service differentiation (e.g. by enabling/disabling the edge computing functionalities).
Key Issue 6: Application Architecture identifies the issues as follows:

-  How to allow the mobile network operator to authenticate and authorize a UE to use edge computing service.
2. Reason for Change
To support the architecture principle of service differentiation based on mobile subscription as described in the clause 5 and to meet the related key issue, it is proposed add a new solution for application authentication and authorization for service differentication.

3. Conclusions

It is proposed to adopt the proposed text.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.758
* * * First Change (all new text) * * * *

7.X
Solution #X: Application authentication and authorization for service differentiation

By using edge computing, the operator can provide 5G applications by hosting edge applications in the edge networks 
-
Service differentiation: The mobile operator is able to provide service differentiation (e.g. by enabling/disabling the edge computing functionalities).
This solution address the key issue on “how to allow the mobile network operator to authenticate and authorize a UE to use edge computing service”.
7.X.1
Solution description

The solution for application authentication and authorization is used to differentiate the UE’s edge computing service based on the user profile or subscription. This solution uses the widely adopted OAUTH2 framework described in [RFC6750, RFC8252] to authenticate/authorize the UE.
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Figure 7.X.1-1: Service differentiation using Application Authentication/Authorization

1. Application Authentication procedure among UE, AAF and 3GPP CN. 

If the application authentication is required, the application authentication procedure is performed between the UE and the Application Auth Function. The Application Auth Function determines the appropriate authentication method. Based on the Application Authentication method (e.g. ID/Password mechanism or Application AKA method), the Application Auth Function requests the 3GPP CN to authenticate the UE. After successful application authentication, the AAF may retrives the application profile for the UE from the UDM or from user profile database.

Editor’s Note: It is FFS how to retrieve an application profile from the UDM is the scope of SA2.
Editor’s Note: The detailed contents of application profile information is FFS.
2. Access Token Acquisition procedure between the UE and AAF. 

After successful application authentication, the UE sends the authentication grant to the AAF to acquire the Access Token. If the AAF verifies the authentication grant, it generates the Access Token with appropriate application profile and sends it to the UE.

Editor’s Note: The step 1 and step 2 of this procedure is the scope of SA3.
3. The UE sends an application request to the Application Function (e.g. Edge Enabler Server), the application request message includes an Access Token. 
Editor’s Note: It is FFS how to use Access Token. Based on the use case, it is FFS whether the use of Access Token is mandatory or not.
4. The Edge Enabler Server performs Access Token Verification procedure with AAF. If the AAF verifies the Access Token successfully, it responds the AF with sending the verification result with authorized application profiles.
Editor’s Note: It is FFS what is the authorized application profiles.
5. The Edge Enabler Server provides the granted application service or requested information selectively based on the application profile to the UE.
* * * End of Changes * * * *[image: image3.png]
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