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1. Introduction
This pCR updates the overall evaluation to take into account solutions introduced since TR 23.784 v1.0.0 was created.
2. Reason for Change
Further evaluations for solutions introduced since TR 23.784 v1.0.0 was created need to be added. SA1 have responded on discreet listening for groups, and there is a related key issue and solution, therefore the editor's note in subclause 7.1 can be deleted. There will be no key issues without solutions, and so subclause 7.3 can be deleted.
3. Proposal
It is proposed to agree the following changes to 3GPP TR 23.784 v110.


* * * First Change * * * *
[bookmark: _Toc448480874][bookmark: _Toc6298341]7	Overall Evaluation
[bookmark: _Toc485218590][bookmark: _Toc6298342]7.1	General
The following subclauses contain an overall evalation of the solutions presented in this technical report, and their applicability to the key issues raised. Subclause 7.2 provides an evaluation of the solutions provided in clause 6, and their impact on other entities and working groups, and shows the mapping of the solutions to the key issues outlined in clause 5. Subclause 7.3 lists the key issues that do not have explicit solutions in this Technical Report, together with comments concerning their resolution. Subclause 7.34 lists the key issues with security implications that will need consideration in 3GPP SA WG3.
Editor's note: the response from SA1 on requirements for discreet listening of groups may cause additional solutions and evaluation.
[bookmark: _Toc485218591][bookmark: _Toc6298343]7.2	Solution evaluation
Table 7.2-1 below shows the mapping of key issues to solutions.
Table 7.2-1: Mapping of key issues to solutions
	Key issue
	Solution

	1: Selection of MC service for discreet listening
	Solution #1: Functionality for discreet listening

	2: Group membership of authorized MC user for discreet listening
	Solution #1: Functionality for discreet listening

	3: Discreet listening for MCVideo push and pull and MCData file upload and download
	Solution #2: Discreet listening of MCVideo push and pull

	4: Discreet listening of end to end encrypted calls
	Out of scope (see note)

	5: Logging and replay of end to end encrypted calls
	Out of scope (see note)

	6: Source MC service server for discreet listening of user in group call
	Solution #1: Functionality for discreet listening

	7: Discreet listening and logging for interconnected MC system
	Solution #4:	On-network logging for interconnection and migration 

Solution #5: Discreet listening for interconnection and migration

	8: Discreet listening and logging for migrated MC service user
	Solution #4:	On-network logging for interconnection and migration 

Solution #5: Discreet listening for interconnection and migration

	9: Discreet listening and logging for user receiving MC service on multiple devices
	Solution #1: Functionality for discreet listening
Solution #2: Discreet listening of MCVideo push and pull
Solution #3: Functionality for on-network logging and replay

	10: Logging of MC service users and MC service groups
	Solution #3: Functionality for on-network logging and replay

Solution #y: Functionality for on-network logging and replay

	11: Logging of MCData content server and message store services
	Solution #7: Logging of MCData message store and MCData content server

	12: Discreet listening of MCData content server and message store services
	Solution #8: Discreet listening of MCData message store and MCData content server

	13: Discreet listening towards an MC service group
	Solution #6: Discreet listening to an MCPTT group

	14: Limitations on discreet listening due to regulatory constraints and operator security policies
	Solution #x: Functionality for discreet listening with regulatory constraints and operator security policies

	NOTE:	Security solutions are within the remit of SA3



The solutions specified in this technical report are described in table 7.2-2, together with the evaluation text for each solution.
Table 7.2-2: Solution evaluations
	Solution 
	Applicable key issues
	Evaluation
	Impact on other entities and working groups

	Solution 1: Functionality for discreet listening
	1: Selection of MC service for discreet listening

2: Group membership of authorized MC user for discreet listening

6: Source MC service server for discreet listening of user in group call

9: Discreet listening and logging for user receiving MC service on multiple devices
	This solution allows discreet listening to be achieved with minimal changes to the functional model as it only requires enhancement to existing functional entities and reference points. It also allows discreet listening to be invoked on a service dependent basis as it is achieved as a function of the MC service specific MC service clients. It supports the situations where the MC service user is receiving MC service on multiple MC service clients.
	Minor impact on downstream groups to add functionality to existing functional entities and reference points.

	Solution 2: Discreet listening of MCVideo push and pull
	3: Discreet listening for MCVideo push and pull and MCData file upload and download

9: Discreet listening and logging for user receiving MC service on multiple devices
	This solution allows discreet listening of MCVideo push and pull transactions to be achieved with minimal changes to existing MCVideo functionality, as the provision of discreet listening is based on existing MCVideo push and pull procedures.  The solution includes a means of identifying the MCVideo client where an MCVideo user is receiving MCVideo service from multiple MCVideo clients. Additional configuration parameters are likely to be needed to support the service.
	Minor impact on downstream groups to add functionality to existing functional entities and reference points.

	Solution 3: Functionality for logging and replay
	10: Logging of MC service users and MC service groups

9: Discreet listening and logging for user receiving MC service on multiple devices
	This solution defines new functional entities and reference points to fulfil the on-network logging requirement together with reuse of existing common services core functional entities and reference points. The new functional entities and reference points will be based on the functionality of existing MC service clients and associated reference points. The solution includes a means of identifying the MC service client where an MC service user is receiving MC service from multiple MC service clients.
A set of procedures will need to be defined to show the invocation of logging functions on logged calls.
	Impact on downstream groups to add new functionality, based on existing call related functionality.

	Solution 4:	On-network logging for interconnection and migration
	7: Discreet listening and logging for interconnected MC system

8: Discreet listening and logging for migrated MC service user
	This solution expands the solution defined in solution 3 to allow logging where the logging equipment is providing logging services in a different MC system to that of the MC logging equipment. 
Three options are provided to provide configuration to a partner MC system to enable logging of individual communications. Of these, option 1 which adds the MC service ID associated with the MC logging equipment to the user profile is preferred as it does not add further configuration tables to be exchanged between primary and partner MC systems to enable interconnection and migration, and does not require any analysis in the partner MC system to determine which MC service servers need to be provided with the information.
	Impact on downstream groups to add parameters to configuration tables.

	Solution 5: Discreet listening for interconnection and migration
	7: Discreet listening and logging for interconnected MC system

8: Discreet listening and logging for migrated MC service user
	This solution expands the solutions 1 and 2 to allow discreet listening where the target is receiving MC service from a different MC system from that of the authorized user performing discreet listening. Three configuration options are provided to enable discreet listening. Of these three options, option 1 is the most consistent with current MC system operation and requires the least additional configuration work, however options 2 and 3 may result in simpler solutions.
	Impact on downstream groups to add parameters to configuration tables, or to create new configuration tables.

	Solution 6: Discreet listening to an MCPTT group
	13: Discreet listening towards an MC service group
	This solution supports discreet listening of a target group by using similar mechanisms of discreet listening of a target user defined in Solution 1. This solution has no impact to the existing function models.
	Minor impact on downstream groups to add functionality to existing functional entities and reference points.

	Solution 7: Logging of MCData message store and MCData content server
	11: Logging of MCData content server and message store services
	This solution provides a solution for logging of MCData file distribution where an MCData content server is in use. Additional functionality is required for the MCData server to inform the MC logging function of file distribution transactions; however this is similar to functionality required between an MCData server and an MCData client for file distribution.
	Impact on downstream groups to add new functionality, based on existing MCData server to client functionality.

	Solution 8: Discreet listening of MCData message store and MCData content server
	12: Discreet listening of MCData content server and message store services
	This solution provides a solution for discreet listening of MCData file distribution where an MCData content server is in use. Additional functionality is required for the MCData server to inform the MCData client of the authorized user of file distribution transactions; however this is similar to functionality required between an MCData server and an MCData client for file distribution.
	Impact on downstream groups to add new functionality, based on existing MCData server to client functionality.

	Solution x: Functionality for discreet listening with regulatory constraints and operator security policies
	14: Limitations on discreet listening due to regulatory constraints and operator security policies
	This solution allows discreet listening with regulatory constraints and applied operator security policies to be achieved with minimal changes to the functional model as it only requires enhancement to existing functional entities and reference points. It also allows discreet listening to be invoked on a service dependent basis as it is achieved as a function of the MC service specific MC service clients.
	Impact on downstream groups to add new functionality, based on existing call related functionality.

	Solution y: Functionality for on-network logging and replay
	10: Logging of MC service users and MC service groups
	This solution defines new functional entities and reference points to fulfil the on-network logging requirement together with reuse of existing common services core functional entities and reference points. The new functional entities and reference points will be based on the functionality of existing MC service clients and associated reference points.
The interaction between the MC replay client and MC logging function is outside the scope of the present document.
A set of procedures will need to be defined to show the invocation of logging functions on logged calls.
	Impact on downstream groups to add new functionality, based on existing call related functionality.




[bookmark: _Toc485218592][bookmark: _Toc6298344]7.3	Key issues with no associated solutions
Table 7.3-1 lists the key issues described in this technical report that have no specific solutions, together with comments concerning their resolution.
Editor's note: This subclause will be removed if there are no key issues without solutions when the TR is concluded.
Table 7.3-1: Key issues with no associated solutions
	Key issue 
	Comment

	
	

	
	

	
	

	
	

	
	

	
	

	
	



[bookmark: _Toc485218593][bookmark: _Toc6298345]7.34	Key issues with security implications
The following key issues have security considerations that will need review and possible solutions by SA3:
-	Key issue 4: Discreet listening of end to end encrypted calls; and
-	Key issue 5: Logging and replay of end to end encrypted calls.


