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1. Introduction
Regulatory constraints can have an impact on specific functionalities and in this case on discreet listening and logging.
2. Reason for Change
With the updated list of requirements, the following requirement has to be reflected as well:
3GPP TS 22.280 as described with CR 0107.

“…

[R-6.15.1-003] Subject to regulatory constraints and operator security policies, the MCX Service shall allow to be configured not to provide transmissions from MCX Users who are communicating with the discreet listening target MCX User, and who are not themselves targets of discreet listening.

…”
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.784 v1.1.0.
* * * First Change * * * *

6.X
SolutionX: Functionality for discreet listening with regulatory constraints and operator security policies
6.X.1
Description
6.X.1.1
Functional model

Discreet listening is carried out by an authorized user, who requests discreet listening for the communications of another user or several users. There is no differentiation to the type of communication, e.g. individual or group communications. The authorized user will require a client entity capable of fulfilling the discreet listening request. The functionality required is the same as that of an MC service client, with the addition of the capability to request discreet listening and specify an MC service user or several MC service users as target. In contrast to discreet listening with no constraints, discreet listening with regulatory constraints and operator security policies is only applied to an MC service user or several MC service users, which are identified as target MC service user(s). The communications of other MC service users which are not defined as targets are not available to the requested authorized MC service user.

This solution addresses aspects of key issue 14, Limitations on discreet listening due to regulatory constraints and operator security policies.

6.X.1.2
Configuration

The user profiles for MCPTT, MCVideo and MCData which are specified in 3GPP TS 23.379 [7], 3GPP TS 23.281 [8] and 3GPP TS 23.282 [9] will need additional configuration to be added as shown in Table 6.X.1.2-1 below.

Table 6.X.1.2-1: Addition to MC service user profiles (on network)
	Reference
	Parameter description
	MC service UE
	MC service Server
	Configuration management server
	MC service user database

	
	Authorized to perform discreet listening on another MC service user
	Y
	Y
	Y
	Y

	[R-6.15.1-003] of 3GPP TS 22.280 [2]
	List of users upon whom discreet listening can be invoked
	
	
	
	

	
	> MC service ID (see NOTE)
	Y
	Y
	Y
	Y

	NOTE:
Due to regulatory constraints and operator security policies only MC service IDs are provided, which are identified as targets.


In Table 6.X.1.2-1 'MC service' represents one of MCPTT, MCVideo or MCData.

6.X.1.3
Procedures

6.X.1.3.1
General

New procedures are added to allow the MC service client of the authorized user to invoke and revoke discreet listening of an MC service user or several MC service users identified as target(s), and to allow the MC service server to provide the content of communications in which the target MC service users are involved. Communications of a MC service user or several MC service users not identified as targets are not available to the requested authorized MC service user.

6.X.1.3.2
Discreet listening invocation and revocation procedures

The procedure allows the MC service client of the authorized user to request discreet listening of a target MC service user. The procedure is illustrated in Figure 6.X.1.3.2-1 below.
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Figure 6.X.1.3.2-1: Discreet listening invocation

The information flows needed to support such a procedure are shown in tables 6.X.1.3.2-1 and 6.X.1.3.2-2 below.

Table 6.X.1.3.2-1: Discreet listening activation request
	Information element
	Status
	Description

	MC service ID (NOTE)
	M
	MC service ID of the target of the discreet listening request

	NOTE:
Due to regulatory constraints and operator security policies only a MC service ID is provided, which is identified as target.


Table 6.X.1.3.2-2: Discreet listening activation response
	Information element
	Status
	Description

	MC service ID (NOTE)
	M
	MC service ID of the target of the discreet listening request

	Result
	M
	Indicates the success or failure of the discreet listening request

	NOTE:
Due to regulatory constraints and operator security policies only a MC service ID is provided, which is identified as target.


A similar procedure, not illustrated here, is required for revocation of the discreet listening function.

6.X.1.3.3
Provision of discreet listening content for private communications

When the target user makes or receives a private call or initiates individual communications with a server, the authorized user needs to be informed and provided with the media. Figure 6.1.1.3.3-1 below illustrates a procedure where discreet listening target MC service client 1 sets up a call.
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Figure 6.x.1.3.3-1: Discreet listening of target initiated private call

Steps 1 to 7 follow those in solution 1, subclause 6.1.1.3.3.

When the target MC service client 1 sends media (step 8a) to the called party MC service client 2 (step 8b), the media is also sent to the authorized user MC service client 3 (step 8c) by the MC service server,
However, when the called party MC service client 2, who is outside the scope of the constrained discreet listening service, sends media (step 9a) to the target MC service client 1 (step 9b), media is not forwarded to the authorized user MC service client 3.
The procedure is similar if the target of the discreet listening is the recipient of the private call.

NOTE:
If the MC service server does not receive the 'discreet listening call response' for any reason, the call should still proceed so that the requirement that the call is not affected and the target user is not aware of the discreet listening process is satisfied.

6.X.1.3.4
Provision of discreet listening content for group communications

When the target user makes or receives a group call, the authorized user needs to be informed and provided with the media. Figure 6.1.1.3.4-1 below illustrates a procedure where discreet listening target MC service client 2 is a receiving party in a group call initiated by another affiliated group member.
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Figure 6.x.1.3.4-1: Discreet listening of target initiated group call

The procedure is similar if the target of the discreet listening is the initiator of the group call.

NOTE 1:
If the MC service server does not receive the 'discreet listening call response' for any reason, the call should still proceed so that the requirement that the call is not affected and the target user is not aware of the discreet listening process is satisfied.

NOTE 2:
It is irrelevant whether the authorized user is or is not a member of the MC service group.

6.X.1.3.5
Information flows for discreet listening

Identical to solution 1, subclause 6.1.1.3.5.

6.X.2
Impacts on existing nodes and functionality
This solution results in the following impacts on existing entities and reference points:

-
Similar impacts as described in solution 1, subclause 6.1.3.

In each case, MC service is one of MCPTT, MCVideo or MCData.

6.X.3
Solution Evaluation

This solution allows discreet listening with regulatory constraints and applied operator security policies to be achieved with minimal changes to the functional model as it only requires enhancement to existing functional entities and reference points. It also allows discreet listening to be invoked on a service dependent basis as it is achieved as a function of the MC service specific MC service clients.
* * * Next Change * * * *
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