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1. Introduction
This contribution introduce a new solution to Functionality for on-network logging and replay.
2. Reason for Change
This solution 3 provide a functionality for on-network logging and replay which the MC replay client of the MC replay equipment is authorized and authenticated via CSC-1, and further receives the security information needed to replay logged communications via CSC-8. However, The interface MCLog-10 between the logging recorder and the replay client to retrieve communications is outside the scope of solution 3, which means that how and whether the MC logging function to authorized and authenticated the MC replay client before provding the logged information. Therefore, only standardize the authorization and authentication of the MC replay equipment via CSC without MCLog-10 makes no sense.
So this pCR provide another functionality for on-network logging and replay which make the MC replay equirment only interact with MC logging function, and both the MC replay equipment and the interface between MC replay equipment and MC logging function are implementation.
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.784 v1.1.0.
* * * First Change * * * *

6.x
Solution x:
Functionality for on-network logging and replay
6.x.1
Description
6.x.1.1
Functional model

To support on-network logging and replay, existing common service core functional entities are reused. 

The MC logging function makes use of a new MC logging client which has a subset of the functionality of an existing MC service client, in that it can receive communications information and communications content relating to logged users, but cannot set up calls or demand to take part in calls. Provision of call related information and call content is achieved by configuration in the MC service server. The MC logging client uses an MC service ID to allow call related information and call content to be routed to the MC logging client, reusing functionality from existing reference points.

NOTE 1:
An MC logging function may contain multiple MC service clients to allow the separate services MCPTT, MCVideo and MCData to be logged within the same function. However this is out of scope of the description of the functional model.

Figure 6.x.1.1-1 below illustrates the functional entities and reference points of the common services core in the application plane that are used for logging.
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Figure 6.x.1.1-1: Common services core functional model for logging

The difference to solution#3 is listed as below:
1.
The MC replay function receives the necessary security information (e.g., keys used to decrypt the signalling information and media if the solution is intended to log communications with any end to end encryption removed) needed to replay logged communications via MCLog-11 from MC Logging function. A user of the replay function, or an automatic function of the replay function, will perform the necessary authorizations to retrieve logged communications, and MCLog-11 will be used to verify the authenticity and authorization of the user or function.

2.
The interface MCLog-10 is used for the MC replay client to access logged communications from logging storage in MC logging function.

3.
MCLog-10 and MCLog-11 do not need to use 3GPP access for connectivity, and are outside the scope of this solution.

Figure 6.3x1.1-2 below shows the MC service related application plane entities used to log communications.
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Figure 6.x.1.1-2: MC service related application plane functional model for logging

The description MC service related application plane functional model for logging is the same as described in solution#3.

6.x.1.2
Configuration

The configuration aspect is the same as described in solution#3.

6.x.1.3
Procedures

The procedures to enable MC logging function is the same as described in solution#3.

The MC replay equipment and the interfaces MCLog-10, MClog-11 are outside scope of this solution.

6.x.2
Impacts on existing nodes and functionality

New entities are introduced in this solution, specifically the MC logging equipment and its constituent MC logging client together with MC logging storage and the MC replay equipment containing the MC replay client. The new MC logging client is based on existing MC service clients to maximise reuse of existing functionality and reference points.

The process for authentication and service authorization use existing functional entities, reference points and procedures.

New configuration will be introduced to configure logging equipment, and to configure MC service groups with the list of MC logging equipment that will log MC service group communications.

New procedures for logging call related information and call contents will be required. However these can be based on existing procedures for call setup and floor, transmission and media control within calls.

Interactions between MC logging client, logging storage and the MC replay client are not specified within this solution and so have no impact on existing nodes and functionality.

6.x.3
Solution Evaluation

This solution defines new functional entities and reference points to fulfil the on-network logging requirement together with reuse of existing common services core functional entities and reference points. The new functional entities and reference points will be based on the functionality of existing MC service clients and associated reference points.

The solution making the MC replay client, and the interactions for MC replay client to access the logged communication implementation, as theMC  logging functions owns the logged communication and should be responsible for the logged communication controlling.

A set of procedures will need to be defined to show the invocation of logging functions on logged calls.
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