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1. Introduction

TR 23.778 focuses on identifying application architecture solutions needed to support mission critical services during the IOPS mode of operation. Many solutions have been introduced in this TR based on the on-network and off-network functional models described in 3GPP TS 23.280. Therefore, this contribution is presented to provide a further evaluation and conclusions of the IOPS solutions.
2. Discussion

2.1 Functional model solutions in IOPS
As described in TR 23.778 section 6, the functional model solutions studied in this TR are based on the on-network and off-network functional models described in 3GPP TS 23.280. The functional model solutions based on the on-network functional model include having a fully functional IOPS MC system, which can be either in standby (standalone system) or active (acting as a partner system) during normal operation. On the other hand, the functional model solution based on the off-network functional model is a model where the IOPS MC system only provides IP connectivity to the served MC users.
A summary of the functional model solutions studied in this TR are listed in table 2.1.
Table 2.1: Architecture evaluation – Functional model solutions in IOPS

	Architecture solution
	Functional model

	Solution 2 - Functional model for IOPS based on a switchable standalone MC system
	On-network

	Solution 3 - Functional model for IOPS based on an always-on partner MC system
	On-network

	Solution 4 - Functional model for IOPS MC system based on only IP connectivity
	Off-network

	Solution 5 - Functional model for IOPS based on an always-on participating server
	On-network


The functional model of solutions 2, 3, and 5 are based on the on-network functional model. These solutions require that all available IOPS MC systems maintain a fully user and service data synchronization with the primary MC system before the occurrence of a backhaul failure. As described in the key issue 2-1 (subclause 4.1.1 in TR 23.778), the user and service configuration data synchronization between the (on-network based) IOPS MC systems and the primary MC system is important for the correct support of MC services during the IOPS mode of operation. However, the implementation of such a synchronization mechanism implies a high operational complexity to guarantee that all the available IOPS MC system within the network are fully synchronized with the primary MC system before a backhaul failure.
Observation 1 The implementation of a synchronization mechanism between all available IOPS MC systems and the primary MC system implies a high operational complexity.
Also, it also becomes obvious that such a synchronization mechanism which includes the distribution and storage of all the user and service data in all available IOPS MC systems within a network may involve further security issues.
Observation 2 The need of service and user data synchronization between all the IOPS MC systems and the primary MC system may represent further security issues.
On the other hand, the functional model of solution 4 is based on the off-network functional model. This MC-service-server-less functional model allows communication between the MC users via the IOPS MC system, where the MC services are provided by the MC service clients and the IOPS system only relays the IP traffic. For that, two (new) functional entities in the IOPS MC system are required to provide the IP connectivity functionality to the (authenticated and authorized) MC users being served by the IOPS MC system. This solution doesn’t require configuration data synchronization between the primary MC system and all available IOPS MC systems. Therefore, a lower operational complexity can be achieved and security issues can also be mitigated.
Observation 3 An off-network functional model based solution doesn’t require configuration data synchronization between the primary MC system and all available IOPS MC systems. Also, it mitigates security issues.
Hence, it is preferred that the support of MC services on IOPS mode of operation is based on an IOPS MC system that doesn’t require configuration data synchronization with the primary MC system.

Proposal 1 The support of MC services on IOPS is based on an IOPS MC system functional model that doesn’t require configuration data synchronization with the primary MC system

2.2 Implementation evaluation of the IOPS solutions
TR 23.778 includes two solutions following the proposal 1 in section 2.1: Solution 1 (subclause 6.1 in TR 23.778) and solution 4 (subclause 6.4 in TR 23.778).

Solution 1 is an on-network based solution. This solution addresses the synchronization issue by provisioning the IOPS MC system based on the available on-network related data in the MC service client. However, this solution entails an issue about how an on-network based MC IOPS system can handle missing user and service parameters that are not available at the MC clients and required for a normal on-network operation. This means that the IOPS MC system cannot be fully based on the already specified on-network procedures. Instead, new mechanisms need to be considered for the operation of an on-network MC system under the situation of these missing required parameters. This can be translated to a high standardization impact. Also, this can lead to a high implementation and operational complexity for an on-network based MC system being able to operate under normal operation as well as IOPS mode of operation. 
Observation 4 An on-network based IOPS MC system where the configuration data is provisioned by the MC service clients will need the specification of new procedures and mechanisms to operate under the situation of having missing required parameters. This can lead to a high implementation and operational complexity for an on-network based MC system being able to operate under normal operation as well as IOPS mode of operation.
Also, considering that an IOPS solution may include the availability and deployment of several IOPS MC systems within a network, the required footprint and complexity to implement and deploy on-network based IOPS MC systems will be much higher than off-network based IOPS MC systems.

Observation 5 The required footprint and complexity to implement and deploy on-network based IOPS MC systems will be much higher than off-network based IOPS MC systems
Solution 4, on the other hand, is based on reutilizing the off-network protocols and procedures. However, this solution requires that the already specified off-network protocol and related procedures are enhanced, so that the off-network application can be used regardless which lower transport is utilized. In other words, the off-network application needs to be decoupled from an only LTE ProSe based implementation. Hence, the off-network application can be enabled to operate over different (3GPP and non-3GPP) IP based transports, e.g. over LTE ProSe (as defined today), over the IOPS MC system, and others. This also represents an impact in standardization. Nevertheless, it also is a relevant action point that needs to be addressed for the support of MC services over 5G. In 5G, as described in the approved SA2 study FS_5G_ProSe (SP190186), the proximity services, i.e. the off-network operation, is going to be based on the PC5 based architecture and communications specified in R16 V2X, i.e. 5G sidelink (the D2D communication in 5G). Hence, it becomes already important that the specification of the off-network protocol and related procedures at the application layer are decoupled from the LTE ProSe in upcoming releases.
Observation 6 MC support over 5G and over IOPS (based on solution 4) require that the off-network protocol and related procedures are decoupled from an only LTE ProSe based implementation
Proposal 2 The off-network application protocol and related procedures should be enabled in upcoming releases to operate over LTE ProSe (as today) as well as over other IP-based transport (e.g. 5G and IOPS)
Proposal 3 Solution 4 is the preferred functional model solution for the support of MC services during the IOPS mode of operation
3. Conclusion

In this contribution, we discussed the IOPS solutions introduced in TR 23.778 and have the following observations:

Observation 7 The implementation of a synchronization mechanism between all available IOPS MC systems and the primary MC system implies a high operational complexity.
Observation 8 The need of service and user data synchronization between all the IOPS MC systems and the primary MC system may represent further security issues.
Observation 9 An off-network functional model based solution doesn’t require configuration data synchronization between the primary MC system and all available IOPS MC systems. Also, it mitigates security issues.
Observation 10 An on-network based IOPS MC system where the configuration data is provisioned by the MC service clients will need the specification of new procedures and mechanisms to operate under the situation of having missing required parameters. This can lead to a high implementation and operational complexity for an on-network based MC system being able to operate under normal operation as well as IOPS mode of operation.
Observation 11 The required footprint and complexity to implement and deploy on-network based IOPS MC systems will be much higher than off-network based IOPS MC systems

Observation 12 MC support over 5G and over IOPS (based on solution 4) require that the off-network protocol and related procedures are decoupled from an only LTE ProSe based implementation

Based on the discussion in section 2, the following proposals are considered for the conclusions of the TR 23.778:
Proposal 4 The support of MC services on IOPS is based on an IOPS MC system functional model that doesn’t require configuration data synchronization with the primary MC system
Proposal 5 The off-network application protocol and related procedures should be enabled to operate over LTE ProSe (as today) as well as over other IP-based transport (e.g. in 5G and IOPS)

Proposal 6 Solution 4 is the preferred functional model solution for the support of MC services during the IOPS mode of operation

