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1. Introduction
Regulatory constraints can have an impact on specific functionalities and in this case on discreet listening and logging.
2. Reason for Change
With the updated list of requirements, the following requirement has to be reflected as well:
3GPP TS 22.280 as described with CR 0107.

“…

[R-6.15.1-003] Subject to regulatory constraints and operator security policies, the MCX Service shall allow to be configured not to provide transmissions from MCX Users who are communicating with the discreet listening target MCX User, and who are not themselves targets of discreet listening.

…”
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.784 v1.0.0.
* * * First Change * * * *

5.X
Key Issue X:
Limitations on discreet listening due to regulatory constraints and operator security policies
An authorized MC user has requested discreet listening either on one MC user or a group of MC users. Regulatory constraints and operator security policies can require specifying the exact communication transmissions that are allowed to be part of the discreet listening service, which would result in limitations on discreet listening on all parties in the communication. The communication transmissions from a single target user as well as target users within a group can listened to by the authorized user while leaving everything else out of scope of the requested discreet listening. The regulatory constraints and operator security policies can have impact on all types of communication transmissions and is therefore mission critical service independent.
Issues:

-
How only the communication transmissions coming from the target MC user involved in a private communication can be part of discreet listening.
-
How only the communication transmissions coming from one target MC user or a group of target MC users involved in a group communication can be part of discreet listening.
-
How any other communication transmissions are made unavailable to the authorized MC user, as they are not part of discreet listening requests.
-
Whether any of the communication related signalling should be restricted. 
NOTE:
There may be security issues relating to the users that are outside the scope of the discreet listening, as the fact that communications are taking place, and the contents of those communications sent to those users is available to the authorized user.
* * * Next Change * * * *
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