
3GPP TSG-SA WG6 Meeting #30
S6-190786
Newport Beach, CA, USA, 8th – 12th April 2019
(revision of S6-190543)

Source:
BDBOS
Title:
Pseudo-CR on scenario supporting regulatory constraints and operator security policies
Spec:
3GPP TR 23.784 v1.0.0
Agenda item:
10.3
Document for:
Approval
Contact:
Jürgen Rurainsky <juergen.rurainsky@bdbos.bmi.bund.de>
1. Introduction
Regulatory constraints can have an impact on specific functionalities and in this case on discreet listening and logging.
2. Reason for Change
With the updated list of requirements, the following requirement has to be reflected as well:
3GPP TS 22.280 as described with CR 0107.

“…

[R-6.15.1-003] Subject to regulatory constraints and operator security policies, the MCX Service shall allow to be configured not to provide transmissions from MCX Users who are communicating with the discreet listening target MCX User, and who are not themselves targets of discreet listening.

…”

3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.784 v1.0.0.
* * * First Change * * * *

4.X
Scenario Y:
Limitations on discreet listening due to regulatory constraints and operator security policies
4.X.1
Scenario Y.1:
Private communication transmissions
This scenario describes the case where authorized MC user A requests discreet listening for communications involving MC user B where MC user B is within the authority of authorized MC user A. MC user C can be, but does not have to be within the authority of the authorized MC user A. The MC user C is not the target of the discreet listening request executed by the authorized MC user A. The scenario would allow MC user A to be part of the communication coming from MC user B, but not the communication coming from MC user C. The scenario is illustrated in figure 4.X.1-1 below.
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Figure 4.X.1-1: Discreet listening with regulatory constraints on private communication transmissions
NOTE 1:
As the communication originated from MC user C is restricted, authorized user A is not able to receive the full context of the communications from MC user B which may limit the usefulness of the discreet listening of user B.
NOTE 2:
As authorized user A will know that user B and user C are communicating, and able to receive all conversation from user B, the security of user C is not preserved in this scenario.
4.X.2
Scenario Y.2: Group communication transmissions
This scenario describes the case where authorized MC user A requests discreet listening for a set of users being part of group communications involving MC user B to MC user D where MC user B to MC user D are within the authority of authorized MC user A. All other participants on these group communications can, but do not have to be within the authority of the authorized MC user A. The scenario would allow MC user A to be part of the communications coming from MC user B to MC user D, but not the communication coming from MC user E. The scenario is illustrated in figure 4.X.2-1 below.
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Figure 4.X.2-1: Discreet listening with regulatory constraints on users being part of group communication transmissions
The scenario consists of the following aspect:

-
Authorized MC user A is requesting group communication transmissions by identifying the target users being part of group communications.
NOTE 1:
As the communication originated from MC user E is restricted, authorized user A is not able to receive the full context of the communications in the rest of the group which may limit the discreet listening service capability.
NOTE 2:
As authorized user A will know that the other group members are communicating with user E, and able to receive all conversation from the rest of the group, the security of user E is not preserved in this scenario.
* * * Next Change * * * *
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