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1. Introduction
This pCR provides a solution for discreet listening of communications involving an MCData message store and MCData content server.
2. Reason for Change
Both MCData message store and MCData content server have been introduced to the MCData architecture specified in 3GPP TS 23.282 in Release 16, and therefore should be considered within 3GPP TR 23.784. 
3. Proposal
It is proposed to agree the following changes to 3GPP TR 23.784 v100.


* * * First Change * * * *
[bookmark: _Toc2367519]6.x	Solution x: Discreet listening of MCData message store and MCData content server
[bookmark: _Toc2367520]6.x.1	Description
[bookmark: _Toc2367521]6.x.1.1	Overview
This solution addresses key issue 12: discreet listening of MCData content server and message store services.
[bookmark: _Toc2367522]6.x.1.2	Discreet listening of MCData message store services
A message store provides a private storage facility for an MCData user, where data that has been transmitted or received can be cached for later retrieval, where a message can be saved prior to sending and where data exchanged in a group while the MCData user was not receiving MCData service can be stored in order to provide lossless communications.
As any MCData transactions sent or received can be provided to the authorized user performing discreet listening when transferred, it is not necessary to provide discreet listening of exchanges between the message store and the MC logging function. However, if discreet listening of MCData content being uploaded to, downloaded from or stored in the MCData message store is required, this can be provided as an integral function of the MCData content server, and is therefore out of scope of the present document.
6.x.1.3	Discreet listening of MCData content server transactions
A file distribution transaction involving an MCData content server allows an MCData user to upload a file to an MCData content server, then initiate file transfer to an MCData user or group by sending the URL of the file to the target user or group, and allowing the user or group members to retrieve the file by downloading from the MCData content server. In this solution, the initial file upload is not notified or sent to the authorized user peforming discreet listening, but transactions between MCData users to transfer the file are sent to the authorized user, and the authorized user can also optionally retrieve the file being exchanged.
NOTE 1:	If discreet listening of the file is required when uploaded and before distribution to target users and groups, this can be provided by an integral function of the MCData content server. Such functionality is outside the scope of this solution.
Figure 6.x.1.3-1 illustrates the procedure for discreet listening where an MCData content server is in use. In this procedure, at least one of the sourcing MCData client 1 or the target MCData users or groups are the target for the discreet listening service. The authorized user is making use of MCData client 2 to perform the discreet listening service.


Figure 6.x.1.3-1: Logging of MCData file distribution using MCData content server
In figure 6.x.1.3-1,
-	Steps 1, 2, 3, 4, 7, 10 and 12 follow those for file distribution to a single target MCData user or to a target MCData group, as defined in 3GPP TS 22.282 [5].
-	Step 5 alerts the authorized user at MCData client 2 to the request for data transfer sent to the target users, and step 6 contains the response from MCData client 2 informing the MCData server that MCData client 2 received the MCData FD discreet listening request.
NOTE 2:	Step 6 may occur before or after step 7. However, the MCData server should not cause the file download in step 10 to be delayed or impeded if step 7 is not received by the MCData server, to prevent the discreet listening service from causing any perceived change to the MCData FD service to the users taking part in the FD service.
[bookmark: _GoBack]-	Step 8 informs the authorized user at MCData client 2 of the target MCData user or group's response and step 9 contains the response from MCData client 2 confirming receipt of the targer user or group's response by MCData client 2. If the target of the FD transfer is a group, a single message may contain the responses of multiple users, and multiple messags may be sent indicating the responses of multiple group members.
-	The authorized user may choose to download the specified file contents in step 11.
-	Step 13 informs the authorize user at MCData client 2 of the download complete report(s) of the target user(s) if these are sent, and step 14 confirms receipt of this to the MCData server. As for step 8, a single discreet listening report sent to MCData client 2 in step 13 may contain reports from multiple target MCData group members, and multiple messages may be sent in step 13.
[bookmark: _Toc2367533]6.x.2	Impacts on existing nodes and functionality
The MCData server needs to send additional messages to the MCData client of the authorized user relating to file distribution transactions.
The MCData content server needs to be able to and authorized to receive requests for file content from the MCData client of the authorized user, in addition to those from the targets of the file distribution transaction. Such download of content is not visible to the originator of the content, or the target recipients of the content.
Additional configuration will be needed to achieve this functionality.
[bookmark: _Toc2367534]6.x.3	Solution Evaluation
This solution places discreet listening of content stored in an MCData message store out of scope. 
This solution provides a solution for discreet listening of MCData file distribution where an MCData content server is in use. Additional functionality is required for the MCData server to inform the MCData client of the authorized user of file distribution transactions; however this is similar to functionality required between an MCData server and an MCData client for file distribution.
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