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1. Introduction
The key management is a SEAL service that offers the key management related capabilities to one or more vertical applications as described in 3GPP TS 23.434. 
	13.2.4.3
Key management server

The key management server is a functional entity that stores and provides security related information (e.g. encryption keys) to the key management client, group management server and vertical application server to achieve the security goals of confidentiality and integrity of media and signalling. The key management server acts as CAPIF's API exposing function as specified in 3GPP TS 23.222 [7]. The key management server also supports interactions with the corresponding key management server in distributed SEAL deployments.
NOTE:
The functionality of the key management server is responsibility of SA3.


In the above example, SEAL service "Key management server" has to interact with another SEAL service "Group management server", which is not evident in the functional model description in 3GPP TS 23.434 subclause 6.2.
2. Reason for Change
Inter-service communication between different SEAL servers is missing in the current functional model and requires to be specified.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.434 V0.1.0.
* * * First Change * * * *

6.2
On-network functional model description
Figure 6.2-1 illustrates the generic on-network functional model for SEAL.
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Figure 6.2-1: Generic on-network functional model

In the vertical application layer, the VAL client communicates with the VAL server over VAL-UU reference point. VAL-UU supports both unicast and multicast delivery modes.

NOTE 1:
The VAL-UU reference point is out of scope of the present document.

The SEAL functional entities on the UE and the server are grouped into SEAL client(s) and SEAL server(s) respectively. The SEAL consists of a common set of services (e.g. group management, location management) and reference points. The SEAL offers its services to the vertical application layer (VAL). 

NOTE 2:
The functionalities and reference points of the vertical application layer are out of scope of the present document.
NOTE 3:
The vertical application layer may further consist of vertical application enabler layer functionalities (specified by 3GPP) and application specific functionalities, which is out of scope of the present document.
The SEAL client(s) communicates with the SEAL server(s) over the SEAL-UU reference points. SEAL-UU supports both unicast and multicast delivery modes. The SEAL client(s) provides the service enabler layer support functions to the VAL client(s) over SEAL-C reference points. The VAL server(s) communicate with the SEAL server(s) over the SEAL-S reference points. The SEAL server(s) may communicate with the underlying 3GPP network systems using the respective 3GPP interfaces specified by the 3GPP network system.
Editor's Note:
SEAL-UU support for multicast delivery is FFS.

The specific SEAL client(s) and the SEAL server(s) along with their specific SEAL-UU reference points and the specific network interfaces of 3GPP network system used are described in the respective on-network functional model for each SEAL service.

Editor's Note:
It is FFS how the SEAL entities and the corresponding reference points specified in 3GPP TS 23.280 [3] are harmonized.

Figure 6.2-2 illustrates the functional model for interconnection between SEAL servers.
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Figure 6.2-2: Interconnection between SEAL servers

To support distributed SEAL server deployments, the SEAL server interacts with another SEAL server for the same SEAL service over SEAL-E reference point.

Figure 6.2-3 illustrates the functional model for inter-service communication between SEAL servers.
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Figure 6.2-3: Inter-service communication between SEAL servers

The SEAL server interacts with another SEAL server for inter-service communication over SEAL-X reference point.

* * * Next Change * * * *

6.5
Reference points description
6.5.1
General

The reference points for the generic functional model for SEAL are described in the following subclauses.

6.5.2
VAL-UU
The interactions related to vertical application layer support functions between VAL client and VAL server are supported by VAL-UU reference point. This reference point is an instance of Uu reference point as described in 3GPP TS 23.401 [8] and 3GPP TS 23.501 [9].

NOTE:
The details of VAL-UU reference point is out of scope of the present document.

6.5.3
VAL-PC5
The interactions related to vertical application layer support functions between the VAL clients of two UEs are supported by VAL-PC5 reference point. This reference point is an instance of PC5 reference point as described in 3GPP TS 23.303 [10].

NOTE:
The details of VAL-PC5 reference point is out of scope of the present document.

6.5.4
SEAL-UU
The interactions between a SEAL client and the corresponding SEAL server are generically referred to as SEAL-UU reference point. The specific SEAL service reference point corresponding to SEAL-UU is specified in the specific SEAL service functional model.

6.5.5
SEAL-PC5
The interactions between the SEAL clients of two VAL UEs are generically referred to as SEAL-PC5 reference point. The specific SEAL service reference point corresponding to SEAL-PC5 is specified in the specific SEAL service functional model.

6.5.6
SEAL-C
The interactions between the VAL client(s) and the SEAL client(s) within a VAL UE are generically referred to as SEAL‑C reference point. The specific SEAL service reference point corresponding to SEAL-C is specified in the specific SEAL service functional model.

6.5.7
SEAL-S
The interactions between the VAL server and the SEAL server are generically referred to as SEAL‑S reference point. The specific SEAL service reference point corresponding to SEAL-S is specified in the specific SEAL service functional model.

6.5.8
SEAL-E
The interactions between the SEAL servers of the same type are generically referred to as SEAL‑E reference point. The specific SEAL service reference point corresponding to SEAL-E is specified in the specific SEAL service functional model.

6.5.9
SEAL-X
6.5.9.1
General

The interactions between the SEAL servers of different type are generically referred to as SEAL‑X reference point. The specific SEAL server interactions corresponding to SEAL-X are described in the following subclauses.

6.5.9.2
Reference point SEAL-X1 (between the key management server and the group management server)

The SEAL-X1 reference point, which exists between the key management server and the group management server, provides a means for the key management server to provide security related information (e.g. encryption keys) to the group management server.

The SEAL-X1 reference point shall use the HTTP-1 and HTTP-2 reference points and may use the HTTP-3 reference point for transport and routing of security related information to the group management server.

NOTE:
SEAL-X1 is responsibility of SA3 and specified in 3GPP TS 33.xyz [X].

Editor’s note: Adding SA3 TS reference is FFS.
6.5.9.3
Reference point SEAL-X2 (between the configuration management server and the VAL user database)

The SEAL-X2 reference point, which exists between the VAL user database and the configuration management server, is used for:

-
the configuration management server to store the user profile data in the specific VAL user database; and

-
the configuration management server to obtain the user profile from the specific VAL user database for further configuration in the VAL UE.
Editor’s note: Adding VAL user database to the functional model is FFS.
* * * Next Change * * * *

<Proposed change in revision marks>
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