3GPP TSG-SA WG6 Meeting #29
S6-190342
Montréal, Canada, 25th February – 1st March 2019
(revision of S6-19xxxx)
Source:
BDBOS
Title:
MCPTT-LMR interworking using a simplified IWF (Option B)
Agenda Item:
9.5
Contact:
Frank Koersten <frank.koersten@bdbos.bmi.bund.de> 
Abstract: Simplified Interworking Function for a network topology where an LMR network is coupled to multiple MC systems.

Introduction
3GPP defines with 3GPP TS 23.283, clause 7.3.1 the Interworking Function (IWF) as out of 3GPP’s scope and is asking the connected LMR networks and the associated standardisation bodies to define useful means, but on the other hand 3GPP is providing constraints on the behaviour of this interface, which are derived from 3GPP entities and functions. 

“… 

The IWF supports most of the functionality of peer MCPTT and MCData systems, with some differences, as specified in the present document. The IWF supports any necessary protocol translation and identity mapping between the MC systems and the IWF. The internal function of the IWF is out of scope of the present document.

…”

and in 3GPP TR 23.782, clause 8.1 the same IWF is now an out of scope entity and an additional interworking interface connected to the IWF which shall behave as connected MCPTT and MCData systems:
“ …

The study proposed a single architecture: an interworking interface connecting with an out of scope entity (the IWF) with a behaviour similar to a peer MCPTT system from the perspective of an interworked MCPTT server and a behaviour similar to a peer MCData server from the perspective of an interworked MCData server.

…”.
Additionally there is a contradiction regarding the IWF functionality within 3GPP TS 23.283, where in clause 4 it is stated:

“…

The IWF, along with its LMR system, will appear as a peer interconnected MC system. This is meant as an approach for defining interactions on the IWF interface but is not intended to specify the functionality of the IWF nor meant to mandate a deployment model.
…”.
As shown in Figure 6.1.1.1-1 of 3GPP TR 23.782 the IWF consists of two parts, the LMR protocol side as well as the MCPTT protocol side and therefore shows that a call request from the 3GPP MCPTT UE is passed through the MCPTT server, this call request gets converted by the IWF, is then transferred to the LMR system and is finally reaching the LMR MS. The IWF is simply converting the call request from one side to the other side and is not making any decisions on the behalf of the connected systems. Calling the IWF a protocol converter would be fair statement by looking to Figure 6.1.1.1-1. 
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Figure 6.1.1.1-1: General Interworking architecture between MCPTT and LMR Systems
This discussion paper proposes an Option B for a simplified IWF, which is a more suitable solution for PPDR organizations operating a single nationwide LMR network coupled with multiple (different) MC systems.

Objectives

The following objectives apply to an IWF Option B: 

1) The IWF is not involved in call handling decisions, like call management (e.g. call arbitration, call queuing) and call control (e.g. call termination). Such decisions are handled within the connected systems. The IWF is transparently transferring decisions, which are executed within the connected systems.
2) The IWF acts as a protocol / address converter between the LMR network and the MC systems.
3) The IWF does not need to store user or group related data or information (e.g. user´s network attachment or group attachment/affiliation).

4) The IWF does not require MC system entities.
5) The IWF does not handle security functionalities like key management, security termination and encryption termination.
Justification

Option A: Multiple LMR networks are connected to a single MC system 
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Figure 1: Multiple LMR networks are connected to a single MC system .
In this scenario multiple PPDR operators, for instance federal states, counties or organizations couple their LMR network to a single MC system. 
The main objective of this option is to have an IWF acting as an MC partner system as shown with Figure 1, which is also the option currently described by Stage-2 document 3GPP TS 23.283. 
Option B: A single LMR network is connected to multiple MC systems
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Figure 2: A single LMR network is connected to multiple MC systems.

LMR systems are sophisticated networks with well-defined call procedures to handle all types of call requests, call terminations, etc. and providing service for more than a decade. Organizations were able to reflect their individual operative-tactical needs on the LMR functionalities. These organizations also reflect the same operative-tactical needs on the 3GPP Mission Critical (MC) functionalities, were the 3GPP system is also providing procedures to handle all types of call requests, call terminations, etc.. Having two systems connected by an Interworking Function (IWF) does not mean to eliminate, to transfer or to outsource their capability to make decisions. Introducing a new entity, which would have the same capabilities as the connected networks, in the form of an IWF, would only increase the complexity during network operation. There might be adaptions to the existing networks required, like an additional message or an additional information element, but this would be a minor change compared to changes by reproducing evolved capabilities.
Simplifying the IWF as a protocol converter, who is converting all types of information from one side to another side would leave the operative-tactical decisions at the connected systems. The same applies to user and group information. As part of the security architecture such information are the assets of public safety organisations and protect their users. Usually not only one single administrator is introducing new users, deleting old once, setting up groups with defined privileges, etc.. In federal organisations such administrators with defined responsibilities are allocated close to the daily operations and increase in numbers quite rapidly. Not only the security aspects but also the operational aspect is demanding a simplified IWF with no information about the users on both sides.
Would operational information, like the status of an ongoing call, help the IWF to perform better? Only if the IWF has to act on behalf of both connected systems!  Information would not reach the connected systems and operating organisations. Organisations usually derive decisions from all available information and argue it is their sovereign task to do so. The network as well as the interface have to reflect such operative-tactical requirement.
Organizations using an End-to-End Encryption (E2EE) build and depend on a trust reaching from one end to the other. Often this trust comes with regulations outside of the organization itself and technical solution usually have to adapt such regulations. Not relying on such secure communication is maybe a benefit in situations like the interworking of different systems, but should not prevent meaningful methods to allow E2EE where such service is required. It is therefore more desirable to seek solutions allowing also E2EE without IWF acting as termination end points.
The number of possible interworking connections adds another degree of freedom to the already difficult IWF functionality, where also the conversion from a synchronous network to asynchronous network adds another flavor. 

Keeping the IWF as simple as possible is increasing the probability to see standardized interworking deployments for all kinds of connected networks and independent of the numbers of instances.
General open issues to consider for interworking at the MC system are:

1) Addressing of interworking users and groups.
2) Multicast service support, e.g. group call remains as group call. 
3) Signaling adaptation, e.g. timers during call setup, within the connected systems.
4) Migration and utilization of E2EE key distribution within the connected systems.
5) Supplementary service adaption at the connected systems, e.g. call queuing.
6) Administrative configuration of interworking users and groups.

7) Security mechanism as part of the system interface.
8) Cross service, e.g. 3GPP MCVideo to voice at LMR network, transport.

9) Interworking and connected systems KPI definitions.
Intention

1) Standardizing a simplified IWF as Option B.

2) To discuss in SA6 the way forward.

3) Look for supporting and contributing parties for Option B. 
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