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8.12
AEF obtaining service API access control policy
8.12.1
General

The CAPIF core function is the central repository of all the policies related to service APIs. The AEF executes this procedure when it needs to obtain the policy to perform access control on the service API invocations (e.g. when policy for performing access control on service API is unavailable at the AEF). The AEF can be within PLMN trust domain or within 3rd party trust domain.
8.12.3
Procedure

Figure 8.12.3-1 illustrates the procedure for obtaining policy to perform access control on the service API invocations.

Pre-conditions:

1.
The AEF is hosting the service API but the policy to perform access control is not available with AEF. 

2.
The CAPIF core function is configured with the access control policies corresponding to one or more service APIs.

3.
The CAPIF core function is configured with the authorization details of the AEF of the PLMN trust domain.
4.
The AEF is successfully registered with the CAPIF core function, if the procedure is initiated by an AEF from 3rd party trust domain.
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Figure 8.12.3-1: Procedure for the AEF obtaining service API access control policy
1.
The AEF sends an obtain access control policy request to the CAPIF core function for obtaining the policy to perform the access control on service API invocations by including the details of the hosted service API.
2.
The CAPIF core function checks whether the AEF is authorized to receive the access control policy corresponding to the service APIs requested. 

3.
If authorization check is successful, the AEF is provided the access control policy for the service API via an obtain access control policy response. If authorization check is not successful, the AEF is provided with a failure indication via a obtain access control policy response.
NOTE:
To maintain synchronization between the AEF and the CAPIF core function for the policy cached at AEF, the AEF can subscribe to the policy update event at CAPIF core function according to the procedure in subclause 8.8.3 and receive notifications about any updated policy at CAPIF core function according to the procedure in subclause 8.8.4.
8.19
Logging service API invocations

8.19.1
General

The procedure in this subclause corresponds to the architectural requirements for logging service API invocations at AEF. The AEF can be within PLMN trust domain or within 3rd party trust domain.
8.19.3
Procedure

Figure 8.19.3-1 illustrates the procedure for logging service API invocations at AEF.

Pre-conditions:

1.
The API invoker(s) has invoked certain service API(s).
2.
The CAPIF core function is configured with the authorization details of the AEF of the PLMN trust domain.
3.
The AEF is successfully registered with the CAPIF core function, if the procedure is initiated by an AEF from 3rd party trust domain.
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Figure 8.19.3-1: Procedure for logging service API invocations

1.
Upon invocation of service API(s) from one more API invokers, the AEF triggers API invocation log request towards the CAPIF core function.

NOTE 1:
The AEF can collect the log information associated to several API invocations before triggering API invocation log request asynchronously.

2.
The CAPIF core function makes a log entry and stores the information e.g. for charging purposes, for access by authorized users and entities.

NOTE 2:
API invocation log is stored for a configured duration.

3.
AEF receives the API invocation log response from the CAPIF core function.

8.20
Charging the invocation of service APIs
8.20.1
General

The procedure in this subclause corresponds to the architectural requirements for charging the invocation of service APIs. The AEF can be within PLMN trust domain or within 3rd party trust domain. 

8.20.3
Procedure

Figure 8.20.3-1 illustrates the procedure for charging the invocation of service APIs.
Pre-conditions:

1.
The CAPIF core function is configured with the authorization details of the AEF of the PLMN trust domain.
2.
The AEF is successfully registered with the CAPIF core function, if the procedure is initiated by an AEF from 3rd party trust domain.
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Figure 8.20.3-1: Procedure for charging the invocation of service APIs
1.
Upon invocation of service API(s) from one more API invokers, the AEF triggers an API invocation charging request and includes API invoker information (e.g. invoker's ID and IP address, location, timestamp) and service API information (e.g. service API name and version, invoked operation, input parameters, invocation result) towards the CAPIF core function.

NOTE:
These requests can be triggered asynchronously.

2.
The CAPIF core function performs a charging procedure which includes storing the information for access by authorized API management.

3.
The AEF receives the API invocation charging response from the CAPIF core function.

8.23
CAPIF revoking API invoker authorization
8.23.1
General

The CAPIF controls the access of service API by the API invoker based on policy or usage limits. If the usage limits have exceeded, the authorization of the API invoker for accessing the service APIs is revoked. The decision to revoke the API invoker authorization may be triggered by the AEF or the CAPIF core function. The AEF can be within PLMN trust domain or within 3rd party trust domain.
8.23.3
Procedure for CAPIF revoking API invoker authorization initiated by AEF
Figure 8.23.3-1 illustrates the procedure for revoking API invoker authorization to access service API initiated by the AEF.

Pre-conditions:

1.
The API invoker is authenticated and authorized to use the service API.

2.
The AEF in the CAPIF is configured with the access policy to be applied to the service API invocation corresponding to the API invoker and the service API. 
3.
The CAPIF core function is configured with the authorization details of the AEF of the PLMN trust domain.
4.
The AEF is successfully registered with the CAPIF core function, if the procedure is initiated by an AEF from 3rd party trust domain. 
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Figure 8.23.3-1: Procedure for revoking API invoker authorization initiated by AEF
1.
The AEF triggers the revocation of the API invoker authorization.

2.
The AEF sends revoke API invoker authorization request to the CAPIF core function with the details of the API invoker and the service API.

3.
Upon receiving the information to revoke the API invoker's authorization for service API invocation, the CAPIF core function invalidates the API invoker authorization corresponding to the service API.
4.
The CAPIF core function sends a revoke API invoker authorization response to the AEF. 

5.
Upon successful revocation of API invoker authorization corresponding to the service API at the CAPIF core function, the AEF invalidates the API invoker authorization corresponding to the service API.

6.
The CAPIF core function sends a revoke API invoker authorization notify to the API invoker whose authorization to access the service API has been revoked.

_1569843342.vsd
The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.


The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.



_1572419790.vsd
�

AEF


CAPIF core function


2.Check whether AEF is authorized to receive the access control policy for service API


1. Obtain access control policy request



_1578308453.vsd
�

API invoker


CAPIF Core function


AEF


2. Revoke API invoker authorization request


1. Trigger for revoking API invoker authorization


3. Invalidate the authorization of the API invoker for service API


4. Revoke API invoker authorization response


6. Revoke API invoker authorization notify


5. Invalidate the authorization of the API invoker for service API



_1569843283.vsd
The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.


The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.



