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1. Abstract
This contribution provides a discussion for generalizing the identities and mechanisms for SEAL.
2. Analysis for identities
The following identities are used in vertical scenarios:
a. User identity: Used for authentication and authorization to vertical services and applications. It is also used to address application plane messages to the users.

b. UE identity: Used for identifying the device to which the user has logged in to avail the vertical application and services.

b. Group identity: Used for group communications where each group consists of users identified by user identity.

c. Service identity: Used for identifying the service to be enabled for the group and the user.

To understand the identities used by multiple verticals, a table of identities for V2X application layer and mission critical services is shown below:
	Identifier
	V2X application layer
	Mission critical services
	Remarks

	User identity
	V2X user identity
	MCPTT ID, MCVideo ID, MCData ID
	User identity is in a Generic string octet format. It is globally unique.

	UE identity
	V2X UE ID (i.e. StationID) 
	None
	The V2X UE ID represents the UE but utilizes a Integer format.
V2X UE ID is also used in place of user as there is currently a one-to-one mapping of the user and the UE.

So, for V2X groups, the member list contains the V2X UE ID which is a Integer.

	Group identity
	V2X group identity
	MC service group identity
	Generic string format. It should be globally unique.

	Service identity
	V2X service ID (i.e. PSID, ITS-AID)
	MC service
	For MCS, it is URN value (ICSI) which is again a string octet format.

For V2X service ID, PSID following p-encoding as specified in IEEE 1609.12.


The relationship between identities for mission critical services is shown below: 


[image: image1.emf]User ID (URI) Service ID (ICSI)

Group ID (URI)

n

1 1

n


The relationship between identities for V2X application layer  is shown below:
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The SEAL services are common functions which can support the vertical applications. The SEAL services used by the vertical industry applications are:Location management, Group management, Configuration management, Identity management and Key management.

The SEAL services should support the identities used by the vertical industry applications.

The usage of identities by the SEAL services is shown in the below table:

	Identifier
	Location management
	Group management
	Configuration management
	Identity management
	Key management

	User identity
	Yes
	Yes
	Yes
	Yes
	Yes

	UE identity
	Yes (For V2X)
	Yes (For V2X)
	Yes (For V2X)
	Yes (For V2X)
	Yes (For V2X)

	Group identity
	-
	Yes
	-
	-
	Yes

	Service identity
	-
	Yes
	Yes
	Yes
	Yes


The following observations can be drawn:
OBSERVATION#2-1: The format of the user identities is a URI (string octets). It is generic.

OBSERVATION#2-2: For group management, in different verticals the group members may have a different identity format (e.g. user IDs for mission critical services, UE IDs for V2X). But within the same vertical the group members follow the same identity format.
OBSERVATION#2-3: The service identifiers for different verticals follow a different format (e.g. URN-ICSI for mission critcal services and PSID for V2X).
OBSERVATION#2-4: The format of group ID can be generic across different verticals.

The identifiers are used in the messages for the SEAL services between UE and the corresponding SEAL servers.

3. Analysis for SEAL service procedures
The following table identifies the differences in SEAL service procedures for V2X and mission critical services.

	SEAL service 
	V2X application layer
	Mission critical services
	Remarks

	Location management
	On-demand, event triggered, subscribe-notify procedures are required.
	On-demand, event triggered, subscribe-notify procedures are required.
	The granularity of location information (payload) is specific to verticals.

	Group management
	CRUDN procedures are required.

Create procedure requires group leader to be contacted.
	CRUDN procedures are required.
Create procedure requires limit on group members to be checked.

Group regrouping procedures are supported
	The group information (payload) is specific to verticals.

Group create procedure has some vertical specific policy to be checked.

Special procedures like group regrouping can be generalized to group merge procedure.

	Configuration management
	Store-Retrieve procedures are required
	Store-Retrieve procedures are required
	The configuration information (payload) is specific to verticals

	Identity management
	Support for authentication and authorization with access token is required to access V2X services
	Support for authentication and authorization with access token is required to access mission services
	The authentication and authorization information can be generic across verticals.

	Key management
	Encryption algorithm and key distribution procedures are required
	Encryption algorithm and key distribution procedures are required
	The encryption requirement may be specific to verticals.

The key distribution procedure is generic across verticals.


The following observations can be drawn:
OBSERVATION#3-1: Location management procedures are generic, location information (payload) is vertical specific.

OBSERVATION#3-2: Group management procedures are generic except for group create which requires vertical specific policy check, group information (payload) is vertical specific.

OBSERVATION#3-3: Configuration management procedures are generic, configuration information (payload) is vertical specific.

OBSERVATION#3-4: Identity management procedures are generic, authentication and authorization information (access token) is generic.

OBSERVATION#3-5: Key management procedures (distribution of keys) are generic, encyrption method may be vertical specific.

4. Recommendation
The following figure summarizes the overall approach for the identities and procedures for SEAL services.
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The SEAL-Uu, SEAL-S and SEAL-C operations and APIs shall support identities of different verticals. The user, UE and service identities are vertical specific and the formats differ. The group identity can follow a generic format (URI – Octet string).
The procedures of SEAL services can be generalized and some procedures may also require a vertical service policy check.

The information models of SEAL services should support vertical specific information and also provide isolation between several vertical specific information.

The following recommendations are proposed for each SEAL service:

1. Location management procedures can be generalized in TS 23.434. The location information (payload) may have several types of location information of which a specific vertical may be interested in some or all of the information. The supported location information for each vertical should be specified in vertical specific TS. 
2. Group management procedures can be generalized (including group merging) in TS 23.434. Some procedures for group management (e.g group creation) should provide support for vertical specific policy check.

3. Configuration management procedures can be generalized in TS 23.434. The configuration information (payload) is vertical specific and should be specified in vertical specific TS.

4. Identity management procedures can be generalized in TS 23.434. The authentication and authorization information (access token) is also generic and can support multiple verticals. Hence, should be specified in TS 23.434.

5. Key management procedures (distribution of keys) can be generalized in TS 23.434 and should support all the encryption methods. The encyrption method applicable for the vertical can be chosen from the supported list and specified in vertical specific TS.
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