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1. Introduction
Solution 1, 'Functionality for discreet listening', provides a solution for logging for a single domain MC system. Where interconnection and migration are involved, a solution is needed that will operate in different MC systems in different security domains.
The mechanisms in solution 1 can be expanded to cover the multiple domain case. However additional configuration will be needed to permit an MC system providing MC service to the target of discreet listening to authorize any requests for discreet listing from the primary MC system of the authorized user.
This solution builds on Solution 1 to provide the additional functionality.
2. Reason for Change
To expand the discreet listening solution to cover the case of primary and partner MC systems in different security domains to permit discreet listening together with interconnection and migration.
3. Proposal
It is proposed to agree the following changes to 3GPP TR 23.784 v050.


* * * First Change * * * *
[bookmark: _Toc332750][bookmark: _Toc448480870]6.y	Solution y: Discreet listening for interconnection and migration
[bookmark: _Toc448480871][bookmark: _Toc332751]6.y.1	Description
[bookmark: _Toc332752]6.y.1.1	Functional model
Solution 1 proposes that discreet listening within a single MC system is a functionality available to an authorized user, and therefore no changes are needed to the functional models for MC services. This will also be the case for interconnection and migration.
[bookmark: _Toc332753]6.y.1.2	Configuration
6.y.1.2.1	General
The additional authorization to perform discreet listening to the user profiles for MCPTT, MCVideo and MCData which is proposed in solution 1 includes lists of users upon whom discreet listening can be invoked: these can include users that receive service in partner MC systems and therefore no further configuration is needed for interconnection and migration for the authorized user.
However, an MC system that provides MC service to a target for discreet listening will need to authorize requests for discreet listening that originate from a partner MC system. Three options are provided in the following subclauses as means to provide configuration to another MC system to allow such authorization to take place.
6.y.1.2.2	User profile authorization of discreet listening – option 1
To permit discreet listening from a partner MC system, in this option the user profile of the target for discreet listening is modified to include the list of authorized users that are able to perform discreet listening on that target user. This will entail additions to the user profiles for MC service users as shown in table 6.y.1.2.2-1 below.
Table 6.y.1.2.2-1: Addition to MC service user profiles (on network)
	Reference
	Parameter description
	MC serviceUE
	MC service Server
	Configuration management server
	MC service user database

	
	List of authorized users who can perform discreet listening on this MC service user
	
	
	
	

	
	> MC service ID
	N
	Y
	Y
	Y



In Table 6.y.1.2.2-1 'MC service' represents one of MCPTT, MCVideo or MCData.
Therefore, if an authorized user in a partner MC system of an MC service user is authorized to perform discreet listening on that MC service user, that authorized user's MC service identity will be configured in the user profile of the target MC service user. When an MC service user migrates to a partner MC system, the user profile for migration provided to the partner MC system of that MC service user will list authorized users permitted to perform discreet listenting on that MC service user, including those authorized users who receive MC service in the primary MC system of the migrating MC service user, or in any other MC system. The inclusion of this information in the user profile allows the MC service server in the partner MC system which provides service to the target MC service user to authorize requests for discreet listening when they arise.
6.y.1.2.3	Sharing the user profile for authorized users – option 2
In this option, the primary MC system of the authorized user shares a user profile for the authorized user with any partner MC systems which are providing service to MC service users that are (potential) targets for discreet listening prior to any requests for discreet listening. According to solution 1, the user profile for the authorized user lists the configured target users for that authorized user. Where there are multiple authorized users who need to perform discreet listening on targets in a partner MC system, a separate user profile is provided to the partner MC system for each of those authorized users. The profiles are provided to the MC service servers providing service to the target MC service users, so that requests for discreet listening can be authorized when needed.
NOTE:	The profile shared with the partner MC system only need contain the information about targets for discreet listening that receive MC service in that partner MC system, and need not contain any other configuration information for the authorized user.
6.y.1.2.4	New configuration table of authorized users – option 3
In this option, a new configuration table is defined in the primary MC system of the authorized users who require discreet listening, which lists those authorized users and each of the valid target users on who discreet listening can be performed. This table is shared with the partner MC system prior to discreet listening taking place. The table is provided to the MC service servers in the partner MC system that provide service to the targets of discreet listening to allow discreet listening invoked by the nominated authorized users to be permitted. 
NOTE 1:	The MC service server in the primary MC system of the authorized user does not require this table, as the authorization to perform discreet listening and the list of targets is already contained in the user profile for the authorized user.
The form of the table is shown in table 6.y.1.2.4 below.
Table 6.y.1.2.4-1: Table of authorized users for discreet listening for provision to partner MC system
	Reference
	Parameter description
	MC service server
	Configuration management server

	
	MC service identity of authorized user
	
	

	
	> MC service ID
	Y
	Y

	
	> List of users on who discreet listening can be performed
	
	

	
	>> MC service ID
	Y
	Y



NOTE 2:	The primary MC system of the authorized user may provide a configuration table to the partner MC system where only relevant MC service users are listed, i.e. the authorized users that may invoke discreet listening from their primary MC system, and the list of target users that may receive MC service in that partner MC system only.
[bookmark: _Toc332754]6.y.1.3	Procedures
Solutions 1 and 2 detail procedures to invoke discreet listening in a single MC system. These procedures can be utilized together with the generic procedures for interconnection which are described in 3GPP TS 23.280 [2] subclause 10.14, which allow the relevant partner MC system to be determined and authorization to be carried out by both primary and partner MC systems. 
[bookmark: _Toc448480872][bookmark: _Toc332760]6.y.2	Impacts on existing nodes and functionality
This solution results in additional configuration to be shared between primary MC system of the authorized user and the partner MC system of the authorized user, where the target of discreet listening is receiving MC service in that partner MC system. The nature of the configuration information is determined by which of the three options in subclause 6.y.1.2 is adopted. Configuration information needs to be provided to the MC service servers providing service to the targets of discreet listening so that requests for discreet listening can be authorized. Options 2 and 3 require some examination of the configuration information in the partner system before it is provided to the MC service servers, as the MC service servers to be provided with the configuration information are determined by the lists of users within the configuration tables.
[bookmark: _Toc448480873][bookmark: _Toc332761]6.y.3	Solution Evaluation
This solution expands the solutions 1 and 2 to allow discreet listening where the target is receiving MC service from a different MC system from that of the authorized user performing discreet listening. The three configuration options are evaluated as follow.
[bookmark: _GoBack]- 	Option 1 adds the list of authorized users to the user profile of every potential target user. This could be considered sensitive, however the target MC service user would not be provided with this aspect of the user profile via the MC service UE, and the list of permissible authorized users does not provide any information about when the discreet listening service is invoked. This option provides the least additional configuration work, as a partner MC system would be configured with this information as a matter of course for any MC service users for who the partner MC system is their primary MC system, and the partner MC system would receive this information whenever an MC service user migrated to that partner MC system. The provision of configuration to MC service server is according to existing procedures.
- 	Option 2 requires the primary MC system of the authorized user to share a partial user profile with the partner MC system in advance of the invocation of discreet listening. This would be a new set of information which would need to be shared independently from either call related services or migration. Provision to the MC service server in the partner MC system requires analysis of the configuration information, as the target users are members of a lists.
- 	Option 3 requires a new configuration table to be created and shared by the primary MC system of the authorized users with the partner system in advance of the invocation of discreet listening.  As for option 2, this would be a new set of information which would need to be shared independently from either call related services or migration. Provision to the MC service server in the partner MC system requires analysis of the configuration information, as the target users are members of a lists.
Therefore of these three options, option 1 is the most consistent with current MC system operation and requires the least additional configuration work and therefore is the preferred option.
