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1. Introduction
Solution 3, 'Functionality for on-network logging and replay', provides a solution for logging for a single domain MC system. Where interconnection and migration are involved, a solution is needed that will operate with different MC systems in different security domains.
The entities and mechanisms in solution 3 can be expanded to cover the multiple domain case. However additional configuration will be needed to permit an MC system containing the target of logging to authorize any requests for logging from the primary MC system.
This solution builds on Solution 3 to provide the additional functionality.
2. Reason for Change
To expand the logging solution to cover the case of primary and partner MC systems in different security domains to permit logging together with interconnection and migration.
3. Proposal
It is proposed to agree the following changes to 3GPP TR 23.784 v050.

* * * First Change * * * *
[bookmark: _Toc332771]6.x	Solution x:	On-network logging for interconnection and migration
[bookmark: _Toc332772]6.x.1	Description
[bookmark: _Toc332773]6.x.1.1	General
This solution builds on solution 3, 'Functionality for on-network logging and replay' to add the case where the logging equipment receives service from its primary MC system, but the target of logging is receiving service in a partner MC system. The target of logging may be receiving MC service in its primary MC system, or may have migrated to that MC system from another MC system.
6.x.1.2	Functional model
The functional model in solution 3 is expanded to show the interconnection to a different MC system. This is shown in figure 6.x.1.2-1 below.


Figure 6.x.1.2-1: Common services core functional model for logging with interconnection
In Figure 6.x.1.2-1, the interaction between the MC logging equipment and the MC replay equipment is not shown and remains according to solution 3. 
The configuration management server in the primary MC system of the MC logging equipment provides the MC logging equipment with the list of MC service users and MC service groups that the MC logging equipment logs. This can include users and groups that receive service in partner MC systems. The list of users and groups receiving service in the partner MC system is shared by the configuration management server in the primary MC system of the MC logging equipment with the configuration management server in the partner MC system using reference point CSC-17, and authorized users or administrators of the partner MC system can locally modify or authorize the list. When this configuration in the partner MC system is provided to the partner MC service server, the partner MC service server can determine which calls should be provided to the primary MC system of the MC logging equipment to allow logging to take place.
There needs to be interaction between the group management servers in the two MC systems using reference point CSC-16 so that the group management server in the partner MC system can authorize the MC logging equipment to be a member of MC service groups which are hosted in that partner MC system. 
Figure 6.x.1.2-2 below shows the MC service related application plane entities used to log communications originating from a partner MC system.


Figure 6.x.1.2-2: MC service related application plane functional model for logging for interconnection
In figure 6.x.1.2-2, an additional reference point MCLog-4 is added between MC service servers compared with the functional model in solution 3. MCLog-4 carries call related information and call content from the partner MC service server to the primary MC service server, and is based on reference point MCX-1. Compared with MCX-1, MCLog-4 only permits communications information to originate from the partner MC service server and to flow via the primary MC service server to the MC logging equipment, and does not permit calls to be set up in the opposite direction.
[bookmark: _Toc332774]6.x.1.3	Configuration
6.x.1.3.1	General
The MC logging equipment configuration outlined in solution 3 remains unchanged for interconnection and migration. The list of users and groups to be logged can include users and groups receiving service in a partner MC system of the MC logging equipment.
The impact of logging for MC service groups, and a configuration for logging of group communications where the group host is a partner MC system of the MC logging equipment is presented in subclause 6.x.1.3.2. 
The impact of logging for MC service users is presented as three alternative solutions for logging of individual communications in a partner MC system, contained in subclauses 6.x.1.3.3, 6.x.1.3.4 and 6.x.1.3.5. Individual communications include private calls between MC service users and communications between an MC service user and a server. It is necessary for a primary MC system to be provided with the MC service IDs of the MC logging clients of logging equipments which are providing logging service in a partner MC system, and for authorized users or administrators of the primary MC system to be able to authorize this logging from a partner MC system. The three options in the three subclauses provide this information in alternative ways.
6.x.1.3.2	Logging of group communications in partner system
No changes are needed to group configuration information. The common group configuration (on-network) includes the MC service IDs of the MC logging clients of the MC logging equipment which is providing the logging service in a partner MC system of the group.
6.x.1.3.3	Logging of individual communications – option 1
In solution 3, the list of MC service IDs to be logged by an MC logging equipment are listed in the configuration of the MC logging equipment, and the MC service IDs relating to the MC logging equipment are not listed in the user profiles of the target MC service users. In the solution described in the present subclause, the user profiles of MC service users are expanded to include the MC service IDs of the responsible MC logging equipment. Thus an on-network MC service user profile will gain the configuration paremeters listed in table 6.x.1.3.3-1.
Table 6.x.1.3.3-1: Addition to MC service user profile for logging of individual communications
	Reference
	Parameter description
	MCPTT UE
	MCPTT server
	Configuration management server
	MCPTT user database

	
	List of MC logging clients which log communications of the MC service user
	
	
	
	

	
	> MC service ID
	N
	Y
	Y
	Y



In Table 6.x.1.3.3-1 'MC service' represents one of MCPTT, MCVideo or MCData.
To support interconnection, the MC service IDs of the MC logging clients will include those contained in MC logging equipment that is providing logging service in a partner MC system. In the case of migration, the partner MC system of the migrated MC service user will receive a user profile from the primary MC system of the MC service user which includes the list of MC logging equipment in the primary MC system of the MC service user (and in any other MC systems) which log the communications of that MC service user.
NOTE:	This solution has similarities with the configuration for MC service groups, where the group members are listed in the group configuration information, and the list of groups for each MC service user is listed in the user profile.
6.x.1.3.4	Logging of individual communications – option 2
In this solution, the configuration table of the MC logging equipment and its target MC service users described in solution 3, table 6.3.1.2-1, is provided to the partner MC system. The partner MC system therefore may receive multiple configuration tables from the primary MC system of the MC logging equipment where each configuration table identifies an MC logging equipment and the list of MC service users to be logged. The configuration information will need to be analysed in the partner MC system to determine which MC service servers need to be provided with the information to permit logging based on the list of target MC service users.
NOTE:	The primary MC system of the MC logging equipment may provide the partner MC system with a configuration table relevant to each MC logging equipment where only target MC service users that may receive MC service in the partner MC system are listed (instead of the full set of users that the MC logging equipment logs).
6.x.1.3.5	Logging of individual communications – option 3
In this solution, a single configuration table is provided to the partner MC system that lists the MC service identities of the MC logging equipments which provide logging service in their primary MC system and their set of logged MC service users. Such a configuration table is shown in table 6.x.1.3.5-1.
Table 6.x.1.3.5-1: MC logging equipment configuration for provision to partner MC system
	Reference
	Parameter description
	MC service server
	Configuration management server

	
	MC service identity of MC logging client
	
	

	
	> MC service ID
	Y
	Y

	
	> List of users to be logged
	
	

	
	>> MC service ID
	Y
	Y



The configuration information will need to be analysed in the partner MC system to determine which MC service servers need to be provided with the information to permit logging based on the list of target MC service users.
NOTE 1:	The primary MC system of the MC logging equipment may provide the partner MC system with a configuration table relevant to each MC logging equipment where only target MC service users that may receive MC service in the partner MC system are listed (instead of the full set of users that the MC logging equipment logs).
NOTE 2:	The table could also include a list of MC service groups to be logged for each MC logging equipment.
[bookmark: _Toc332775]6.x.1.4	Procedures
Solution 3 discusses the need to add procedures to the MC service specifications to illustrate the inclusion of the MC logging equipment in communications. In the case of interconnection, the generic procedures for interconnection described in 3GPP TS 23.280 [2] subclause 10.14 also apply to procedures for logging, allowing the relevant partner MC system to be determined and authorization for the logging to take place by both the primary and partner MC systems.
[bookmark: _Toc332776]6.x.2	Impacts on existing nodes and functionality
An additional reference point is added to the MC service servers, MCLog-4, to allow communication related information and communication content to be passed from the MC service server where the communications are hosted to the primary MC service server of the MC logging equipment. However this is based on existing reference point MCX-1, and can be considered a reduced function set of MCX-1.
Additional configuration is added beyond that specified in solution 3, to allow MC logging equipment providing logging in one MC system to receive the communications for logging from a partner MC system.
[bookmark: _Toc332777]6.x.3	Solution Evaluation
This solution expands the solution defined in solution 3 to allow logging where the logging equipment is providing logging services in a different MC system to that of the MC logging equipment. 
[bookmark: _GoBack]Three options are provided to provide configuration to a partner MC system to enable logging of individual communications. Of these, option 1 which adds the MC service ID associated with the MC logging equipment to the user profile is preferred as it does not add further configuration tables to be exchanged between primary and partner MC systems to enable interconnection and migration, and does not require any analysis in the partner MC system to determine which MC service servers need to be provided with the information.
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