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1. Introduction
This pCR introduces a solution for logging.
2. Proposal
It is proposed to agree the following changes to 3GPP TR 23.784 v0.4.0.


* * * First Change * * * *
[bookmark: _Toc532205286]6.x	Solution x: <Solution Title>Functionality for on-network logging and replay
[bookmark: _Toc532205287]6.x.1	Description
Editor's Note: Describe the solutions. Sub-clause(s) may be added to capture details, procedural flow etc. 
[bookmark: _Toc532205267]6.x.1.1	Functional model
To support on-network logging and replay, existing common service core functional entities are reused. The MC logging equipment makes use of a new MC logging client which has a subset of the functionality of an existing MC service client, in that it can receive communications information and communications content relating to logged users, but cannot set up calls or demand to take part in calls. Provision of call related information and call content is achieved by configuration in the MC service server. The MC logging client uses an MC service ID to allow call related information and call content to be routed to the MC logging client, reusing functionality from existing reference points.
NOTE 1:	An MC logging equipment may contain multiple MC service clients to allow the separate services MCPTT, MCVideo and MCData to be logged within the same equipment. However this is out of scope of the description of the functional model.
Figure 6.x.1.1-1 below illustrates the functional entities and reference points of the common services core in the application plane that are used for logging.


Figure 6.x.1.1-1: Common services core functional model for logging
In Figure 6.x.1.1-1, the MC logging equipment is configured with the list of MC service IDs and MC service groups that the logging equipment will log using reference point CSC-4. The identity management client allows the logging equipment to be authorized for logging service using reference point CSC-1, using either security credentials supplied by a user or supplied by the logging application. The key management client obtains keys using reference point CSC-8 to protect signalling information between MC service server and MC service client. Keys may be obtained to protect media if the solution is intended to log communications with any end to end encryption removed.
NOTE 2: 	The means of protecting media and communications related information during storage within the MC logging equipment is outside the scope of this solution.
The MC replay equipment receives the necessary security information needed to replay logged communications by CSC-8. A user of the replay equipment, or an automatic function of the replay equipment, will perform the necessary authorizations to retrieve logged communications, and CSC-1 will be used to verify the authenticity and authorization of the user or equipment.
NOTE 3:	Inclusion of the mechanisms for MC service user authentication and authorization for use by the replay equipment within this solution allows the user organization to require the same security processes to access logged information as the security processes that are used to communicate within the MC service. Alternative solutions are possible, but not considered within this solution.
The MC logging equipment and MC replay equipment are in the same security domain as the MC system for which communications are logged.
The interface MCLog-10 between the logging recorder and the replay client to retrieve communications is out of scope of this solution. MCLog-10 does not need to use 3GPP access for connectivity. Information relating to the user of the logging replay equipment and any profile for this replay equipment user are out of scope of this solution.
Figure 6.x.1.1-2 below shows the MC service related application plane entities used to log communications.


Figure 6.x.1.1-2: MC service related application plane functional model for logging
In figure 6.x.1.1-2, the MC logging equipment may comprise MC logging clients dedicated to MCPTT, MCVideo and MCData. Each MC logging client is identified by a service specific identity, namely the MCPTT ID, MCVideo ID or MCData ID of the client. Call related information concerning the targets of logging are sent to the MC logging equipment via MClog-1, which is based on the MCservice-1 reference points (i.e. MCPTT-1, MCVideo-1 etc) but does not permit calls to be initiated by the MC logging equipment. Media plane communications content is provided to the media reception function of the MC logging client via MCLog-2, which is based on unicast media distribution reference points MC service-7 (i.e. MCPTT-7, MCVideo-7 etc), and floor control or media control information provided during calls is provided via MCLog-3.
Editor's note:	MCData services may require further functionality to be described.
6.x.1.2	Configuration
The MC logging equipment will require configuration to determine which MC service users and which MC servive groups are required by that MC logging equipment. Table 6.x.1.2-1 below illustrates the identity specific configuration data applicable to each MC logging equipment. It is expected that the MC logging equipment configuration will not be added into existing MC service user configuration tables, but will have a unique configuration table.
Editor's note:	It is expected that further configuration information will be needed. This table is intended to contain initial information only.
Table 6.x.1.2-1: MC logging equipment configuration
	Reference
	Parameter description
	MC logging equipment
	MC service server
	Configuration management server

	
	MC service identity of MC logging client
	Y
	Y
	Y

	
	List of users to be logged
	
	
	

	
	> MC service ID
	Y
	Y
	Y

	
	List of groups to be logged
	
	
	

	
	> MC service group ID
	Y
	Y
	Y



The need to log MC service group calls will require MC service group configuration information to include the list of MC logging equipments. The additions shown in table 6.x.1.2-2 will be made to table A.4-2 (MC service group configuration) in 3GPP TS 23.280 [2].
Editor's note: Further configuration information related to logging may be added in addition to the identities listed in table 6.x.1.2-2 below.
Table 6.x.1.2-2: Addition to common group configuration data (on network) for logging
	Reference
	Parameter description
	MC service UE
	MC service Server
	Group management server

	
	List of logging equipments that log MCPTT calls
	
	
	

	
	>MCPTT ID
	
	Y
	Y

	
	List of logging equipments that log MCVideo calls
	
	
	

	
	>MCVideo ID
	
	Y
	Y

	
	List of logging equipments that log MCData calls
	
	
	

	
	>MCData ID
	
	Y
	Y



Additionally, the MC service ID for the logging equipment that is assigned to log the communications of each MC service user will need to be added to the user profiles for MCPTT in 3GPP TS 23.379 [7], for MCVideo in 3GPP TS 23.281 [8] and for MCData in 3GPP TS 23.282 [9].
6.x.1.3	Procedures
To initialise the logging function, the MC logging equipment will perform service authorization to each of the MC service servers following the procedure for authentication and authorization the primary MC system specified in 3GPP TS 23.280 [2] subclause 10.6.1.
It is not envisaged that any explicit protocol exchange will be carried out in order to start logging communications of identified MC service users and MC service group. Once service authorized, the MC logging equipment will be implicitly affiliated to all its configured MC service groups. However a procedure may be needed to show the interaction between the service authorization of the logging equipment and the implicit authentication of the MC logging client of the MC logging equipment to the logged MC service groups.
Procedures will need to be defined to illustrate the provision of communications content and communications related information to the MC logging equipment. The functionality of the reference points MCLog-1, MCLog-2 and MCLog-3 that provide this information will need to be defined, derived from existing reference points.
The MC service server will send the MC logging equipment:
-	Notification of service authorization for each logged MC service user.
-	Notification of MC service group affiliations of each member of each logged MC service group, and notifications of group affiliations from each logged MC service user.
-	Notifications of call set up information for each logged MC service user and MC service group
-	Notifications of floor control, transmission control and media control information for each MC service user and MC service group
-	The content of each media exchange to and from each logged MC service user and within each logged MC service group
-	Notifications of end of logged calls
Each notification will include a timestamp.
The MC replay equipment will require authorization of the MC service user making use of the MC replay equipment, following the procedure for authentication and authorization the primary MC system specified in 3GPP TS 23.280 [2] subclause 10.6.1. Configuration and authorization of the user of the MC replay equipment is out of scope of this solution.
Editor's note: It is FFS whether authorization to use MC replay equipment is within the scope of the user profile of an MC service user as defined in the MC service specifications.
[bookmark: _Toc532205288]6.x.2	Impacts on existing nodes and functionality
Editor's Note: Capture impacts on existing 3GPP nodes and functional elements.New entities are introduced in this solution, specifically the MC logging equipment and its constituent MC logging client together with MC logging storage and the MC replay equipment containing the MC replay client. The new MC logging client is based on existing MC service clients to maximise reuse of existing functionality and reference points.
The process for authentication and service authorization use existing functional entities, reference points and procedures.
New configuration will be introduced to configure logging equipment, and to configure MC service groups with the list of MC logging equipments that will log MC service group communications.
New procedures for logging call related information and call contents will be required. However these can be based on existing procedures for call setup and floor, transmission and media control within calls.
Interactions between MC logging client, logging storage and the MC replay client are not specified within this solution and so have no impact on existing nodes and functionality.
[bookmark: _Toc532205289]6.x.3	Solution Evaluation
Editor's Note: Use this section for evaluation at solution level.
This solution defines new functional entities and reference points to fulfil the on-network logging requirement together with reuse of existing common services core functional entities and reference points. The new functional entities and reference points will be based on the functionality of existing MC service clients and associated reference points.
A set of procedures will need to be defined to show the invocation of logging functions on logged calls.
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