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******************************** First change ***********************************
8.7.3
Procedure

Figure 8.7.3-1 illustrates the procedure for discover service APIs.

The service API discovery mechanism is supported by the CAPIF core function.

Pre-conditions:

1.
The API invoker is onboarded and has received an API invoker identity.

2.
The CAPIF core function is configured with a discovery policy information (e.g. to restrict discovery to category of APIs) for API invoker(s).
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Figure 8.7.3-1: Discover service APIs
1.
The API invoker sends a service API discover request to the CAPIF core function. It includes the API invoker identity, and may include query information.
2.
Upon receiving the service API discover request, the CAPIF core function verifies the identity of the API invoker (via authentication). The CAPIF core function retrieves the stored service API(s) information from the CAPIF core function (API registry) as per the query information in the service API discover request. Further, the CAPIF core function applies the discovery policy and performs filtering of service APIs information retrieved from the CAPIF core function.
3.
The CAPIF core function sends a service API discover response to the API invoker with the list of service API information for which the API invoker has the required authorization. 
NOTE:
If topology hiding is enabled for the service API, then the AEF acting as service communication entry point for the service API is provided to the API invoker in the service API information.
******************************** Second change ***********************************
8.14.3
Procedure

Figure 8.14.3-1 illustrates the procedure for authentication between the API invoker and the AEF.

Pre-conditions:

1.
Optionally, the CAPIF core function has shared the information required for authentication of the API invoker with the AEF.
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Figure 8.14.3-1: Procedure for authentication between the API invoker and the AEF prior to service API invocation

1.
The API invoker triggers authentication initiation to the AEF, including the API invoker identity.

2.
The AEF obtains the API invoker information required for authentication by the AEF, if not available.

3.
The AEF returns the result of authentication initiation in the authentication initiation response.
4.
The AEF verifies the identity of the API invoker and authenticates the API invoker.
NOTE:
The authentication process is specified in subclause 6.4 and subclause 6.5.2 of 3GPP TS 33.122 [12].
NOTE:
The authentication is terminated at the AEF acting as the service communication entry point when topology hiding is enabled for the service API.
8.15.3
Procedure

Figure 8.15.3-1 illustrates the procedure for authentication of the API invoker by the AEF, where the authentication information is carried in the API invocation request.

Pre-conditions:

1.
Optionally, the CAPIF core function has shared the information required for authentication of the API invoker with the AEF.
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Figure 8.15.3-1: Procedure for authentication between the API invoker and the AEF upon the service API invocation 

1.
The API invoker invokes a service API invocation request with authentication information to the AEF, and includes in this request authentication information, including the API invoker identity.

2.
The AEF obtains the API invoker information required for authentication by the AEF, if not available.

3.
The AEF verifies the identity of the API invoker and authenticates the API invoker.

NOTE:
The authentication process is specified in subclause 6.5.2.3 of 3GPP TS 33.122 [12].

4.
If the verification was successful, the AEF returns the result of the service API invocation in the Service API invocation response.
NOTE:
The authentication is terminated at the AEF acting as the service communication entry point when topology hiding is enabled for the service API.
******************************** Next change ***********************************
8.24.3
Procedure 

Figure 8.24.3-1 illustrates the procedure for API topology hiding management by API publish function.
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Figure 8.24.3-1: API topology hiding via API publish
1.
The API publishing function sends a service API publish request with the details of the service API to the CAPIF core function.
2.
Upon receiving the service API publish request, the CAPIF core function checks whether the API publishing function is authorized to perform the service API publish. If authorized,  based on the service APIs and policy, the CCF applies the topology hiding by selecting an AEF providing the topology hiding as the entry point for service API invocation. The selected AEF information is stored in the service API information at the CAPIF core function (API registry).
3.
The CCF sends the API topology notify to the AEF selected as the entry point for service API invocation. The service API identification and the AEF which provides the service API are included.
4.
Upon receiving the notification, the AEF stores the received information for further service API invocation request forwarding.

5.
The CCF sends an API publish response to the API publish function. 
******************************** Next change ***********************************
8.25.3.2
 API discover for CAPIF interconnection 

This subclause describes a procedure for service API publish for CAPIF interoperation.

Pre-condition:

1.
CCF-A and CCF-B connect to each other, and either belong to the same CAPIF domain or different CAPIF domains.

2.
When CCF-A and CCF-B belongs to different CAPIF domains, the two CAPIF domains have business agreement for service API sharing.

[image: image5.emf]CCF-A CCF-B

3.Interconnnection API discover request

5. interconnection API discover response

4.Retrives service API(s) 

information

API invoker

1. Service API discover request

2. Service API discover reponse


Figure 8.25.3.2-1: Interconnection API discover
1.
The API invoker sends a service API discover request to the CCF-A. It includes the API invoker identity, and may include query information.
2.
The CCF-A verifies the identity of the API invoker and retrieves the stored service API(s) information and service API categories. The CCF-B with the service API category matching the discovery criteria is returned to API invoker in the service API discover response. 

NOTE:
Thre remaining steps are only applied when the service API category is included in the interconnection API publish request as described in subclause 8.25.2.1.

3.
The API invoker sends an interconnection API discover request to the CCF-B. The the identity of API invoker is included. The query information is also provided.

4.
Upon receiving the interconnection API discover request, the CCF-B verifies the identity of the API invoker. The CCF-B retrieves the stored service API(s) information as per the query information in the discover request. Further, the CCF-B applies the discovery policy and performs filtering of service APIs information which matches the discover criteria. 
5.
The CCF-B sends an interconnection API discover response to the API invoker with the list of service API information for which the API invoker has the required authorization.
NOTE:
If topology hiding is enabled for the service API, then the AEF acting as service communication entry point for the service API is provided to the API invoker in the service API information.
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