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1. Introduction
This pCR proposes to replace the abbreviation 'DL' for discreet listening with the full text 'discreet listening', due to confusion with the common use of 'DL' for 'downlink'.
2. Reason for Change
To avoid confusion with 'downlink' by readers of the TR.
3. Proposal
It is proposed to agree the changes listed in this pCR to 3GPP TR 23.784
This pCR does not include changes to the table of contents, as it is assumed that this will be updated by the Rapporteur automatically when the next version of the TR is produced.


* * * First Change * * * *
[bookmark: _Toc528322400]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
DL	Discreet Listening
FD	File Distribution
GMK	Group Master Key
GMS	Group Management Server
MC	Mission Critical
SDS	Short Data Service

* * * Next Change * * * *
[bookmark: _Toc448480857][bookmark: _Toc528322421]5.1	Key Issue 1: Selection of MC service for discreet listening
The single requirement for discreet listening [R-6.15.1-001] provided in 3GPP TS 23.280 [2] and reproduced in Annex A of the present document requires that all group or private communication transmissions from the target MC user are to be subject to discreet listening by an authorized MC user.
In practice, selection at the MC service level will automatically take place, as the MC service clients for each MC service will be used to place the discreet listening requests on behalf of the authorized MC user, for example if the authorized MC user only places the discreet listening request using an MCPTT client, only MCPTT transmissions will be available to the authorized MC user.
Within each of the MCPTT, MCVideo and MCData services, there are a number of separate services available and it is not clear whether the authorized MC user would wish to automatically receive content involving the target MC user within these separate services; for example whether the authorized MC user would require to receive MCData SDS transmissions but not MCData file upload and downloads.
NOTE:	It is assumed that when DL discreet listening is invoked by the authorized MC user, the authorized MC user is provided with communications transmitted by the target MC user, and communications received by the target MC user.
Issues:
-	Whether there should be granularity of discreet listening within each MC service, or whether all services within each MC service should always be provided to the authorized MC user following a request for discreet listening of a target MC user within an MC service.

* * * Next Change * * * *
[bookmark: _Toc528322422]5.2	Key issue 2:	Group membership of authorized MC user for discreet listening
The target of DL discreet listening may be a member of an MC service group, and be able to take part in group communications. The authorized MC user will expect to receive all MC service group communication transmissions involving the target MC user, however the authorized MC user might not be defined as an MC service group member of the MC service group in which the target MC user is communicating.
Issues:
-	Whether the authorized MC user should be a pre-defined member of an MC service group in order to receive group communications in which the target MC user is involved.
-	Whether the authorized MC user should be temporarily made an MC service group member in order to receive group communications in which the target MC user is involved.
-	Whether, if the authorized MC user is not an MC service group member, there should be any restriction on the communications involving the target MC user that are provided to the authorized MC user, e.g. provision of the target's transmissions to the MC service group, but not transmissions of other MC service group members.
-	Whether any restrictions on requiring MC service group membership are different when the MC service group is defined in a different primary MC system to that of the authorized MC user.
-	If the authorized MC user affiliates to the MC service group in order to receive the media in group communications, the affiliation of the authorized MC user to the MC service group may be visible to the target MC user and to other members of the MC service group; and the stage 1 requirement is that DL discreet listening takes place without the knowledge of the target MC user.
-	How the authorized MC user is able to recover the content of communications within the group that are protected by end to end encryption.
Editor's note:	Membership of a group homed in an interworked system is FFS.

* * * Next Change * * * *
[bookmark: _Toc528322423]5.3	Key issue 3:	Discreet listening for MCVideo push and pull and MCData file upload and download
The MCVideo video push and video pull services each start with a negotiation phase, where information related to the video content to be pushed or pulled such as URL, media characteristics etc is provided and agreed. The MC user can be notified and asked to accept incoming video within a video push.
Similarly, the MCData file upload and file download services each start with a negotiation phase where information related to the file transfer such as URL is provided and agreed. The MC user can be notified and asked whether to accept an incoming file transfer.
The DL discreet listening  service could either allow the authorized MC user who is the recipient of the information to accept video or data before that video or data is sent to the authorized MC user, or could be provided with the video or data sent to or from the target MC user of the DL discreet listening service automatically.
Issues:
-	Whether the authorized MC user should be notified about the start of video push and pull or file upload or download transactions involving the MC user who is the target of DL discreet listening and given the choice to accept and receive the information or reject receiving the information; or whether the authorized MC user should always receive the information without any choice being needed.
-	Whether the authorized MC user should receive notification both when the file upload or download negotiation phase takes place, and a second notification when the file upload or download takes place.
-	Whether the authorized MC user should automatically be presented with the file date if a mandatory download takes place to the target MC user
-	Whether the file content should be saved by the MCData server (or another suitable entity) until the authorized MC user decides to retrieve the file, and if so, whether there should be a time limit on this storage.

* * * Next Change * * * *
[bookmark: _Toc528322426]5.6	Key issue 6:	Source MC service server for DL discreet listening of user in group call
An authorized user may perform discreet listening on an MC service user, where that MC service user is taking part in group communications. The primary MC service server of that MC service group may be a different MC service server to the primary MC service server of the target MC service user.
Issues:
-	Which MC service server should provide the content of group call communications in which the target user takes part: the primary MC service server of the target user or the primary MC service server of the MC service group.
-	How the solution prevents the DL discreet listening service being apparent to the target MC service user, or to other MC service group members.

* * * Next Change * * * *
[bookmark: _Toc528322427]5.7	Key issue 7:	Discreet listening and logging for interconnected MC system
An authorized user may attempt to perform discreet listening on an MC service user that has a different primary MC system to that of the authorized user, where that target MC service user is taking part in private communications, or in group communications where the MC service group also has a different primary MC system to that of the authorized user. This could raise concerns about eavesdropping on communications in another security domain. The group case is illustrated in figure 5.7-1 below.


Figure 5.7-1:	DL Discreet listening for a group entirely in a partner MC system
However, if MC service users in an MC system join an MC service group where that group has a different primary MC system which is connected by interconnection, it is likely that the MC system providing service for those MC service group members would wish to log communications within that group, and likely that an authorized user within that MC system may wish to perform discreet listening on group members who are receiving service in the same MC system as that authorized user. This is illustrated in figure 5.7-2 below.


Figure 5.7-2:	DL Discreet listening or logging for group with group members in DLdiscreet listening/logging system
Issues:
-	Discreet listening of individual or group communications may need to be restricted to target MC service users with the same primary MC system as the authorized user for discreet listening.
-	Logging of individual or group communications may need to be restricted to target MC service users or groups which are receiving service in the same primary MC system as the logging entity.
-	If discreet listening or logging of individual communications is permitted where the target is receiving service in an interconnected MC system, both the MC system where the target is receiving service and the MC system where the request for discreet listening or logging originates may need to authorize the discreet listening or logging service.

* * * Next Change * * * *
[bookmark: _Toc528322439]6.1.1.3.2	Discreet listening invocation and revocation procedures
The procedure allows the MC service client of the authorized user to request discreet listening of a target MC service user.  The procedure is illustrated in figure 6.1.1.3.2-1 below.



Figure 6.1.1.3.2-1: Discreet listening invocation
The information flows needed to support such a procedure are shown in tables 6.1.1.3.2-1 and 6.1.1.3.2-2 below.
Table 6.1.1.3.2-1: Discreet listening activation request
	Information element
	Status
	Description

	MC service ID
	M
	MC service ID of the target of the DL discreet listening request



Table 6.1.1.3.2-2: Discreet listening activation response
	Information element
	Status
	Description

	MC service ID
	M
	MC service ID of the target of the DL discreet listening request

	Result
	M
	Indicates the success or failure of the DL discreet listening request



A similar procedure, not illustrated here, is required for revocation of the discreet listening function. 

* * * Next Change * * * *
[bookmark: _Toc528322440]6.1.1.3.3	Provision of discreet listening content for private communications
When the target user makes or receives a private call or initiates individual communications with a server, the authorized user needs to be informed and provided with the media. Figure 6.1.1.3.3-1 below illustrates a procedure where DL discreet listening target MC service client 1 sets up a call.


Figure 6.1.1.3.3-1: Discreet listening of target initiated private call
The procedure is similar if the target of the discreet listening is the recipient of the private call.
NOTE:	If the MC service server does not receive the 'discreet listening call response' for any reason, the call should still proceed so that the requirement that the call is not affected and the target user is not aware of the DL discreet listening process is satisfied.

* * * Next Change * * * *
[bookmark: _Toc528322441]6.1.1.3.4	Provision of discreet listening content for group communications
When the target user makes or receives a group call, the authorized user needs to be informed and provided with the media. Figure 6.1.1.3.4-1 below illustrates a procedure where DL discreet listening target MC service client 2 is a receiving party in a group call initiated by another affiliated group member.


Figure 6.1.1.3.4-1: Discreet listening of target initiated group call
The procedure is similar if the target of the discreet listening is the initiator of the group call.
NOTE 1:	If the MC service server does not receive the 'discreet listening call response' for any reason, the call should still proceed so that the requirement that the call is not affected and the target user is not aware of the DL discreet listening process is satisfied.
NOTE 2:	It is irrelevant whether the authorized user is or is not a member of the MC service group.

* * * Next Change * * * *
[bookmark: _Toc528322442]6.1.1.3.5	Information flows for discreet listening
A single pair of information flows can support provision of DL discreet listening content of individual communications and group communications. Suitable information elements are shown in tables 6.1.1.3.5-1 and 6.1.1.3.5-2 below.
Table 6.1.1.3.5-1: Discreet listening call request
	Information element
	Status
	Description

	MC service ID
	M
	MC service ID of the target of DL discreet listening

	MC service ID
	M
	MC service ID of the other party in individual call, or MC service ID of talking party in group call

	Call direction
	M
	Indicates whether the target or another party initiated the call

	Call type
	M
	Indicates the type of communication (private call, group call etc)

	MC service group ID
	O
	Provided if the communication is a group call



Table 6.1.1.3.5-2: Discreet listening call response
	Information element
	Status
	Description

	MC service ID
	M
	MC service ID of the target of DL discreet listening

	Result
	M
	Indicates the success or failure of the DL discreet listening call request



* * * Next Change * * * *
[bookmark: _Toc528322454]Annex B (informative):
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