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1. Introduction
This pCR adds a key issue concerning discreet listening and logging for a migrated user.
2. Reason for Change
Issues surrounding a migrated user need to be captured.
3. Proposal
It is proposed to agree the following changes to 3GPP TR 23.784 v020.

* * * First Change * * * *
[bookmark: _Toc520804681]3.1	Definitions
[bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK8]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Discreet listening:	A means for an authorized user to be provided with the communications of a target user, without the target user being aware.
Migrated MC system:	The partner MC system to which an MC service user has migrated, and in which that migrated MC service user is receiving MC service.
Security Domain: A set of MC users who share common security requirements and policies for their communications.

* * * Next Change * * * *
[bookmark: _Toc520804704]5.x	Key issue x:	Discreet listening and logging for interconnected MC system
An authorized user may attempt to perform discreet listening on an MC service user that has a different primary MC system to that of the authorized user, where that target MC service user is taking part in private communications, or in group communications where the MC service group also has a different primary MC system to that of the authorized user. This could raise concerns about eavesdropping on communications in another security domain. The group case is illustrated in figure 5.x-1 below.


Figure 5.x-1:	DL for a group entirely in a partner MC system
However, if MC service users in an MC system join an MC service group where that group has a different primary MC system which is connected by interconnection, it is likely that the MC system providing service for those MC service group members would wish to log communications within that group, and likely that an authorized user within that MC system may wish to perform discreet listening on group members who are receiving service in the same MC system as that authorized user. This is illustrated in figure 5.x-2 below.


[bookmark: _GoBack]Figure 5.x-2:	DL or logging for group with group members in DL/logging system
Issues:
-	Discreet listening of individual or group communications may need to be restricted to target MC service users with the same primary MC system as the authorized user for discreet listening.
-	Logging of individual or group communications may need to be restricted to target MC service users or groups which are receiving service in the same primary MC system as the logging entity.
-	If discreet listening or logging of individual communications is permitted where the target is receiving service in an interconnected MC system, both the MC system where the target is receiving service and the MC system where the request for discreet listening or logging originates may need to authorize the discreet listening or logging service.

5.x	Key issue x:	Discreet listening and logging for migrated MC service user
An MC service user that has migrated to another MC system receives MC service within the security domain of that MC system.
Issues:
-	The primary MC system of the MC service user and the migrated MC system of the MC service user may both wish to authorize discreet listening and/or logging of the migrated MC service user by the primary MC system of that migrated MC service user.
-	The primary MC system of the migrated MC service users and the migrated MC system of the migrated MC service user may both wish to authorize any logging or discreet listening of the migrated MC service user by the migrated MC system.
-	There may be a need to restrict the provided content of communications to that which is originated by the migrated MC service user, and not to provide content which originates from other users receiving service within the migrated MC system. 
-	There may be a need to restrict metadata relating to the communications to hide the identities and other information relating to MC service users and MC service groups whose primary MC system is the migrated MC system of the MC service user who is the target of the discreet listening or logging.
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