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Abstract: This discussion paper analyses the potential security solution for temporary group – broadcast group call procedure.
1. Introduction

There is no security solution for the for temporary group – broadcast group call procedure in 3GPP TS 23.180. The key management for group communication is based on the GMK which is distributed with the “Notify group configuration request”at group management phase before the group communication happens. However, when it comes to the temporary group – broadcast group call procedure, the existing security mechanim defined in 3GPP TS 33.180 is not applied as the group communication is not over a single group that already formed.
The GMK is used to derive the SRTP Master Key/Salt which is used to establish protection of the group-broadcast group media. The security solution for the for temporary group – broadcast group call procedure is to provide a common SRTP Master Key for all the groups included in the temporary group call.
2. potential solution

In order to provide a common SRTP Master Key for all the groups involved in the temporary group call, a SRTP Master Key can be generated by the initiating MC service client which is also the transmitting user, and distributed to all the other partcipants in the temporary group – broadcast group call. 
The solution is illustrated in the figure below.
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1. The initiating MC service client generates the SRTP Master key/Salt for the temporary group – broadcast group call media.
2. The initiating MC service client encrypts the SRTP Master key/Salt using GMK of group A and GMK of group B respectively, and sends those pairs of Goup ID  and the encrypted SRTP Master key/Salt to the controlling server of the temporary group – broadcast group call. This group call request from the initiating MC service client can be used to convey those pairs.

3. The the controlling server of the temporary group – broadcast group call sends the SRTP Master key/Salt encrypted by GMK of group B to the controlling server of group B, and the keys will be forwared to the member of group B. The key can be included in the group call request.
4. The the controlling server of the temporary group – broadcast group call sends the SRTP Master key/Salt encrypted by GMK of group A to the controlling server of group A, and the keys will be forwared to the member of group A. The key can be included in the group call request.

At last, all the participants of the temporary group – broadcast group call get the identical SRTP Master key/Salt to decrypt the group communication media.
3. conclusion

The above solution can provide security protection for the temporary group – broadcast group call. It is proposed to agree the related CR 0153.
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