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1. Introduction
This pCR adds a solution to provide functionality for discreet listening, identifying impact on the functional model and procedures.
2. Reason for Change
To provide a solution for discreet listening and logging.
3. Proposal
It is proposed to agree the following changes to 3GPP TR 23.784 v020.

* * * First Change * * * *
[bookmark: _Toc520804679][bookmark: _Toc520804704]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.280:	"Mission Critical Services Common Requirements (MCCoRe)"
[3]	3GPP TS 22.281:	"Mission Critical Video services"
[4]	3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT); Stage 1"
[5]	3GPP TS 22.282: "Mission Critical Data services"
[x]	3GPP TS 33.379: "Functional architecture and information flows to support Mission Critical Push To Talk (MCPTT); Stage 2"
[y]		3GPP TS 23.281: "Functional architecture and information flows to support Mission Critical Video (MCVideo); Stage 2".
[z]	3GPP TS 23.282: "Functional architecture and information flows to support Mission Critical Data (MCData); Stage 2".
Editor's note: Further numbered references to be inserted here	
* * * Next Change * * * *
6.x	Solution x:	Functionality for discreet listening
[bookmark: _Toc448480871][bookmark: _Toc520804710]6.x.1	Description
6.x.1.1	Functional model
Discreet listening is carried out by an authorized user, who requests discreet listening for the communications of another user. The authorized user will require a client entity capable of fulfilling the discreet listening request. The functionality required is the same as that of an MC service client, with the addition of the capability to request discreet listening and specify a target MC service user. Therefore the solution is to reuse the MC service client, and make no additions to the functional model.
This solution addresses aspects of key issue 1, Selection of MC service for discreet listening, and key issue 2, Group membership of authorized user for discreet listening.
6.x.1.2	Configuration
The user profiles for MCPTT, MCVideo and MCData which are specified in 3GPP TS 23.379 [x], 3GPP TS 23.281 [y] and 3GPP TS 23.282 [z] will need additional configuration to be added as shown in Table 6.x.1.2-1 below.
Table 6.x.1.2-1: Addition to MC service user profiles (on network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Configuration management server
	MCPTT user database

	
	Authorized to perform discreet listening on another MC service user
	Y
	Y
	Y
	Y

	
	List of users upon whom discreet listening can be invoked
	
	
	
	

	
	> MC service ID
	Y
	Y
	Y
	Y



In Table 6.x.1.2-1 'MC service' represents one of MCPTT, MCVideo or MCData.
6.x.1.3	Procedures
6.x.1.3.1	General
New procedures are added to allow the MC service client of the authorized user to invoke and revoke discreet listening of a target MC user, and to allow the MC service server to provide the content of calls in which the target user is involved.
6.x.1.3.2	Discreet listening invocation and revocation procedures
The procedure allows the MC service client of the authorized user to request discreet listening of a target MC service user.  The procedure is illustrated in figure 6.x.1.3.2-1 below.



Figure 6.x.1.3.2-1: Discreet listening invocation
The information flows needed to support such a procedure are shown in tables 6.x.1.3.2-1 and 6.x.1.3.2-2 below.
Table 6.x.1.3.2-1: Discreet listening setup request
	Information element
	Status
	Description

	MC service ID
	M
	MC service ID of the target of the DL request



Table 6.x.1.3.2-2: Discreet listening setup response
	Information element
	Status
	Description

	MC service ID
	M
	MC service ID of the target of the DL request

	Result
	M
	Indicates the success or failure of the DL request



A similar procedure, not illustrated here, is required for revocation of the discreet listening function. 
6.x.1.3.3	Provision of discreet listening content for private communications
When the target user makes or receives a private call or initiates individual communications with a server, the authorized user needs to be informed and provided with the media. Figure 6.x.1.3.3-1 below illustrates a procedure where DL target MC service client 1 sets up a call.


Figure 6.x.1.3.3-1: Discreet listening of target initiated private call
The procedure is similar if the target of the discreet listening is the recipient of the private call.
NOTE:	If the MC service server does not receive the 'discreet listening call response' for any reason, the call should still proceed so that the requirement that the call is not affected and the target user is not aware of the DL process is satisfied.

6.x.1.3.4	Provision of discreet listening content for group communications
When the target user makes or receives a group call, the authorized user needs to be informed and provided with the media. Figure 6.x.1.3.4-1 below illustrates a procedure where DL target MC service client 2 is a receiving party in a group call initiated by another affiliated group member.


Figure 6.x.1.3.4-1: Discreet listening of target initiated private call
The procedure is similar if the target of the discreet listening is the initiator of the group call.
NOTE 1:	If the MC service server does not receive the 'discreet listening call response' for any reason, the call should still proceed so that the requirement that the call is not affected and the target user is not aware of the DL process is satisfied.
NOTE 2:	The authorized user need not be a member of the MC service group.
6.x.1.3.5	Information flows for discreet listening
A single pair of information flows can support provision of DL content of individual communications and group communications. Suitable information elements are shown in tables 6.x.1.3.5-1 and 6.x.1.3.5-2 below.
Table 6.x.1.3.5-1: Discreet listening call request
	Information element
	Status
	Description

	MC service ID
	M
	MC service ID of the target of DL 

	MC service ID
	M
	MC service ID of the other party in individual call, or MC service ID of talking party in group call

	Call direction
	M
	Indicates whether the target or another party initiated the call

	Call type
	M
	Indicates the type of communication (private call, group call etc)

	MC service group ID
	O
	Provided if the communication is a group call



Table 6.x.1.3.5-2: Discreet listening call response
	Information element
	Status
	Description

	MC service ID
	M
	MC service ID of the target of DL 

	Result
	M
	Indicates the success or failure of the DL call request



[bookmark: _Toc448480872][bookmark: _Toc520804711]6.x.2	Impacts on existing nodes and functionality
This solution results in the following impacts on existing entities and reference points:
- 	MC service clients and MC service-1 reference points: addition of functionality to request discreet listening and to specify a target MC user.
-	MC service user configuration: authorization to request discreet listening on a list of target MC service IDs.
-	A new procedure to request discreet listening specifying a target MC service user.
-	A new procedure to provide the content of discreet listening.
In each case, MC service is one of MCPTT, MCVideo or MCData.
[bookmark: _Toc448480873][bookmark: _Toc520804712]6.x.3	Solution Evaluation
This solution allows discreet listening to be achieved with minimal changes to the functional model. It also allows discreet listening to be invoked on a service dependent basis as it is achieved as a function of the MC service specific MC service clients. 
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